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ABSTRACT

The explosive rise of digital communication and social
media has changed the people fundamentally
consume information. Information becomes available
the unprecedented speed and scale. At same time, the
very same technologies enable the fabrication and
rapid dissemination of disinformation. Verification of
each news item in digital space is a time- and resource-
intensive process, which may be rendered nearly
impossible by the very nature of these new
communication technologies and their dynamic,
volatile environment. The current reports an paper
exploratory study of an artificial-intelligence-based
approach to detecting fake news items through an
application of language natural processing and
machine-learning algorithms. The proposed workflow
consists of data collection, text feature extraction,
classification, and performance evaluation. The
study(Research) reviews existing research on
machine-learning, deep-learning, transformer-based,
and dataset-driven approaches and identifies
important challenges such as dataset quality, domain
dependence, changing language patterns, and limited
A practical
compare suitable classification models using accuracy,
recall, F1-score, precision, and a confusion matrix. The

framework is an intended to the assist in identifying

generalization. implementation can

potentially misleading news and to provide an
additional layer of support for human fact-checking.
The paper emphasizes that an automated classifier
should to the treated or as a assistance tool rather than
absolute proof that a news claim is true or false.

Key Words:The Artificial Intelligence(Al), Fake News

Detection, ML(Machine Learning), language of
Natural Processing, Text Classification,
Misinformation

1. INTRODUCTION

The rise of the Internet and modern digital technologies has
brought information and people closer together. People used to
rely on newspapers, television, radio, and other official sources

for news. Now, with the help of the Internet, everyone can learn
the latest information in a matter of minutes after it is published.
Information is now available to everyone and the exchange of
information has become global and instant. Nevertheless, this
does not eliminate the problem of verifying the authenticity and
credibility of sources.

One of the problems associated with the current information
explosion is the spread of fake news. Fake news to refers
purposeful or unintentional misinformation that can appear in
the form of news reports, articles, and other sources.
Information may also be distorted or misinterpreted, which can
lead to the spread of misleading fake news. Although fake news
may not have originated from one particular source, it seems that
it is getting a lot of attention now because many people and news
outlets share such information without verifying facts or
checking sources. It’s hard to the find source original of
information since fake news circulates around social media sites
as users share, comment on, and retweet news articles and
reports. This makes distinguishing between authentic and fake
news even more difficult and increases the importance of
research and analysis of fake and authentic news and ways of
detecting them.

The spread of fake news can be dangerous to people and society.
Misinformation can shape public opinion, alter social media
trends, and change the perception of certain topics, issues, or
events. Fake news can damage the reputation of people or
companies and lead to fake information influencing people’s
decisions or social problems. In addition, such information can
create panic around certain issues and make it difficult to
separate authentic and reliable news from false ones. Therefore,
it is critical to find methods that can distinguish between fake
news and authentic information before it becomes widely spread
and starts influencing people.

Artificial Intelligence can be used to automatically check news
articles and detect fake news. Al technology can automatically
analyze all news, articles, and reports and determine certain
patterns that can indicate authenticity or fakeness. Al is a set of
algorithms and methods that enable computers to perform tasks.
Al can be used to detect fake news reports and articles. Using
specific algorithms, Al can analyze text patterns and study
specific attributes of news to find unique patterns that discern
real news from the fake news Machine Learning (ML). ML
algorithms analyze certain patterns in a given set of data and
classify them according to certain criteria. The relation of the
fake news detection, such algorithms learn to differentiate
between fake and real news and use this information to classify
new news reports and articles. These Machine Learning
algorithms that can be used for the detection of fake news,
including Logistic
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These algorithms can be compared to each other by different
criteria, and in different metrics in order to choose the best
algorithm for solving the given problem of detecting fake news
and distinguishing it from real news.. Another way of using Al
in the fight against of fake news is NLP. Most news reports and
articles that contain information are presented in natural
language. NLP helps represent this data in a certain way so that
it can be further analyzed by algorithms. NLP is a process that
prepares data for analysis. Theare are process or included to the
normalization and reduction of text data, the removal of
unnecessary punctuation or characters, the removal or
replacement of stop words, tokenization, stemming,
lemmatization, and other methods. These methods allow for
representing news in a structured and standardized way, which
is suitable for analysis by different algorithms. The results of
such processing can be used to detect fake news.further
analyzed by ML algorithms. It is vital to pay attention to feature
extraction. This step is crucial since most ML algorithms work
with numbers, and text data must first be transformed into
numerical representations. There are some Multiple methods of
representing text features, such as Bag-of-Words and TF-IDF
algorithms. Others method, such as the word embeddings and
language models, can also help represent news text in a way that
ML algorithms can analyze and find patterns.
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Figure 2: Basic Process of Al-Based Fake News
Detection(Create image using open Ai)
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2. LITERATURE REVIEW

Fake-news detection has been approached from a variety of
angles, including content-based, social-context, propagation-
based, source-based, and multimodal. The abundance of fake
information that proliferates digital platforms has attracted
researchers who seek to design automated tools that can identify
suspicious or false news items. Earlier methods focused
primarily on content analysis, whereas more recent approaches
investigate additional context, social context, and visual,
semantic, and multimodal clues to detect fake news.

Alghamdi, Luo, and Lin present a survey that classifies the
features used in fake news detection as content-based, context-
based, and hybrid-based. Content-based features are typically
extracted from the news content, including linguistic, lexical,
syntactic, and headline patterns. The utilization of context-based
features in fake news detection is growing, as researchers
attempt to incorporate additional data, such as publisher
information and social context surrounding the news. Hybrid
approaches integrate a variety of features extracted from
different sources. The survey provides an in-depth overview of
the machine-learning, deep learning, and transformer-based
methods that have been used in automated fake news detection.

Researchers have investigated traditional machine-learning
algorithms extensively due to their relative simplicity in
implementation and high performance. Approaches such as
Logistic Regression, Naive Bayes classifier, Support Vector
Machine, Decision Tree, and Random Forest have been applied
in fake news detection tasks, where labeled news data are used
to train a classifier. Typically, news content is represented as a
bag of words using either Bag-of-Words or Term Frequency-
Inverse Document Frequency statistics. The resulting numerical
representation is used to train and evaluate the performance of
each classifier. While traditional approaches have proven to be
effective and efficient in many fake news detection tasks, their
performance often depends on the choice of features, the size
and representativeness of the data sample, possible class
imbalance, and variations in language used in news articles.

Zhou et al. conduct a systematic survey of the datasets that have
been used in fake news detection research. The authors highlight
the importance of understanding the characteristics and
structure of each dataset, as different datasets differ in news
types, labeling formats, languages, sources, and class
distributions. An in-depth analysis of the strengths and
weaknesses of each database is critical to recognizing the
underlying factors that influence the performance of a fake news
detection model. For instance, a news detection model that
performs well on one database might show poor performance on
another database because of variations in feature distribution,
language, and other factors. Overall, this survey shows that the
choice of the dataset significantly influences the outcomes of
fake news detection research.

In addition, the review by Zhou et al. highlights emerging trends
in deep learning approaches for fake news detection. Deep
learning models have become popular in fake news detection
due to their ability to encode complex patterns automatically,
thus eliminating the need for manual engineering of features.
Convolutional Neural Networks, Recurrent Neural Networks,
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and Long Short-Term Memory architectures have been used in
text classification tasks. Each of these approaches has proven to
be effective in fake news detection tasks, where textual patterns
need to be encoded. However, such approaches often require
large volumes of training data and extensive computational
resources. Moreover, hyperparameter optimization is critical to
ensure that the learning process is efficient and that the model
does not underfit or overfit the training data.

Sharma and Garg introduce the Indian Fake News Dataset
(IFND) that contains textual and image content that can be used
to train and evaluate various fake news detection models. The
authors highlight the importance of developing resources for
fake news detection in the Indian context. Their research is
especially relevant to our project, as it examines the
applicability of machine learning and deep learning approaches
for Indian fake news detection. Since news content often varies
across countries and is influenced by a wide range of
sociocultural factors, a fake news detection model needs to be
tested on local data to ensure its performance is not affected by
localization shifts.

TABLE 1
LITERATURE SURVEY

No. Study Year | Approach/Focus Contribution Limitation

1 Comprehensive 2024 ML, DL, Reviews Data
survey on ML content/context/hybrid methods, scarcity,
approaches for datasetsand semantic
fake news challenges limitations
detection and model

cost

2 Fake news 2021 Dataset comparison Reviews 27 Dataset
detection: popular differences
survey of datasets affect
evaluation comparison
datasets

3 IFND: 2023 Indian text +image Provides Domainand
benchmark dataset Indian-news regional
dataset for fake benchmark dependence
news detection

3. RESEARCH GAP

The literature reveals that the fake-news detection has evolved
from classical text-classification approaches to contemporary
deep learning, transformer, social context, and multimodal
techniques for improved accuracy and performance. The
traditional machine learning algorithms such as Naive Bayes,
Logistic Regression, Support Vector Machine, and Random
Forest have shown promising results in textual data
classification. However, the recent studies have focused on
deep learning and transformer algorithms due to their ability to
capture complex linguistic and contextual patterns from the
data. Nevertheless, there are several research gaps in the current
state of knowledge on fake-news detection using artificial
intelligence.

First, the performance of an algorithm mostly depends on the
type of data used for training and testing purposes. Some
datasets contain different classes in varying proportions or use
different languages and sources to label the instances or classify
the classes. Thus, the difference in the distribution and class
imbalance might affect the performance of an algorithm.
Similarly, different datasets use different writing styles for
representing the news articles, research papers, and information
on the internet. Thus, it becomes difficult to compare the results
of one study with another since there is no standardization in
the data preparation, labeling, or classifying the classes. The
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second research gap is related to the generalization of results.
Fake news keeps on changing over time in terms of topics,
writing styles, sources, and other factors. The machine learning
model learns the patterns from the data used during the training
period. Therefore, if the test data has new topics and writing
styles that were not captured in the train data, the algorithm will
be unable to generalize the results.

Moreover, the language, region, and type of data also affect the
performance of an algorithm. Most fake-news detection papers
use the English language as opposed to other regional
languages. Fake news involves articles, opinions, and
information presented in different languages and scripts. Thus,
detecting fake news published in Indian languages and in mixed
language scripts is another challenge as compared to news
articles published in regional languages such as English,
French, and Spanish. The availability of labeled datasets in
different regional languages is also limited to certain extent.
Furthermore, the transformer-based algorithms and multimodal
approaches require a lot of computational resources for
processing, training, fine-tuning, and testing of the models.
Although these algorithms have better representations than the
standard frequency-based algorithms, they might be too
expensive and time-consuming for implementation and training
purposes. The computational complexity is a big challenge
especially for students, researchers, and organizations with
limited resources. Thus, the challenge is to identify a suitable
balance between detection performance, complexity of the
model, and ease of implementation.

The fourth research gap is related to the text preprocessing and
feature engineering. Some data is not prepared in standard
formats and ready-to-use forms, thus increasing the complexity
of processing and analyzing the data. The raw data might
contain special characters, extra white spaces, unnecessary
information, duplicate instances, HTML tags, special
characters and typos, and irregular capitalization. The presence
of these elements in the text data affects the overall
performance of the machine learning algorithm. Thus, the
preprocessing and feature engineering steps play a critical role
in improving detection accuracy and performance. Different
researchers use different text preprocessing and feature
extraction techniques for fake news detection. The choice of the
technique also determines the performance and accuracy of the
results obtained from the study.

The fifth research gap relates to the reporting of the results. In
most cases, the accuracy of the results is not enough to indicate
the overall performance of the model. Accuracy is useful when
dealing with perfectly balanced datasets, where the class
distribution is equal. However, in case of imbalanced class
distribution, the accuracy results are not sufficient to determine
the overall performance of the model. Other performance
evaluation metrics such as precision, recall, F1 score, and
confusion matrix should be used and reported in the study. A
good performance evaluation report should also include
experimental setups and procedures taken during the
experiments, including data preparation, train-test-splits, and
other relevant information. Another challenge in reporting the
results and findings of fake news detection studies is related to
explainability. It is not enough to just provide an evaluation
report of the model. On the contrary, the end-users need to
know how the model works and which features influence the

| Page 3


https://ijsrem.com/

Volume: 10 Issue: 09 | Sep - 2026

International Journal of Scientific Research in Engineering and Management (IJSREM)

SJIF Rating: 8.659 ISSN: 2582-3930

prediction results. Thus, explainable Al methods can be used
for model interpretation and evaluation.

The final research gap is related to the difference between
classification and factual verification. Most Al-based fake news
detection models are based on classification algorithms, where
the Al software learns patterns from previous labeled data.
Nevertheless, the Al-powered system does not have the ability
to actively verify the information and check whether the news
reports are actually true or false. Thus, the results obtained from
the fake news detection should be interpreted with caution and
care. The model used together with other mechanisms for fact
checking and evidence verification.

Based on the research gaps identified in the literature, this paper
focuses on proposing an end-to-end artificial intelligence-based
approach for fake news detection. The discussion above
highlights the importance of considering various aspects in
implementing a fake news detection system. The paper
proposes a fake news detection model that considers the aspects
of data preparation, text preprocessing, feature extraction,
classification, performance evaluation, and reporting of the
results. The system can be developed using an appropriate
labeled dataset and performance evaluation metrics. The model
can be compared against other relevant algorithms to determine
the best performing algorithm with reasonable accuracy,
precision, recall, F1-score, and a good confusion matrix.

4. PROBLEM STATEMENT

With the growing amount of online data, it has become
impossible for users to manually verify every piece of news
before consuming or sharing it. News articles, social-media
posts, blog entries, and other types of information may go viral
within hours or days of being published, potentially affecting
the opinions and decisions of thousands or millions of people.
At the same time, the overall volume of data generated every
minute is too great to allow for thorough manual checking of
each individual piece of news.

In principle, fact-checking means consulting various sources in
order to confirm the truthfulness of a claim. It may also require
additional background research in order to identify the
reliability of a particular source, as well as evaluate the context
within which the information appeared. Although human fact-
checking is an effective method, it is too resource-heavy to be
applied to thousands of news articles.

This is why there is a need for fake news detection algorithms.
However, as stated in previous sections, such algorithms are
usually trained to recognize patterns within a particular corpus
of news, which significantly limits their effectiveness. There
are also various other factors that may impact the performance
of a fake news detection model, including the choice of news
domain, language, data size, the particular set of features used
for training, class distribution of a data set, data pre-processing
methods, and the choice of an algorithm itself.

It is also important to keep in mind that fake news can take
many different forms.

© 2026, IJSREM | https://ijsrem.com

one classifier, especially if one does not know in advance what
specific form of misinformation one is dealing with.
Additionally, some false news reports might include
deliberately misspelled words and other techniques designed to
trick the detection algorithm. With this in mind, it is apparent
that there is a need for an organized approach to the task of
detecting fake news.

As such, the research question posed by this study is to
conceptualize a systematic approach to detecting fake news
from textual data. In principle, such an approach could be
organized as an algorithm that would take raw text data as input,
go through the stages of preprocessing, feature extraction, and
classification before determining whether a particular news
item belongs to the fake or real category.

5. OBJECTIVES

51 To study the topic of counteracting fake news and
misinformation in digital spaces:

5.2 To learn the nature, sources, manifestations, and rapid
spread of fake and misleading information in news, online
newspapers, and social-media platforms.

5.3 To explore the approaches of Artificial Intelligence (Al),
Machine Learning (ML), and Natural Language Processing

(NLP)

54 To study the various Al, ML, Deep Learning, and NLP
methods that can be used for automatic processing and analysis
of news texts and detection of fakenews patterns

5.5 To find and prepare a labeled news set of real and fake news
articles from web sources or social media and perform the
necessary data preparation steps: delete duplicates, normalize
text data, apply tokenization, lemmatization, and other NLP
preprocessing steps.

5.6 To perform the necessary feature engineering:

6. RESEARCH METHODOLOGY

6.1 DATA COLLECTION:

For data collection, I would choose a reliable fake-news data
set published on the web. I will specify the data set in the final
paper by providing the source, quantity, record format, quality
of records, and language. If I were to use an existing benchmark
data set, I would also include the source of the secondary data
set.

6.2 DATA PREPROCESSING:

Data preprocessing will involve the cleaning of news text data.
The news data set may contain various punctuation, HTML
elements, irrelevant characters, or repeated records, among
other issues. As a result
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6.3 FEATURE EXTRACTION:

The next step is to perform feature extraction to transform the
preprocessed text data into feature vectors suitable for inputting
into a machine learning model. One of the approaches to feature
extraction is Term Frequency-Inverse Document Frequency
(TF-IDF). The TF-IDF strategy is ideal for determining the
relevance of certain terms within the text documents. Another
approach to feature extraction involves using word
embeddings, especially if the project requires an advanced
solution.

6.4 MODEL TRAINING:

At this point,  will partition the data set into training and testing
subsets. Using the training subset, I will train a classification
model. The classification model will be trained using the
labeled data set and the chosen machine learning algorithm. An
example of a classification model is Logistic Regression, Naive
Bayes, Support Vector Machines (SVM), and Random Forest.
The choice of a classification model will depend on the
approach used to preprocess and extract features from the news
data set. In case I choose to use a transformer model, I will
describe how the model will be fine-tuned.

6.5 EVALUATION:

The trained model will then be used to predict the labels of the
test set. I will then evaluate the performance of the model using
performance metrics such as accuracy, precision, recall, and
Fl-score. These metrics will be determined using a confusion
matrix. In case of imbalanced class distribution, I will consider
precision, recall, and F1-score alongside accuracy to evaluate
the model’s performance.

7 RESULTS AND DISCUSSION

The results and discussion section is critical for the proposed
fake-news detection research based on artificial intelligence, as
it illustrates how successfully the created classification model
can perform on the unseen test dataset. The results must be
derived from implementing the tested machine-learning models
on the chosen dataset; thus, no accuracy, precision, recall, and
Fl-scores can be fabricated or simply postulated without
experimenting with the specific algorithms and training/testing
them on the particular data collection.

For this research, several machine-learning algorithms can be
compared and contrasted through

the same experiment, as it is supposed to demonstrate how
different classification models learn the relationship between
the features and labels. For instance, Logistic Regression,
Naive Bayes, Support Vector Machine, and Random Forest
algorithms can be utilized as potential options for detecting fake
news detection, with the emphasis on choosing the best-fit
performer

© 2026, IJSREM | https://ijsrem.com

First of all, the dataset must be split into the training and testing
subsets, as it will enable the classification models to generalize
the patterns in the data and learn the association between
features and labels. The similar data preparation and cleaning
steps will be applied to both subsets since they should undergo
the same preprocessing stage prior to being used for training
and testing purposes.

TABLE Il
MODEL PERFORMANCE

Moddd Accuracy (%) Precision (%) Recall (%) Fl-Score (%)
4 |
Logistic Regression 9.3 8n 8891 §3.81
Naive Bayes 8542 M2 26.1% 8518
| ! 1
SWM (Linear Kerned) / 91 4% 9117 9365 93 46

Random Forest

8 LIMITATIONS

8.1 Dependence on dataset quality:

The quality, size, accuracy, and representativeness of the
selected dataset significantly impact the performance of the
proposed fake-news detection model. The presence of
irrelevant, missing, duplicated, and mislabeled information
negatively affects training accuracy and robustness.

8.2 Insufficient feature set:

The proposed approach focuses on textual information
representation. Other features or modalities, such as images,
videos, information source, user activity, social network
interactions, and propagation patterns, were not considered.

8.3 Limited representativeness of text
representation techniques:

The accuracy of text representation techniques (e.g., TF-IDF,
embedding, etc.) plays a critical role in determining the overall
performance of the proposed classification model. A
representation method that shows limited accuracy for one
corpus might show significantly better accuracy for another.

8.4 Time constraints:

Fake news evolves over time, and malicious agents employ
sophisticated and varying techniques to  distribute

disinformation.
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8.5 Presence of false positive/negative
predictions:

The performance of the proposed model is not perfect, as it is the
case for any other machine learning classifier, and both false-
positive and false-negative predictions might occur. Thus, the
model should not be used as a reliable standalone source of
detecting whether a news article is fake or not. Instead, model
output should be considered as an auxiliary tool alongside
human verification.

9 FUTURE SCOPE

Future work can include numerous ways to extend the current
research on the Al-based fake-news detecting system. One of
the most evident directions is the development of fake-news
detection software for more than one language, preferably
Indian and other languages specific to a region. The current
research has explored primarily the problem of detecting fake
news in English; future work can include the detection of fake
news in Hindi, Marathi, Bengali, Tamil, Telugu, and other
languages.

Another evident direction is the development of a multi-media
fake-news detection system which would take into account not
only textual information but also pictures, video, image
captions, and other information which may come with a news
article. It is possible that, given a sufficient amount of data, fake-
news detection systems which process multiple types of
information would be more efficient at detecting fake news than
those which analyze only text. It should also be noted, however,
that the construction of such a system would require additional
work to align the different types of data.

Another research direction is related to the exploration of the
capabilities of different transformer-based language models
and other approaches specific to the NLP field. Future research
can compare the efficiency of standard machine learning
models, such as Logistic Regression, Naive Bayes Classifier,
SVM, and Random Forest, to the performance of various
transformer-based language models. Such comparison would
highlight the differences in accuracy and other metrics brought
by different approaches and highlight whether the extra
complexity and cost of such models are justified.

Another research direction, which is closely related to the
previous point, is the improvement of methods of cross-
dataset, cross-domain, and cross-source evaluation. Future
research can explore the possibility of building a sufficiently
generalized model by testing it not on one dataset, but
multiple, using different sources of news articles, analyzing
different subjects, and varying in other ways. This approach
would highlight how well the model generalizes to data that it
has never seen before.

The current research does not utilize any Explainable Al
technologies; future research can explore the application of
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various XAI methods and practices. One such method is the
implementation of an explanation module which would
highlight the most relevant words, phrases, or other features
detected by the model in a news article. This can be useful both
for users of the product and researchers.

Another research direction is the introduction of credibility
scores of sources and social context features as an additional
source of information for the fake news detecting model.
Features related to the credibility of news sources and social
context, such as user interactions with a news article, the volume
of its distribution, and related factors, may provide the model
with additional information which would allow it to become
more efficient at detecting fake news.

Another research direction is related to continual learning and
the updating of the model’s parameters. The problem of fake
news is dynamic in nature; hence, the model needs to be updated
with new data constantly. Future research can explore ways
to

update models using new information and highlight the best
practices in this domain. It is also necessary to ensure that the
continual learning of the model does not violate any validation
principles.

Finally, future research can explore the possibility of building
real-time fake news detecting systems which can process fresh
data with little delay. Such a system can be useful to end-users
since it provides them with updated information. It should also
be noted, however, that such a system would require additional
validation,infrastructur

10CONCLUSION

Fake news became one of the main problems in the information
space due to the possibility of publishing texts online. Artificial
Intelligence, Machine Learning, and Natural Language
Processing offer effective techniques and tools for addressing
this issue by analyzing large amounts of data and finding patterns
specific to each news article. The paper described an Al-based
approach to detecting fake news, including the data collection,
preprocessing, feature extraction, training, classification, and
evaluation stages.

The findings demonstrated that conventional machine-learning
techniques can still be appropriate baselines in the fight against
fake news, although there are more advanced options, such as
deep learning and transformer-based networks, which are
capable of achieving better performance on more complex tasks.
The results also showed that data, domain adaptation, language
variations, shifting computational complexity,and interpretability
were major challenges in the research.
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