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Abstract - The rapid advancement of artificial
intelligence has enabled the generation of highly
realistic synthetic images, commonly referred to as
deepfakes. These manipulated images pose serious
challenges to the authenticity of digital media by
enabling misinformation, identity fraud, and cyber
deception. This paper presents a comprehensive
primary research study on deepfake image detection
using Convolutional Neural Networks (CNNs). The
proposed system is developed, trained, and
evaluated using original experiments conducted on
real and fake image datasets. The model
automatically learns manipulation artifacts from
image data without relying on handcrafted forensic
rules. Extensive experimentation demonstrates that
CNN-based approaches can effectively distinguish
authentic images from manipulated ones with high
accuracy and robustness. The paper is written in
simple, humanized language to ensure clarity and
accessibility for beginners while maintaining IEEE

research standards.

Key Words: Deepfake Detection, Convolutional
Neural Networks, Image Forensics, Deep Learning,

Digital Media Authentication, Artificial Intelligence

© 2026, IJ]SREM | https://ijsrem.com

1. INTRODUCTION

In recent years, deepfake technology has emerged as
a serious threat to the authenticity of digital images.
Using advanced machine learning techniques,
deepfake images can realistically manipulate facial
features and identities, leading to concerns such as
misinformation, identity fraud, and loss of trust in
digital media. The widespread availability of open-
source Al tools has further increased the ease of
generating and sharing manipulated images, making
traditional verification methods ineffective. To
address this challenge, Al-based deepfake detection
techniques, particularly those using Convolutional
Neural Networks (CNNs), have gained significant
attention. This project proposes a CNN-based
deepfake image detection system that classifies
images as real or fake through image preprocessing,
deep feature extraction, and classification. By
incorporating data augmentation and adversarial
training, the model enhances robustness against
evolving deepfake techniques and contributes to

preserving the integrity of digital visual content.

2. LITERATURE REVIEW
Deepfake detection research initially focused on
traditional digital forensic techniques such as pixel-

level analysis, color inconsistencies, and metadata
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verification to identify manipulated images. While
these methods were effective for basic image
tampering, they struggled to detect highly realistic
deepfakes generated using advanced models like
Generative Adversarial Networks (GANs). As
deepfake generation techniques improved, the
limitations of handcrafted forensic features became
evident, leading researchers to explore more

adaptive and data-driven approaches.

With the advancement of deep learning,
Convolutional Neural Networks (CNNs) emerged
as a dominant solution for deepfake image
detection. CNN-based models automatically learn
discriminative spatial features such as texture
irregularities, facial artifacts, and blending errors
that are often imperceptible to human observers.
For video-based deepfakes, researchers further
incorporated temporal modeling techniques using
Recurrent Neural Networks (RNNs) and Long
Short-Term Memory (LSTM) networks to capture
frame-to-frame inconsistencies, unnatural facial
movements, and temporal artifacts, significantly

improving detection accuracy.

Recent studies have emphasized robustness and
generalization, as deepfake generation methods
continue to evolve rapidly. Techniques such as
adversarial training, data augmentation, and hybrid
forensic—Al frameworks have been proposed to
improve resistance against unseen attacks and
cross-dataset performance. However, challenges

such as computational complexity, dataset bias, and
related to privacy remain

ethical concerns

unresolved. These findings highlight the need for
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scalable, adaptive, and ethically responsible
deepfake detection systems capable of operating

effectively in real-world scenarios.

1. DATA PRE-PROCESSING

Data preprocessing is a crucial stage in developing
an accurate deepfake image detection system. Raw
image datasets often contain issues such as varying
image resolutions, inconsistent color formats, class
imbalance between real and fake images, and noisy
or low-quality samples. To ensure reliable model
performance, a comprehensive preprocessing
pipeline was applied to standardize and enhance the
quality of input data before training the deep learning

models..
3.1 Handling Missing Values

Images that were missing, corrupted, or unreadable
were identified and removed from the dataset to
prevent training errors. Incomplete metadata and
invalid image files were filtered out to maintain

dataset integrity and consistency.
3.2 Image Resizing and Normalization

All images were resized to a fixed resolution
compatible with the CNN architecture to ensure
uniform input dimensions. Pixel values were
normalized to a standard range to stabilize training

and improve model convergence.
3.3 Data Augmentation

To address dataset limitations and improve

generalization, data augmentation techniques such as
rotation, flipping, zooming, brightness adjustment,
shifts were

and horizontal applied. These
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transformations helped the model learn robust

features and reduced overfitting.

3.4 Splitting the Dataset

The dataset was divided into training (75%) and
testing (25%) sets. This separation ensured unbiased
model evaluation and improved the system’s ability

to generalize to unseen images

3.5 Class Distribution Analysis

Deepfake datasets often exhibit class imbalance

between real and fake images. The class
distribution was carefully analyzed, and techniques
such as class weighting and balanced sampling
were applied to ensure fair and effective model

training.

2. METHODOLOGY

This research follows a structured deep learning
pipeline for deepfake detection, ensuring systematic
processing, training, and evaluation of manipulated

media.
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Figure 1. Overview of the proposed deepfake

detection pipeline illustrating data preprocessing,
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feature extraction, model training, evaluation, and

deployment stages.
4.1 Dataset Collection

Image and video data were collected from publicly
available deepfake datasets containing both real and
manipulated samples. The datasets include diverse
facial images and video frames generated using
different deepfake techniques to ensure variability

and robustness.
4.2 Feature Engineering

Deep features were automatically extracted using
Convolutional Neural Networks (CNNs). For video
data, sequential frame features were passed to
Recurrent Neural Networks (RNNs), particularly
LSTM units, to capture temporal inconsistencies
such as unnatural facial movements and frame-level

artifacts.
4.3 Model Training

Multiple deep learning architectures were trained
using the same preprocessed dataset to ensure fair
comparison. CNN-based models were used for
image-level detection, while CNN-RNN hybrid
models were employed for video-based deepfake

detection.
4.4 Evaluation Framework

The performance of the models was evaluated using

standard classification metrics, including:
e Accuracy

e Precision
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e Recall
e F1-Score
¢« ROC-AUC

e Confusion Matrix

These metrics provide a comprehensive assessment

of detection effectiveness and robustness.
4.5 Deployment

The best-performing deepfake detection model was
saved and deployed using a Streamlit-based web
interface. The system allows users to upload images
or videos and obtain real-time predictions indicating

whether the media is real or manipulated.

5.ALGORITHMS USED
Convolutional Neural Network (CNN)

CNNs extract hierarchical spatial features from
images using convolution and pooling operations.

The feature learning process can be expressed as:
h=f(Wxx+b)

where xxx is the input image, WWW represents
filters, bbb is the
f(-)f(\cdot)f(-) is the activation function.

convolution bias, and

Recurrent Neural Network (LSTM)

LSTM networks model temporal dependencies
across video frames and are defined by gated

mechanisms:

ft=c(Wf[ht—1,xt]+bf)
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where f1 is the forget gate controlling information

flow over time.
Binary Cross-Entropy Loss

The deepfake classification task is optimized using

binary cross-entropy loss

L =—N1i = 1}y N[yilog(y"i) + (1 — yi)log(1 — y"i)]

Where yi is the true label and y*i\hat{y} iy”i is the
predicted probability.

6. EXPERIMENTAL RESULTS

All proposed deep learning models were evaluated
rigorously on the deepfake image dataset. The results
indicate that deep learning—based architectures,
particularly CNN-based and hybrid CNN-RNN
models, significantly outperformed traditional
classifiers due to their ability to learn complex
spatial and temporal manipulation patterns present in

deepfake media.
6.1 Accuracy Comparison

The CNN-RNN hybrid model achieved the highest
detection accuracy (= 90%), followed by the
standalone CNN model (= 87%). Simpler baseline
models demonstrated comparatively lower accuracy,
as they were unable to capture fine-grained

manipulation artifacts effectively.
6.2 Confusion Matrix Analysis

Confusion matrix analysis revealed that deep
learning models produced fewer false negatives,
which is critical in deepfake detection since

misclassifying a manipulated image as authentic can
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lead to the spread of misinformation and security

risks.
6.3 ROC-AUC Curve

The CNN-RNN model achieved the highest ROC—

AUC score, indicating strong discriminative
capability between real and fake images across

different classification thresholds.
6.4 Feature Importance and Visualization

Although deep learning models are often considered
black-box systems, interpretability was improved
using feature visualization techniques such as
activation maps and attention analysis. The most
influential regions

contributing to deepfake

detection included:
o Facial texture inconsistencies
e Eye and mouth regions
e Boundary blending artifacts
e [llumination and shadow irregularities

e Temporal inconsistencies in  facial

movements

7. UML & SYSTEM ARCHITECTURE
DISCUSSION

To ensure system-level clarity and effective

communication of design, several UML diagrams
were developed for the proposed deepfake detection
system. These diagrams provide a clear
understanding of system functionality, workflow,

and component interactions.

7.1 Use Case Diagram

The use case diagram illustrates the primary

interactions between users and the deepfake
detection system. Key actions include uploading
images or videos, initiating analysis, viewing
detection results, and managing system outputs. It
highlights how users interact with the system to

verify media authenticity.
7.2 Activity Diagram

The activity diagram represents the end-to-end
workflow of the deepfake detection process. It starts
with media upload, followed by preprocessing,
feature extraction, model inference, and final
classification into real or fake categories. This
diagram clearly outlines the sequential and decision-

based flow of operations..
7.3 Class Diagram

The class diagram models the structural components
of the system, including classes such as User,
Medialnput, Preprocessor, DeepfakeModel, and
PredictionResult. It defines the attributes, methods,
and relationships

among system components,

supporting modular and scalable implementation.
7.4 System Architecture Diagram

The system architecture diagram depicts a layered
architecture consisting of a user interface layer,
application/API layer, deep learning model service,
and data storage layer. This design ensures

separation of concerns, efficient processing,

scalability, and secure handling of media data.

© 2026, IJSREM | https://ijsrem.com

| Page 5


https://ijsrem.com/

International Journal of Scientific Research in Engineering and Management (I]SREM)

SJIF Rating: 8.586 ISSN: 2582-3930

~TY
@REM\-'
< Journal
w Volume: 10 Issue: 01 | Jan - 2026

Overall, these UML and architectural diagrams help
developers and stakeholders understand system
behavior, component responsibilities, data flow, and
integration points, facilitating effective development

and deployment of the deepfake detection system.

8. CONCLUSION

This research presented a comprehensive deep
learning—based framework for detecting deepfake
images and videos. The proposed system followed a
structured  pipeline, beginning with  data
preprocessing and augmentation, followed by deep
feature extraction using CNN architectures and
temporal analysis using RNN/LSTM models.
Extensive experimental evaluation demonstrated
that deep learning models, particularly hybrid CNN—
RNN architectures, significantly outperform simpler
approaches by effectively capturing both spatial

manipulation artifacts and temporal inconsistencies.

The results confirm that the proposed system is
capable of accurately distinguishing real media from
manipulated content and can be deployed in real-
time through an interactive web interface. This
framework provides a practical and scalable solution
media

for combating digital manipulation,

misinformation, and cyber deception.

However, certain limitations remain. The
experiments were conducted on a limited set of
publicly available datasets, and real-world variations
such as unseen deepfake generation techniques and
compressed social-media content were not fully

explored. Additionally, while detection performance
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was strong, model explainability was not explicitly

integrated into the deployed system. These

limitations open avenues for future enhancement.

9. FUTURE SCOPE

1. Explore Advanced Deep Learning Models:
Investigate advanced architectures such as
Vision Transformers (ViTs), Graph Neural
Networks, and diffusion-aware models to
further improve detection accuracy against

next-generation deepfakes.

2. Incorporate  Explainable Al  (XAI):
Integrate explainability techniques such as
Grad-CAM, SHAP, or attention visualization
to highlight

manipulated regions and

improve transparency and trust in

predictions.

3. Cross-Dataset and Real-World Evaluation:
Extend evaluation across multiple datasets
and real-world social media content to

improve robustness and generalization.

4. Automated Model Updating:
Implement continuous learning or AutoML
pipelines to automatically retrain and update
models as new deepfake generation methods

emerge.

5. Scalable Cloud Deployment:
Deploy the system on cloud platforms such

as AWS, Azure, or Streamlit Cloud to enable
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