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Abstract 

Advances made in artificial intelligence (AI) have substantially altered the way financial fraud is investigated and at 

the same time have provided new and improved ways of perpetrating financial crimes. This research examines how AI 

serves as both an obstruction to financial fraud and an enabler of fraud, with particular emphasis on the impact on 

forensic accountants and auditors. This research utilizes qualitative, secondary data-based conceptual methodologies 

whereby a framework is developed to highlight the ongoing interplay between AI-driven fraud detection systems and 

AI-enabled means of perpetrating fraud. The results of the study indicate that AI enhances the ability to detect fraud 

using real-time monitoring, predictive analytics and adaptive learning; conversely, AI contributes to the sophistication, 

scalability, and anonymity of committing financial fraud through technologies such as deep fakes and synthetic 

identities. Further, the study points out that there exists an “arms race” with respect to technology, whereby 

advancements in fraud detection systems are continuously outmatched by new and improved fraud strategies. The 

rapid evolution of the world around us is requiring some significant shifts in the way that auditors and forensic 

accountants practice their professions, including the incorporation of digital forensics, continuous auditing and 

artificial intelligence-based analytical tools into their work. It is suggested that the existing theories of fraud are 

insufficient to fully capture the breadth of AI-created fraud schemes and that collaborative frameworks must be 

developed that incorporate technology, behaviour and regulation for use in order to successfully mitigate the risk of 

new types of fraud. 
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1. INTRODUCTION 

The speed of technological advancement in finance is having a dramatic effect on the global economy. Digitized 

systems provide higher levels of efficiency, greater access and more innovation in wealth distribution. At the same 

time, the move towards digitalization has created an entirely new set of risks, especially regarding fraud. Fraud has 

evolved and grown in complexity over time; it is now a significant issue both within financial firms and outside. AI is 

being leveraged by large segments of the financial services industry to tackle fraud through enhanced analytical skills, 

improved capabilities for recognizing patterns and more sophisticated predictive models. Financial institutions will 

continue to utilize AI/ML-based systems for identifying fraud and reducing risk associated with digital transactions. 

(Palla, 2025) (Potla, 2023) 

Fraud Detection systems are using AI technologies such as Machine Learning algorithms that analyse big data (and 

both structured and unstructured) to identify suspicious activities in real time. AI Fraud Detection Systems have the 

ability to identify anomalies, detect behavioural patterns and adjust to new fraud strategies thus making them much 

more effective than traditional rule-based methods. Studies show that AI Fraud Detection Systems have a very high 

detection rate of (87% to 94%) and significantly lower false positives, thus proving to be an effective means of 

preventing financial fraud. (Olowu, et al., 2024) 

https://ijsrem.com/


      
        International Journal of Scientific Research in Engineering and Management (IJSREM) 

                        Volume: 10 Issue: 07 | Jul - 2026                              SJIF Rating: 8.659                                       ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                 DOI: 10.55041/IJSREM66466                                         |        Page 2 
 

Despite the advances made in technology that assist with fraud detection, cybercriminals are utilizing the same 

technological advancements to develop and execute increasingly sophisticated forms of fraud. The fraudulent use of 

artificial intelligence (AI) to create fraud involves high-level techniques such as deep learning, generative adversarial 

networks (GANs) and natural language processing (NLP) that are used to fabricate highly believable types of 

fraudulent information. An example of how fraudulent actors utilize AI is using synthetic audio and video via deep 

fakes to impersonate persons in a manner that facilitates identity theft, business email compromise and/or financial 

fraud.(Aasimuddin & Mohammed, 2025) 

The emergence of AI-driven fraud creation will materially impact financial institutions and regulatory agencies. 

Reports indicate that the number of frauds related to deep fake technology is increasing at a significant rate, with the 

losses associated with these frauds occurring on a global basis. Moreover, as the use of AI tools is increasingly 

available to exploit flaws in digital systems, new strategies to prevent fraud will require a complete paradigm shift. 

(Varshney)  

AI technology is revolutionizing forensic accounting as well as helping to automate the process of analysing financial 

records to find signs of fraud. Using AI, forensic accountants can complete their investigations with greater speed and 

accuracy by using advanced analytics to identify anomalies and make predictive assessments of future behaviour. Due 

to the increasing complexity of AI-related fraud, there are many new skills and tools that forensic accountants need to 

develop in order to keep up with these changes. (Akhan, 2024) 

Likewise, major transformation of the auditing profession is occurring as a result of the use of artificial intelligence 

(AI). More and more, auditors are utilizing AI-powered software to conduct analyses on financial information, perform 

risk assessments and find areas where there are irregularities in their client's books. However, with the rise of fraud 

creation via AI, auditors will need to re-examine how they conduct their audits to ensure that they are prepared to deal 

with evolving and emerging fraud-related risks. (Patel , 2025) 

The goal of this research paper is to address both aspects of using artificial intelligence as either an aid or as a means 

of committing fraud through its impact on forensic accounting and auditing. This will be accomplished by creating a 

theoretical framework that should guide professionals as they learn about and adapt to the constantly changing 

environment regarding fraud perpetrated through AI. This analysis was completed via secondary data that included 

previously published research papers and reports concerning the current use of AI in detecting or perpetrating fraud. 

(Compagnino , et al., 2025) 

 

2. LITERATURE REVIEW 

2.1 AI in Fraud Detection 

Fraud detection has been significantly transformed by artificial intelligence (AI), which can utilize artificial 

intelligence to analyze huge data sets and recognize several types of sophisticated patterns. Supervised and 

unsupervised machine learning are two primary methods frequently employed to detect fraud through the analysis of 

historical information for the detection of unusual or abnormal behaviour. Machine-learning techniques enable AI 

applications to train themselves on instances of past fraudulent activity to improve their ability to detect them in the 

future. (Yadav & Rai, 2025)  

A number of recent research studies illustrate the efficiencies gained from an AI-driven fraud detection solution when 

compared to traditional approaches in reducing the number of false positives produced while simultaneously 

improving accuracy. When using deep learning models such as neural networks, AI systems are particularly well-

suited for identifying subtle patterns of fraud and dealing with the significant challenges presented by operating with 

very large and complex data sets. Deep learning technology applications exist in a broad range of industries including 

banking, insurance and e-commerce. (Gandhar, Gupta, Pandey, & Raj, 2024) 

AI has a very significant capability when used in conjunction with real-time fraud detection applications. Unlike 

traditional or legacy fraud detection systems that employ transaction summaries, systems based on AI can assess 

transactional activity as it occurs; thereby, facilitating the immediate identification of transactions that could be 
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potentially fraudulent. This capability is also critical to protecting against financial loss and building consumer 

confidence in internet fraud detection.(Potla, 2023) 

2.2 Challenges in AI-Based Fraud Detection 

AI-enabled fraud detection systems are not without their own problems; challenges such as data imbalance, privacy 

concerns and ethics will hinder the development of an effective fraud detection system. Fraud detection datasets suffer 

from a severe imbalance between legitimate and fraudulent transactions, which makes it very difficult for machine 

learning systems to be able to identify fraudulent transactions accurately. (Compagnino , et al., 2025) 

( Adhikari , Hamal, & Jnr, 2024) In addition to the imbalanced nature of fraud detection datasets, issues associated 

with data privacy and algorithmic bias represent significant challenges that must be solved; AI systems can 

inadvertently discriminate against specific populations or violate data privacy regulations. All of the challenges 

presented above demonstrate the importance of ethical and transparent AI systems to the successful development of 

AI-based fraud detection solutions. 

2.3 AI-Driven Fraud Creation 

The evolving sophistication of AI-based fraudsters poses a critical danger to our financial systems. One of the most 

concerning examples is the use of deep fake technology to create fake audio and video to impersonate or deceive 

individuals. (Aasimuddin & Mohammed, 2025) 

Fraudsters are leveraging generative AI models like GANs to create fake identities and alter digital content, enabling 

multiple fraudulent activities including identity theft and business email compromise. These tactics enable fraudsters 

to circumvent traditional security regulations and utilize vulnerabilities existing within digital systems. (Sholademi, 

2024) 

2.4 Evolution of Deep fake Fraud 

Deep fake technology has rapidly evolved and made it difficult to distinguish between authentic and synthetic content. 

Investigations have revealed that deep fake fraud incidents increased tremendously and posed serious risk not only to 

financers but also to individuals. (Varshney) 

Substantial financial losses have been associated with the use of deep fakes during financial fraud. Hence, there is a 

need for detection mechanisms and a proper regulatory framework. (Deepfakes, Chatbots, and Scams: How AI Is 

Fueling Fraud and What Policymakers Must Do, 2025) 

2.5 AI in Forensic Accounting 

AI has considerably improved forensic accounting by allowing automated data analysis, anomaly detection and 

predictive modelling. It enhances fraud investigation efficiency and precision, engaging forensic accountants in 

nurturing large datasets identifying intricate fraud patterns. (Akhan, 2024) 

Anomaly detection is one of the most significant contributions that AI brings into forensic accounting. AI models take 

transactional patterns, relations and trends into account in order to present any deviation from the ordinary financial 

behaviour. These systems use supervised and unsupervised learning techniques to detect anything that seems 

suspicious, unauthorized transactions, or manipulation of financial statements. The detection of even minute anomalies 

in real time makes it simpler for investigators into fraud, drastically trimming down reliance on manual review. (Patel , 

2025) 

AI contributes significantly to digital forensics through assisting a forensic accountant with the analysis of numerous 

sets of data derived from multiple sources such as transactional, digital log and block chain records. The ability to use 

advanced algorithms to piece together the financial event and facilitate the discovery of fraudulent behaviours will 

help to support identifying the many forms of emerging fraud including cyber-enabled crime and crypto currency 

fraud due to the high complexity and multi-dimensionality of the dataset. (Kulkarni & Chougule) 

 

 

 

https://ijsrem.com/


      
        International Journal of Scientific Research in Engineering and Management (IJSREM) 

                        Volume: 10 Issue: 07 | Jul - 2026                              SJIF Rating: 8.659                                       ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                 DOI: 10.55041/IJSREM66466                                         |        Page 4 
 

2.6 AI in Auditing 

Auditors in the auditing business utilize AI to analyze financial information and assess risk, as well as to identify all 

the things that could be problematic. Auditors can use AI-based tools to complete audits more efficiently and 

completely, leading to more reliable financial reports. (Patel , 2025) 

Data analytics and machine learning are two different types of AI technologies that have been developed, which enable 

auditors to detect patterns, trends and anomalies in financial data with a higher degree of accuracy. The functions of 

these AI-based tools allow the auditor to find problems, such as unusual or inconsistent transactions in the financial 

data, discrepancies between financial statements and the potential for fraud, through the automatic discovery of routine 

tasks, so the auditor can spend their time on a much higher level of judgment and decision-making. This can improve 

the quality of the audit results. (Palla, 2025) 

2.7 Research Gap 

Many researchers have studied fraud detection using Artificial Intelligence (AI) and how it is being used in forensic 

accounting and auditing. There is still a significant gap in understanding how AI has both a dual and dynamic role as a 

method to prevent fraud and also as a facilitator of sophisticated fraud creation. There has been considerable research 

looking at how well AI-enabled fraud detection systems perform and how accurately they operate. However, relatively 

few studies have examined how the same AI technologies, such as machine learning, generative AI and deep fake 

technology are used to perpetrate fraud and circumvent established controls. In addition, most current research is either 

focused exclusively on fraud detection or fraud creation; little research has been conducted to understand how these 

two areas are interrelated and how the use of advanced AI technologies has created a technological "arms race" 

between fraud detection and fraud creation technologies. Furthermore, the implications of the developments in AI 

technologies for forensic accounting and auditing practices related to skills, ethics and regulatory adaptations have not 

been explored sufficiently. Therefore, a comprehensive and conceptual framework that combines these factors is 

needed to provide a holistic understanding of AI-driven fraud and current AI-fraud ecosystems. 

 

3. THEORETICAL FOUNDATION 

Artificial Intelligence's (AI) rapid advancement across financial systems requires a re-evaluation of conventional fraud 

theories. Traditional fraud models are an excellent starting point for understanding how individuals engage in 

dishonest actions; however, traditional fraud models do not demonstrate how the application of AI technology changes 

our understanding of fraud dynamics. The objective of this paper is to provide an integrated approach to understanding 

AI-Enabled fraud dynamics by combining traditional fraud theories and concepts with new technological perspectives 

related to AI. 

3.1 Fraud Triangle Theory 

The Fraud Triangle Theory is one of the most popular theories used to explain fraudulent behaviour, proposed by 

Cressey (1953). The theory has three critical elements that cause someone to commit fraud: 

• Pressure (financial or personal) 

• Opportunity (weak internal control) 

• Rationalisation (justifying unethical behaviour) 

A new opportunity to commit fraud is created in an AI environment because of automation, easier access to data and 

the failure of the systems that were supposed to prevent it. AI creates new forms of opportunity by allowing a fraudster 

to manipulate large volumes of data and bypass the internal controls of the organisation in order to commit fraud 

without detection. The Fraud Triangle will continue to remain relevant as a basis for understanding fraud but will need 

to be expanded to reflect the technological variables that impact it. 
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3.2 Fraud Pentagon Theory 

The Fraud Pentagon Model builds on the Fraud Triangle by adding two new components to it: 

• Competency (or Capability) 

• Arrogance (or Ego or Power) 

As explained in Crowe (2011), in AI-driven Fraud which does not just depend on human skills, fraudsters can use 

advanced technology like Machine Learning (ML), Deep Learning and Generative AI etc. They are able to use these 

tools without the level of technical skill previously needed making executing more sophisticated fraud easier than ever 

before. This also means fraudsters are more confident they can cheat various money laundering systems through AI 

due to their understanding about automation and managed algorithms. 

3.3 Fraud Hexagon Theory 

The Fraud Hexagon Model further expands the framework by including: 

• Collusion 

This is particularly relevant in AI-driven fraud ecosystems, where fraud is increasingly networked and automated. AI 

systems can coordinate large-scale fraud operations such as: 

• Bot-driven phishing campaigns 

• Synthetic identity networks 

• Algorithmic trading manipulation 

Collusion in this context may involve both human actors and machine-driven interactions, making fraud more scalable 

and difficult to detect. 

4. RESEARCH METHODOLOGY 

4.1 Research Design 

The qualitative-quantitative secondary data research design used in this analysis looks at how fraud theories have 

evolved since their inception and how they are now applied through digital technologies. The structure of this research 

is intended to be both exploratory and explanatory in order to help us understand patterns of interaction, as well as 

relationships between AI-based fraud detection and AI-based fraud creation.  

The intent of the research is to assist researchers and practitioners with tasks related to fraud detection/creation by 

identifying an integrated framework that supports all forms and levels of fraud based on research findings through 

qualitative and quantitative approaches.  This mixed conceptual framework provides an overall composite view of the 

evolution of theoretical development but also includes findings from current fraud schemes that are based on 

technology and AI. 

4.2 Research Approach 

This study uses a deductive research method to analyze and extend established theories regarding auditing, fraud and 

technology towards the context of AI-based financial fraud. By using a deductive approach, the research draws from 

previous research and builds upon that base of existing knowledge to create a conceptual model that captures an 

evolving ecosystem of fraud as it is impacted by new technologies. 

4.3 Literature Review Approach 

This research utilized an extensive literature review as its foundation, which provided valuable information from a 

variety of sources, including but not limited to: 

• Journal articles published in peer-reviewed journals 

• Scientific research reports 

• Papers presented at conferences and symposia 
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• Documents published by industry organizations 

Other criteria for selecting literature included conceptual alignment with AI-driven fraud detection, fraud creation, 

forensic or investigative accounting and auditing; currency of publication and peer-reviewed status. 

The literature selection process for this project differs from a systematic review in that this project is methodologically 

based on theoretical conceptualization and integration rather than statistical generalization. 

4.4 Analytical Framework Development 

The conceptual framework is created by: 

• Identifying important themes in literature; 

• Integrating fraud theory (Fraud Triangle, Pentagon, etc.);  

• Analysing AI capabilities for fraud detection/creation;  

• Considering implications for forensic accounting/audit. 

Through this process we develop a multidimensional framework which captures the dynamic interactions between 

fraud detection and fraud creation. 

4.5 Limitations of the study 

• Secondary data is the only source of information used in the study, which limits the ability of the researcher to 

obtain current organizational processes and direct observations from professionals. 

• Rapid advances in AI may lead to some of the study's findings becoming obsolete as emerging forms of fraud 

develop and new techniques for detecting fraud are developed. 

• The focus of the study is a conceptual design framework, not empirical testing or verifying, which may limit the 

applicability of the findings. 

• Variations in data reliability, research methodologies and analytical approaches in various datasets may have an 

impact on how findings can be understood and interpreted.  

• This study may include publication bias since the majority of references used come from published studies 

while the authors of the study are not aware of other studies. 

• The researchers will attempt to ensure the accuracy of their study by utilising a variety of credible sources and a 

systematic literature review procedure. 

 

5. CONCEPTUAL FRAMEWORK 

The study's conceptual framework shows the interaction between AI-enabled fraud detection and AI-enabled fraud 

creation. It illustrates how Artificial Intelligence (AI) can be perceived as a dual-use technology. In the digital financial 

ecosystem, AI has improved fraud detection by allowing for real-time monitoring, predictive analysis and anomaly 

detection. Conversely, AI facilitates new methods for committing fraud including the use of deepfake technology and 

the creation of synthetic identities. The dual nature of this interaction creates a dynamic environment of fraud 

prevention and fraud creation that evolves in conjunction. 

Moreover, the framework emphasizes the existence of a continuous technology arms race or feedback loop in which 

developments in fraud detection systems are matched by innovations in fraud creation techniques. The interplay 

between AI-enabled fraud detection and AI-enabled fraud creation affects the professional fields of forensic 

accounting and auditing, requiring ongoing innovation and adaption to remain competitive. (Vangibhurathachhi , 

2025) 
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Figure 1: Conceptual Framework of AI-Driven Fraud Detection v/s AI-Driven Fraud Creation 

The conceptual framework I propose has three interconnected levels, wherein each is meant to illustrate an important 

aspect of an AI-based fraud system. Taken as a whole, they also show how AI is essentially a "two-pronged" 

technology - it can help prevent as well as create fraud. Furthermore, these levels can influence the way in which 

forensic accountants and auditors conduct their work. 

 

Table: 1 A structured representation of the conceptual framework illustrating the interaction between AI-driven fraud 

detection and fraud creation. 

Layer Component Description Key Elements Conceptual Role 

1. Input 

Layer 

AI-Driven Fraud 

Detection 

This layer utilizes and 

makes use of AI to 

detect fraud as it 

occurs or has occurred 

respectively, along 

with other ways to 

prevent fraud before it 

has occurred. 

It improves accuracy, 

efficiency and 

provides real-time 

updates on financial 

transactions. 

• Machine Learning 

(ML) 

• Predictive 

Analysis 

• Behavioural 

Analysis 

• Real-Time 

Monitoring 

Acts as an increased 

defence against fraud 

and enhances an 

organisation’s ability 

to identify fraudulent 

activity. 

 
AI-Driven Fraud 

Creation 

Fraudsters will misuse 

AI technologies to 

create numerous types 

of complex, automated 

fraud schemes. AI 

technology has 

increased the 

sophistication and 

• Deepfakes 

• Synthetic 

identities 

• Automated 

phishing 

• Manipulated 

The development of 

these types of fraud is 

primarily offensive 

and results in 

additional complexity, 

thereby making it even 

more difficult to 
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scalability of fraud. algorithms detect. 

2. 

Interaction 

Layer 

Dynamic 

Adaptation & 

Technological 

Arms Race 

Adaptation of 

Technology & 

Competition 

 Expresses the 

ongoing interaction 

between both fraud 

detection technologies 

and how fraud is 

committed or fraud 

techniques are 

evolving. 

• Continual 

Learning   

• Counter Adaptive 

Fraud  

• Feedback Loop • 

Technological 

Competition 

Reflects the dynamic 

nature of the fraud 

ecosystem and shows 

that there will be 

constant changes in 

innovation and 

adaptation in the fraud 

ecosystem. 

3. Output 

Layer 

Implications for 

Forensic 

Accounting 

By augmenting the 

investigation process 

for forensic 

accountants through 

using AI 

enhancements, these 

professionals will now 

be faced with new 

challenges related to 

the complexity of 

digital fraud. 

• Data Analytics  

• Digital Forensics  

• AI Tools  

•Legal/Evidentiary 

Aspects represent 

The dimensions of 

change that will move 

forensic accountants 

away from traditional 

manual methods of 

collecting data and 

evidence and into a 

technology-based 

analysis approach. 

 

Implications for 

Auditing 

The use of AI will 

change the nature of 

the audit process from 

being conducted on a 

periodic basis to being 

conducted 

continuously, thus 

improving risk 

assessment and 

efficiency and rising 

new issues. 

• Continuous 

Auditing  

• AI-based Risk 

Assessment  

• Automation  

• Governance & 

Compliance 

Continuous AI-

integrated auditing 

practices will require 

both professional 

judgment and 

technical expertise in 

order for auditors to 

add value in their 

roles. 

 

The AI-powered fraud detection and fraud creation efforts are in constant interaction and represent an ongoing 

technological arms race which creates tension between the two. As a result of this continuous interaction, forensic 

accounting and auditing procedures are being modified. 

6. CONCEPTUAL FINDINGS AND ANALYSIS 

6.1 AI as a Transformative and Dual-Use Force in Financial Fraud 

According to conceptual analysis, artificial intelligence (AI) has changed the traditional understanding of the structure, 

scale and nature of financial fraud. Furthermore, in contrast to tools of technology that have traditionally been used to 

assist in the detection of fraud, AI technology can be classified as a dual-use technology, providing an opportunity for 

increased detection of fraudulent acts while providing an opportunity for the creation of more elaborate forms of 

fraudulent activity. A significant amount of the AI-based technology that assists in financial fraud detection uses 

machine learning, deep learning and predictive analytics or a combination of these to enhance financial security; 

however, those technologies can be utilized by bad actors to create very adaptive and automated forms of fraudulent 
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activity. Therefore, the introduction of AI into the financial ecosystem has produced a paradox in which technological 

advancement produces both resiliency and vulnerability. (Pandey, 2025) 

In addition, the findings demonstrate that AI can no longer be thought of as only an operational tool but also as a 

system-level driver of the dynamics of fraud, changing the way organizations and fraudsters behave. As financial 

systems continue to become more digitized, the speed, scale and anonymity of financial fraud are increased because of 

AI; thereby, making it difficult to distinguish between a legitimate transaction and a fraudulent transaction. The duality 

of AI in the financial fraud ecosystem is the principal conceptual insight of this research regarding AI that should be 

considered both a protective and disruptive force. (Qafisheh, 2026) 

6.2 Transformation of Fraud Detection Systems through AI 

According to an analysis of the data collected until, AI has changed the way we detect fraud dramatically as shown by 

the emergence of new systems that utilize adaptive, intelligent and real-time detection systems instead of traditional 

rule-based or manual detection methods that often lacked efficacy when faced with complex fraud schemes. AI-based 

fraud detection systems use machine learning algorithms for anomaly detection, predictive analytics and other means 

of identifying irregular patterns among large datasets with very high precision. (Akavaram, 2025) 

AI-based fraud detection systems use continuous learning to learn from new methods of committing fraud. For 

example, hybrid deep learning models that combine neural networks and graph-based analytics, along with temporal 

learning will be able to detect multi-dimensional types of fraud, such as collusion or synthetic identity fraud. 

(Akavaram, 2025) These types of systems have also shown to have superior accuracy compared to traditional systems, 

reducing false positive rates while providing improved real-time monitoring capabilities to enhance the overall 

effectiveness of fraud detection systems. 

Additionally, one noteworthy discovery is how AI has been incorporated into audit frameworks by utilizing machine 

learning models to aid in risk assessment and identifying high-risk areas through the use of audit data to find 

inconsistencies and provide greater precision when trying to predict inconsistencies, hence an evolution from 

traditional auditor sampling audit techniques to utilizing population based functionality will provide for a massive shift 

of paradigms in today's auditing environment, indicating that use of AI going forward will be an integral part of 

today’s financial oversight. (Yuan, Xi Zhang, & Chen, 2025) 

6.3 Emergence and Evolution of AI-Driven Fraud Creation 

Despite improving the overall quality of fraud detection, AI also contributes to the development of advanced 

techniques for creating fraud, thereby adding even more complexity to that of financial crimes. Of the applications 

evaluated, using deep learning technologies (i.e., deep fake technology and the use of neural networks) is an incredibly 

popular method of creating a digital identity, manipulating financial data and deceiving controls within an 

organization. (M S, S P, Sree, A, & R , 2023) 

Deep fake technology has emerged as one of the most important ways that fraud can be created. By utilizing synthetic 

audio and video, fraudsters can impersonate individuals. The use of these technologies also erodes trust in the 

communications that are conducted through digital means and makes it more difficult to forensic validate evidence. 

Additionally, various AI-based methods of committing fraud, including automated phishing schemes, identity creation 

and algorithmic manipulation of digital finance systems, make it easier for fraud to scale and harder to detect.  

Conceptually, AI-based fraud creation represents a paradigm shift from human-based forms of fraud to system-based 

forms of fraud; in this new paradigm, algorithms serve as independent and autonomous agents of deception. As such, 

this shift represents a challenge to the existing theories of fraud and will require researchers to incorporate 

technological variables (e.g., automation, opacity and digital anonymity) into any examination of fraud related 

phenomena. Accordingly, the findings suggest that future models of fraud must include both the human and machine 

perspectives in order to provide an accurate representation of how fraud is being perpetrated in an ever-changing 

manner. (Yuan, Xi Zhang, & Chen, 2025) 

6.4 Implications for Forensic Accounting and Auditing 

According to the results of the research, AI has impacted how jobs are done, what you need to do for a job and the 

skills needed for both forensic accountants and auditors. Example: AI will provide forensic accountants with greater 
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capabilities by improving their ability to use advanced data analysis, digital forensics and real-time investigations to 

identify more complex forms of fraud. Additionally, by integrating AI tools such as machine learning, data mining and 

predictive analytics, forensic accountants can conduct investigations with greater accuracy and efficiency than before. 

(Alaka, Akindayo, Ilemore, & Emmanuel, 2025) 

As AI allows for greater fraud complexity, however, forensic accounting professionals face new challenges. For 

example, as forensic accountants try to identify fraud that has been created with AI, there will be more frequent cases 

of algorithmic opacity (impossible to know how the algorithm created the result) and data tampering (modifying data 

that is used to create fraud), as well as using AI to create fake or synthetic evidence. Due to these developments, 

forensic accountants will need to gain expertise in AI technology and digital systems. The admissibility of AI-

produced evidence in a courtroom raises issues with respect to the reliability, transparency and ethical implications of 

such evidence.  

For auditors, AI has given rise to the automation of continuous, real-time and intelligent audits where periodic audits 

used to occur. The ability for auditors to perform governance, transparency and accountability functions is enhanced 

through their use of systems powered by AI, which has increased their ability to assess risk. However, there are also 

issues related to data privacy, algorithm bias and excessive reliance on automated systems that auditors need to deal 

with. This study suggests that a combination of traditional human judgement and AI insights will be necessary to 

achieve the best results. (DAKO, ONALAJA, SAMUEL, BANKOLE, & LATEEFAT, 2019) 

6.5 Dynamic Interaction: The Technological “Arms Race” 

The findings of this research suggest that there is ongoing technological evolution as it relates to the use of AI 

technology in fraud detection as well as fraud creation. As AI technology continues to advance in the ability to detect 

and prevent fraud, those who perpetrate fraud will continue to advance their methods of circumventing fraud detection 

systems. As a result of this interaction, there is a continuous cycle of innovation in which advancements made in AI-

driven fraud detection will coincide with advancements made in AI-driven fraud creation. (Farooq, Abbey, & 

Onukwulu, 2024) 

The implications of this dynamic interaction are significant for organizations and regulatory bodies, as ongoing 

investment in technology, human resources and innovation is required in order to be successful. The findings of the 

research demonstrate that static fraud prevention approaches will not be sufficient to protect organizations in an 

environment driven by AI technology. Instead, organizations need to develop adaptive and resilient approaches to 

fraud prevention that will enable them to adjust and respond to the technological advancements of AI technology. 

Furthermore, organizations will need to work collaboratively with financial institutions, regulatory bodies and 

technology vendors in order to collectively respond to new threats and maintain the integrity of the financial system. ( 

Arham, 2025) 

From a theoretical standpoint, these findings reveal the need for fraud prevention frameworks to be migrated away 

from linear models and towards adopting dynamic systems-based frameworks that incorporate feedback loops, 

systems interactions, and the evolution of technology. Understanding the dynamic interaction of fraud detection and 

fraud creation is critical for developing fraud prevention strategies that will be effective in protecting the integrity of 

the financial system for the long-term. (Atrous, 2025) 

 

7. DISCUSSION 

Researchers studying the effects of Artificial Intelligence on the dynamics of financial crime have uncovered a dual 

nature for AI — serving as both an offensive and defensive technology. The increased ability of AI-based fraud 

detection systems allows organizations to detect irregularities, assess risk more effectively and monitor transactions in 

real time. However, those same advanced technological tools are being increasingly exploited by criminals creating 

highly complex fraud schemes, resulting in an inherent paradox between fraud creation and prevention. 

The study finds strong support for viewing AI as a dual-use technology and reinforces the idea that technological 

advancement does not eliminate fraud, but changes the nature and complexity of fraud. This finding suggests that 

traditional theories of fraud, such as the Fraud Triangle, which focus on human behaviour, may need to be revised in 
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light of the introduction of automation, system complexity and digital anonymity. As a result, a new theoretical 

framework must be developed to integrate technological variables with the motivational factors for human behaviour. 

Additionally, a technological arms race is occurring between AI-based fraud detection systems and AI-based 

techniques for creating fraud. As fraudsters create new ways to defeat detection systems, organizations are investing in 

more sophisticated fraud detection systems. Both of these actions create a feedback loop that continually evolves the 

fraud ecosystem. Therefore, organizations that rely on static methods to prevent fraud are no longer capable of 

preventing new types of fraud in the digital environment. 

The implications of the study for the professions are significant, especially for forensic accountants and auditors. 

Forensic accountants will need to begin using AI-based tools and become skilled at digital forensics, data analytics and 

interpreting algorithms. Auditors are also moving toward the use of continuous auditing methods because AI-based 

systems can provide real-time fraud detection and risk assessment. However, the increased use of AI does create new 

challenges, such as algorithmic bias, limited transparency in decisions made by algorithms and over-reliance on 

automation. 

Another important insight is the growing importance of human judgment and professional skepticism in AI-driven 

environments. While AI systems enhance analytical capabilities, they cannot fully replace human expertise, 

particularly in interpreting complex financial data and making ethical decisions. This highlights the need for a hybrid 

approach, where AI tools complement human judgment rather than replace it. 

Finally, the study underscores the importance of regulatory and governance frameworks in addressing AI-driven fraud. 

As fraud techniques become more sophisticated, there is a need for robust policies that ensure transparency, 

accountability and ethical use of AI technologies. Collaboration between financial institutions, regulators and 

technology providers is essential to develop effective strategies for mitigating emerging fraud risks and maintaining 

trust in financial systems. 

8. CONCLUSION 

This study concludes that Artificial Intelligence has fundamentally transformed the financial fraud landscape, acting as 

both a powerful tool for fraud detection and a catalyst for sophisticated fraud creation. The dual nature of AI creates a 

complex and dynamic environment where technological advancements simultaneously enhance security and introduce 

new vulnerabilities. 

AI-driven fraud detection mechanisms provide significant benefits, including improved accuracy, real-time monitoring 

and predictive risk analysis. These capabilities enable organizations to detect fraud more efficiently and reduce 

financial losses. However, the emergence of AI-driven fraud creation techniques, such as deep fakes, synthetic 

identities, and automated phishing, presents unprecedented challenges that require continuous innovation in fraud 

prevention strategies. 

The study highlights that traditional fraud theories are no longer sufficient to explain modern fraud dynamics. There is 

a need for integrated frameworks that incorporate technological factors such as automation, system complexity and 

digital anonymity alongside human behavioural elements. The conceptual framework developed in this study provides 

a comprehensive perspective on the interaction between AI-driven fraud detection and fraud creation, emphasizing the 

existence of a continuous technological arms race. 

From a professional perspective, the findings indicate that forensic accounting and auditing practices must evolve to 

remain relevant in an AI-driven environment. Professionals must develop new skills in data analytics, artificial 

intelligence and digital forensics while maintaining strong ethical standards and professional judgment. The 

integration of AI into these fields represents both an opportunity for enhanced efficiency and a challenge in managing 

emerging risks. 

In conclusion, addressing AI-driven fraud requires a holistic and adaptive approach that combines technological 

innovation, human expertise and regulatory oversight. Organizations must adopt proactive strategies, invest in 

advanced AI systems and foster collaboration across stakeholders to effectively manage the evolving fraud landscape. 

The study provides a foundation for future research and highlights the importance of continuous adaptation in ensuring 

financial integrity and trust in the digital age. 
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