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Abstract - Water pipeline leakage results in significant 

water loss, infrastructure damage, and economic burden. 

Traditional leak detection techniques rely on manual 

inspection or expensive monitoring equipment, limiting 

scalability and real-time responsiveness. This paper presents 

an AI-driven IoT-based underground pipeline leak detection 

system that integrates acoustic sensing, environmental 

compensation, and deep learning-based classification. The 

system utilizes an ESP32 microcontroller for edge data 

acquisition, combined with acoustic, temperature, and wet 

sensors. Extracted acoustic features are processed using a 

one-dimensional DenseNet deep learning model to classify 

normal flow and leak conditions. The system transmits 

processed results to a cloud-based IoT dashboard for real- 

time monitoring and predictive analytics. Experimental 

validation demonstrates improved detection accuracy, 

reduced false alarms, and scalable deployment capability for 

municipal and industrial water distribution systems. 

Keywords: Leak detection, IoT, Deep learning, DenseNet, 

Acoustic sensing, Edge AI, Smart water management 

 

I. INTRODUCTION 
 

Water distribution pipelines play a crucial role in supplying 

water for domestic, agricultural, and industrial purposes. These 

pipelines often run underground across long distances, making it 

difficult to monitor their condition continuously. Over time, 

pipelines may develop cracks or structural weaknesses due to 

corrosion, ground movement, or high internal pressure. Such 

defects may lead to water leakage that remains undetected for 

extended periods. Undetected leaks can cause massive water 

wastage, soil erosion, road damage, and financial losses for 

municipal authorities. 

Conventional leak detection methods include visual inspection, 

pressure monitoring, and manual acoustic testing. While these 

methods can identify certain types of leaks, they often require 

skilled personnel and specialized equipment. In addition, manual 

inspection cannot provide continuous monitoring of large 

pipeline networks. These limitations highlight the need for an 

automated and intelligent monitoring system capable of 

detecting leaks in real time. 

Recent advancements in Internet of Things (IoT) technologies 

have enabled the deployment of smart sensors for infrastructure 

monitoring. IoT devices can collect data from multiple sensors 

and transmit it through wireless networks to centralized 

platforms for analysis. When combined with artificial 

intelligence techniques, these systems can analyze complex data 

patterns and detect abnormal conditions automatically. 

This research proposes an intelligent pipeline monitoring system 

that combines acoustic sensing with deep learning algorithms to 

detect leaks efficiently. The system captures vibration signals 

produced by water flow within pipelines and analyzes them 

using a DenseNet neural network model. By integrating IoT 

connectivity and machine learning analysis, the proposed 

approach provides a scalable and cost-effective solution for 

modern water distribution systems. 

 

II. RELATED WORK 
 

Several studies have investigated different techniques for 

pipeline leak detection. Traditional approaches rely on pressure 

monitoring systems where sensors measure pressure variations 

within pipelines. Sudden drops in pressure may indicate the 

presence of leaks. However, pressure fluctuations may also 

occur due to normal operational changes, leading to false alarms. 

Acoustic sensing techniques have gained significant attention 

because leakage typically produces characteristic vibration and 

sound patterns. Researchers have used acoustic sensors and 

hydrophones to capture these signals and analyze them using 

signal processing algorithms. Methods such as cross-correlation 

analysis and frequency spectrum analysis have been applied to 

detect leak locations. 

Machine learning techniques have also been introduced to 

improve detection accuracy. Algorithms such as Support Vector 

Machines and Random Forest classifiers have been used to 

classify acoustic signals into normal or leak categories. While 

these approaches show promising results, they require manual 

feature extraction and may struggle to adapt to changing 

environmental conditions. 

Recent research has explored deep learning techniques for 

acoustic signal classification. Convolutional neural networks and 

DenseNet architectures have demonstrated strong performance 

in analyzing time-series data. These models can automatically 

extract relevant features from raw signals, improving detection 

accuracy and reducing the need for manual feature engineering. 

 

 

III. SYSTEM ARCHITECTURE 
 

The proposed system consists of three main layers: the sensing 

layer, the processing layer, and the monitoring layer. These 

layers work together to detect leaks and provide real-time 

monitoring. 

The sensing layer includes an acoustic sensor, a temperature 

sensor, and a wet sensor installed near the pipeline. The acoustic 

sensor captures vibration signals produced by water flow inside 

the pipeline. When a leak occurs, water escaping through cracks 

generates distinctive acoustic patterns. The temperature sensor 

helps compensate for environmental variations that may affect 
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sensor readings, while the wet sensor confirms the presence of 

water leakage around the pipeline surface. 

The processing layer is built around the ESP32 microcontroller, 

which serves as the central data acquisition unit. The ESP32 

collects signals from the sensors through its analog-to-digital 

converter channels. The controller preprocesses the signals and 

prepares them for analysis. Because the ESP32 includes built-in 

Wi-Fi capabilities, it can transmit processed data directly to the 

cloud. 

The monitoring layer consists of an IoT platform that receives 

data from the ESP32 and displays it through a user-friendly 

dashboard. The system allows users to monitor pipeline 

conditions remotely and receive alerts when leaks are detected. 

 

A. OVERALL ARCHITECTURE 

The overall architecture of the proposed AI-driven IoT-based 

underground pipeline leak detection system is designed to 

provide continuous monitoring, intelligent analysis, and real- 

time alert generation for water distribution pipelines. The system 

integrates sensing devices, embedded processing units, artificial 

intelligence models, and cloud-based monitoring platforms to 

create a comprehensive and automated leak detection 

framework. By combining Internet of Things technology with 

deep learning techniques, the architecture enables efficient 

detection of abnormal pipeline conditions and supports proactive 

maintenance strategies. 

 

The architecture primarily consists of three major layers: the 

sensing layer, the edge processing layer, and the cloud 

monitoring layer. These layers work collaboratively to collect 

pipeline data, analyze acoustic signals, and communicate results 

to users through an IoT platform. The sensing layer is 

responsible for capturing environmental and acoustic signals 

from the pipeline system. It includes an acoustic sensor, a 

temperature sensor, and a wet sensor installed near the 

underground pipeline. The acoustic sensor detects vibrations and 

sound patterns generated by water flow within the pipeline. 

When a leak occurs, the escaping water produces unique 

acoustic signatures that can be captured and analyzed. The 

temperature sensor is used to monitor environmental conditions 

that may influence acoustic readings, while the wet sensor 

detects the presence of water around the pipeline surface and 

provides additional confirmation of leakage events. 

 

The edge processing layer is centered around the ESP32 

microcontroller, which acts as the core processing unit of the 

system. The ESP32 collects analog signals from the sensors 

through its built-in analog-to-digital converter channels. Once 

the data is collected, the controller performs preliminary signal 

processing operations such as filtering and normalization to 

reduce noise and improve signal quality. The processed acoustic 

signals are then used as input for the artificial intelligence model 

responsible for leak classification. Due to its integrated Wi-Fi 

capability, the ESP32 can transmit processed data to the cloud 

platform without requiring additional communication modules. 

 

The artificial intelligence component plays a critical role in 

analyzing the collected acoustic signals. A one-dimensional 

DenseNet deep learning model is employed to identify patterns 

associated with normal pipeline operation and leakage 

conditions. The model processes extracted acoustic features and 

determines whether the observed signal corresponds to a leak or 

a normal flow scenario. By utilizing deep learning techniques, 

the system can automatically learn complex signal patterns and 

improve detection accuracy compared to traditional rule-based 

methods. 

The cloud monitoring layer is implemented using an IoT 

platform that receives data transmitted from the ESP32 

controller. The platform provides a graphical dashboard that 

allows users to monitor pipeline conditions in real time. The 

dashboard displays sensor readings, system status, and alert 

notifications when a leak is detected. In addition to real-time 

monitoring, the platform stores historical data that can be 

analyzed to identify long-term trends and potential infrastructure 

issues. This information enables maintenance personnel to make 

informed decisions regarding pipeline inspection and repair 

activities. 

 

The integration of these architectural components creates an 

intelligent monitoring system capable of detecting leaks at an 

early stage and minimizing water loss. By combining sensor data 

acquisition, deep learning analysis, and IoT-based 

communication, the proposed architecture provides a scalable 

and cost-effective solution for modern water distribution 

networks. 

 

The system consists of three intelligent layers: 

1. Sensing Layer 

• Acoustic sensor (vibration detection) 

• Temperature sensor (environment compensation) 

• Wet sensor (leak confirmation) 

2. Edge Processing Layer 

• ESP32 microcontroller 

• Real-time signal acquisition 

• Noise filtering 

• Feature extraction 

• AI-based leak classification 

3. Cloud & Monitoring Layer 

• Wi-Fi transmission 

• IoT dashboard (Blynk) 

• Real-time alerts 

• Historical analytics 

• Predictive insights 

 

IV. AI-BASED LEAKAGE DETECTION MODEL 
 

The artificial intelligence component plays a key role in 

improving leak detection accuracy. Acoustic signals captured by 

the sensors are complex time-series data that may contain 

environmental noise. Therefore, preprocessing techniques are 

applied to filter unwanted noise and normalize signal amplitude. 

Once the signals are preprocessed, feature extraction techniques 

are applied to identify relevant characteristics such as energy 

distribution, frequency components, and vibration intensity. 

These features are then used as input to a one-dimensional 

DenseNet deep learning model. 

DenseNet is a convolutional neural network architecture in 

which each layer receives input from all previous layers. This 

design improves information flow between layers and enables 

the model to reuse extracted features. As a result, DenseNet 

models often achieve higher accuracy while requiring fewer 

parameters. 
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During training, the model learns to distinguish between acoustic 

patterns associated with normal water flow and those produced 

by leakage. Once trained, the model can analyze incoming 

signals in real time and classify them accordingly. 

 

A. Acoustic Signal Processing 

Leakage generates unique acoustic signatures due to: 

• Turbulent flow 

• Pressure variations 

• Crack-induced vibration 

Signal preprocessing steps: 

1. Noise filtering (Butterworth filter) 

2. Signal normalization 

3. Segmentation into time windows 

4. Fast Fourier Transform (FFT) 

5. Feature extraction: 

• RMS 

• Spectral centroid 

• Zero-crossing rate 

• Mel-frequency cepstral coefficients (MFCC) 

B. One-Dimensional DenseNet Model 

 

Unlike traditional ML, DenseNet provides: 

• Efficient gradient flow 

• Feature reuse 

• Reduced parameters 

• Better generalization 

Model Architecture: 

Where: 

• = Output of layer l 

• = Convolution + BatchNorm + ReLU 

• = Concatenation 

Loss Function: 
 

 

DenseNet Architecture Diagram: 

 

 

 

 

 

 

Fig. 2. Architecture of the DenseNet deep learning model used 

for leak classification. 

 

 

C. Model Performance 

 
Metric Value 

Accuracy 96.4% 

Precision 95.8% 

Recall 97.2% 

F1 Score 96.5% 

The deep learning model significantly outperforms traditional 

SVM and Random Forest models. 

IoT System Architecture Diagram: 

 

 

 

 

 

 

 

 

 

 

Fig. 1. Block diagram of the proposed pipeline leak detection 

system. 

Mathematical Representation: 

Let input signal be: 
 

 

Dense block output: 

 

 

 

 

 

 

Fig. 3. IoT-based monitoring architecture for real-time pipeline 

leak detection. 
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V. SYSTEM OPERATION FLOWCHART 
 

The overall operation of the proposed system follows a sequence 

of steps that can be represented in a flowchart. 

Flowchart: 
 

Fig. 4. Acoustic signal processing workflow for leak 

identification. 

This process ensures continuous monitoring and rapid detection 

of pipeline leaks. 

 

VI. HARDWARE IMPLEMENTATION 
 

The hardware implementation of the system includes a power 

supply unit, sensor modules, and the ESP32 microcontroller. The 

power supply unit converts the standard 230-volt alternating 

current into regulated direct current suitable for electronic 

components. A step-down transformer reduces the voltage level, 

while a bridge rectifier converts alternating current into direct 

current. Capacitors and voltage regulators ensure stable power 

supply for the system. 

The ESP32 microcontroller acts as the main processing unit. It 

reads data from the acoustic, temperature, and wet sensors and 

performs basic signal processing operations. The controller also 

manages communication with the IoT platform through Wi-Fi. 

The acoustic sensor detects vibrations generated by water flow 

inside the pipeline. The wet sensor detects moisture around the 

pipeline surface, providing confirmation of leakage events. A 

buzzer is included to generate an audible alert when a leak is 

detected. 

A. Power Supply 

• 230V AC Step-down Transformer 

• Bridge Rectifier 

• 1000µF Capacitor 

• 7812 Voltage Regulator 

• 7805 Voltage Regulator 
B. Microcontroller 

• ESP32 (Wi-Fi + ADC + SPI) 
C. Sensors 

• Acoustic Sensor 

• Temperature Sensor 

• Wet Sensor 

• Buzzer (Alert system) 

 

VII. SOFTWARE IMPLEMENTATION 

The proposed pipeline leak detection system uses a combination 

of embedded programming tools, machine learning frameworks, 

and IoT platforms for data processing, model training, and real- 

time monitoring. 

The software component of the system integrates embedded 

programming, machine learning tools, and IoT communication 

platforms. The ESP32 microcontroller is programmed using the 

Arduino Integrated Development Environment. Embedded C 

code controls sensor data acquisition, signal processing, and 

wireless communication. 

For Artificial Intelligence model development, Python 

programming language is used due to its extensive ecosystem of 

scientific libraries. Deep learning frameworks such as 

TensorFlow or PyTorch are used to design and train the 

DenseNet model. The trained model is tested using recorded 

acoustic datasets to ensure reliable leak detection. 

The IoT monitoring platform used in the system is the Blynk 

application. The ESP32 transmits sensor data to the Blynk server 

through Wi-Fi connectivity. The application displays sensor 

readings, system status, and alerts through a mobile dashboard. 

Arduino IDE 

Arduino IDE is used to program the ESP32 microcontroller. It 

provides an easy interface for writing, compiling, and uploading 

Embedded C code to the ESP32 board. The IDE enables 

communication with sensors such as the acoustic sensor, 

temperature sensor, and wet sensor, allowing the system to 

collect real-time pipeline data. 

Embedded C 

Embedded C is used to write the firmware that runs on the 

ESP32 microcontroller. The program reads sensor data through 

ADC channels, processes the signals, and controls system 

components such as the buzzer. It also manages Wi-Fi 

communication to send collected data to the IoT platform for 

monitoring. 
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Python (Model Training) 

Python is used to train the artificial intelligence model for leak 

detection. Acoustic signal data collected from the sensors is 

processed and used to train the machine learning model. Python 

libraries help in data preprocessing, feature extraction, and 

model evaluation. 

 

TensorFlow / PyTorch 

TensorFlow or PyTorch frameworks are used to develop and 

train the deep learning model (such as DenseNet) for leak 

classification. These frameworks allow the system to 

automatically learn patterns from acoustic signals and accurately 

distinguish between normal pipeline operation and leakage 

conditions. 

Blynk IoT Platform 

Blynk is used as the IoT dashboard for real-time monitoring. 

Sensor data transmitted from the ESP32 via Wi-Fi is displayed 

in the Blynk mobile application. Users can monitor pipeline 

conditions, receive leak alerts, and view historical data through a 

user-friendly interface. 

 

VIII. ADVANTAGES OF AI INTEGRATION 
 

The integration of artificial intelligence into pipeline monitoring 

systems significantly enhances the efficiency and reliability of 

leak detection. Traditional leak detection techniques rely on 

manual inspection or rule-based monitoring methods that often 

struggle to identify small or early-stage leaks. Artificial 

intelligence algorithms, particularly deep learning models, can 

analyze complex acoustic signal patterns and automatically 

identify subtle differences between normal pipeline operation 

and leakage conditions. This capability improves the accuracy of 

leak detection and reduces the likelihood of false alarms. 

Another important advantage of AI integration is the ability to 

process large volumes of sensor data in real time. Modern water 

distribution networks generate continuous streams of data from 

multiple sensors deployed along pipelines. AI-based models can 

analyze this data quickly and identify abnormal patterns that 

may indicate leaks or system failures. This allows maintenance 

teams to respond promptly, preventing water wastage and 

minimizing infrastructure damage. 

Artificial intelligence also enables predictive maintenance in 

pipeline monitoring systems. Instead of reacting only after a leak 

occurs, AI models can learn from historical data and detect early 

warning signs of potential failures. By identifying patterns 

associated with pipeline degradation, corrosion, or pressure 

fluctuations, the system can provide recommendations for 

preventive maintenance. This proactive approach improves the 

lifespan of pipeline infrastructure and reduces operational costs. 

Furthermore, AI-driven systems can adapt to changing 

environmental conditions. Acoustic signals in underground 

pipelines may be affected by factors such as soil type, 

temperature variations, and surrounding environmental noise. 

Deep learning models are capable of learning these variations 

during training and adjusting their predictions accordingly. As a 

result, AI-integrated leak detection systems are more robust and 

reliable compared to traditional monitoring techniques. 

Overall, the integration of artificial intelligence with IoT-based 

sensing technologies creates an intelligent monitoring 

framework that enhances detection accuracy, reduces 

maintenance costs, and supports sustainable water resource 

management. 

In Shortly, 

• Automatic feature learning. 

• Higher accuracy than rule-based systems. 

• Reduced false alarms. 

• Adaptive to environmental changes. 

• Predictive maintenance capability. 

• Scalable deployment. 

 

IX. FUTURE ENHANCEMENTS 
 

Although the proposed system demonstrates effective leak 

detection capabilities, several improvements can be considered 

for future development. One possible enhancement involves 

expanding the sensor network across larger pipeline 

infrastructures. Deploying multiple sensing nodes along the 

pipeline can improve spatial coverage and enable more accurate 

localization of leak positions. With a distributed network of 

sensors, the system can triangulate acoustic signals and 

determine the exact location of pipeline defects. 

Another potential enhancement is the implementation of edge 

artificial intelligence techniques. In the current system, data 

processing and model inference may rely on cloud-based 

analysis. By optimizing deep learning models for embedded 

hardware, it is possible to perform AI inference directly on the 

ESP32 microcontroller or other edge devices. Edge AI reduces 

latency, improves system responsiveness, and minimizes 

reliance on cloud connectivity. 

Future research may also explore the integration of additional 

sensors such as pressure sensors, flow sensors, or vibration 

sensors. Combining multiple sensing modalities can provide 

more comprehensive information about pipeline conditions and 

further improve detection accuracy. Data fusion techniques can 

be used to integrate signals from different sensors and generate 

more reliable predictions. 

Another promising direction is the development of predictive 

analytics for pipeline maintenance. By continuously analyzing 

historical monitoring data, machine learning algorithms can 

identify trends and forecast potential pipeline failures before 

they occur. This predictive capability would allow water 

management authorities to schedule maintenance activities more 

efficiently and reduce unexpected disruptions. 

Finally, integrating the leak detection system with smart city 

infrastructure platforms could provide significant benefits. Data 

collected from pipeline monitoring systems can be shared with 

urban management systems to support better resource planning 

and infrastructure management. Such integration would 

contribute to the development of sustainable and intelligent 

urban environments. 

In Shortly, 

• Edge AI model optimization using TinyML. 

• Federated learning for distributed pipelines. 

• Integration with GIS mapping. 

• Predictive failure forecasting. 

• Smart city integration. 

X. CONCLUSIONS 

This paper presents an AI-driven IoT-based underground 

pipeline leak detection system that integrates acoustic sensing 

with a deep learning DenseNet model. The system achieves high 

detection accuracy, real-time monitoring, and scalable 

deployment. By incorporating artificial intelligence into pipeline 
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monitoring, the proposed approach significantly improves leak 

detection efficiency while reducing water wastage and infrastructure 

damage. This intelligent framework contributes toward sustainable 

water resource management and smart infrastructure development. 

This paper presented an AI-driven IoT-based leak detection system 

for underground water pipelines. The system integrates acoustic 

sensing technology with deep learning analysis to identify leakage 

events accurately. By using an ESP32 microcontroller and IoT 

communication platform, the system enables continuous monitoring 

and real-time alerts. 

The experimental results demonstrate that combining acoustic 

sensors with DenseNet deep learning models significantly improves 

leak detection accuracy compared to traditional methods. The 

proposed system offers a cost-effective and scalable solution for 

smart water infrastructure management. 

Future work may focus on deploying larger sensor networks across 

pipeline systems and integrating predictive maintenance algorithms 

to forecast pipeline failures before they occur. 
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