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Abstract:

The increasing adoption of multi-cloud computing in the banking sector has significantly improved scalability,
availability, and operational flexibility. However, the distributed nature of multi-cloud infrastructures introduces
complex security challenges, including identity compromise, insider attacks, unauthorized access, and advanced
persistent threats. Traditional perimeter-based security models are inadequate for protecting modern banking
applications that operate across heterogeneous cloud platforms. This paper proposes an Al-Driven Zero Trust Security
Framework (AI-ZTSF) for secure banking transactions in multi-cloud environments. The framework combines Zero
Trust Architecture (ZTA), machine learning-based anomaly detection, continuous authentication, adaptive access
control, and behavioral analytics. The proposed model continuously evaluates trust scores for users, devices, and
transactions before granting access. Experimental evaluation demonstrates improved detection accuracy, reduced false
positives, and enhanced transaction security compared with conventional security mechanisms. The framework is
suitable for modern banking ecosystems requiring real-time threat mitigation and regulatory compliance.
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1. INTRODUCTION:

The digital transformation of financial institutions has accelerated the adoption of cloud computing technologies. Banks
increasingly deploy services across multiple cloud providers to improve resilience, availability, and disaster recovery
capabilities. While multi-cloud environments provide operational benefits, they also introduce security vulnerabilities
due to decentralized resource management and expanded attack surfaces.

Recent cybersecurity incidents reveal that identity compromise, privilege escalation, credential theft, and insider threats
remain major concerns in banking systems. Traditional security architectures assume trusted internal networks and focus
on perimeter defences. Such assumptions are ineffective in cloud-native environments where users, applications, and
services operate beyond organizational boundaries.

Zero Trust Architecture (ZTA) addresses these challenges through the principle of “Never Trust, Always Verify.” Every
access request is continuously authenticated, authorized, and validated based on contextual information. NIST defines
Zero Trust as an architecture that eliminates implicit trust and continuously evaluates access requests based on identity
and security posture. Multi-cloud deployments particularly benefit from identity-centric security controls and continuous
verification mechanisms.

This research proposes an Al-driven Zero Trust framework specifically designed for banking transaction systems
operating across multiple cloud providers.
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Rose et al. proposed the Zero Trust Architecture model emphasizing continuous verification and least-privilege access.
Their framework removes implicit trust based on network location and focuses on protecting resources through identity-
based controls.

Chandramouli and Butcher extended Zero Trust concepts for multi-cloud cloud-native applications and highlighted the
importance of application identities, API gateways, service meshes, and policy-based access control across distributed
cloud environments.

Rodigari et al. evaluated Zero Trust implementation in multi-cloud environments and reported that service-mesh-based
architectures improve security but may increase computational overhead.

Recent industry reports indicate that identity-related issues remain a primary source of cloud security incidents,
especially as Al services and non-human identities proliferate. Continuous monitoring and access control are therefore
critical.

2. Architecture:
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MULTH-CLOUD ENVIRONMENT

1. Banking Customer

The architecture begins with the banking customer who accesses banking services through internet banking, mobile
banking, or other digital channels. Every access request is treated as untrusted until verified.
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2. Identity Provider (IdP)

The Identity Provider authenticates users using credentials, Multi-Factor Authentication (MFA), Single Sign-On (SSO),
and identity federation mechanisms. This component establishes the initial level of trust for the user.

3. Al Risk Engine

The Al Risk Engine acts as the core intelligence layer of the framework. It evaluates transaction risks using machine
learning models and generates dynamic trust scores based on user behavior, device characteristics, and transaction
context.

4. Device Trust Assessment

This module evaluates the security posture of the accessing device by analyzing device fingerprints, device reputation,
operating system status, security patches, and malware detection results. Trusted devices receive higher trust scores.

5. Behavioural Analytics

The Behavioural Analytics module continuously monitors user activities such as login frequency, transaction amount,
transaction location, access patterns, and session behaviour. Any deviation from normal behaviour is identified as a
potential security risk.

6. Policy Decision Point (PDP)

The Policy Decision Point receives risk scores and contextual information from the Al Risk Engine. Based on predefined
security policies and trust levels, it determines whether access should be granted, challenged, or denied.

7. Policy Enforcement Point (PEP)

The Policy Enforcement Point implements the decision generated by the PDP. Depending on the calculated risk level, it
may:

. Grant access for low-risk transactions.
o Request Multi-Factor Authentication (MFA) for medium-risk transactions.
o Deny access and trigger security alerts for high-risk transactions.

8. Multi-Cloud Environment (AWS and Azure)

The banking applications and services are deployed across AWS and Azure cloud platforms. The framework ensures
consistent security policy enforcement across both cloud environments, enabling secure multi-cloud operations.

9. Monitoring and Logging

All authentication attempts, transaction activities, access decisions, and security events are continuously logged for
auditing, compliance, and forensic investigations.

10. Threat Intelligence and Feedback Learning

Threat intelligence feeds provide information about emerging cyber threats, while the feedback learning mechanism
continuously retrains machine learning models using new transaction data. This enables the framework to adapt to
evolving attack patterns and improve detection accuracy over time.

Overall Working

The architecture follows the Zero Trust principle of "Never Trust, Always Verify." Every user, device, and transaction is
continuously evaluated through Al-based risk assessment and behavioral analysis before access is granted. By combining
Zero Trust Architecture, machine learning, and multi-cloud security controls, the proposed framework provides
enhanced protection against fraud, unauthorized access, insider threats, and sophisticated cyberattacks in modern
banking environments.
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3. PROPOSED AI-DRIVEN ZERO TRUST FRAMEWORK:

The proposed Al-Driven Zero Trust Security Framework (AI-ZTSF) combines Zero Trust principles, Artificial
Intelligence, and Behavioural Analytics to secure banking transactions in multi-cloud environments. The framework
consists of the following key components:

1. Identity Verification Module

This module authenticates users using credentials, Multi-Factor Authentication (MFA), and identity management
services. It ensures that only legitimate users can access banking resources.

2. Device Trust Assessment Module

The device used for accessing banking services is evaluated based on its security posture, reputation, operating system
status, and compliance with security policies. Trusted devices receive higher trust scores.

3. Al-Based Risk Engine

The Al Risk Engine analyses user, device, and transaction data using machine learning algorithms to calculate dynamic
risk levels and trust scores in real time.

4. Behavioural Analytics Engine

This component monitors user behaviour patterns such as login frequency, transaction amount, transaction location, and
access history to identify abnormal or potentially fraudulent activities.

5. Dynamic Policy Enforcement Point

Based on the calculated trust score and risk level, this module automatically enforces security policies by granting access,
requesting additional authentication, or blocking suspicious transactions.

6. Multi-Cloud Security Gateway

The gateway provides secure communication and policy enforcement across multiple cloud platforms such as AWS and
Azure, ensuring consistent security controls throughout the banking infrastructure.

7. Banking Transaction Monitoring System

This module continuously monitors banking transactions, records security events, generates audit logs, and provides
real-time alerts for suspicious activities and potential cyber threats.

Framework Summary

The AI-ZTSF framework integrates identity verification, device trust evaluation, Al-driven risk assessment, behavioural
analytics, and continuous monitoring to provide intelligent and adaptive security for banking applications operating in
multi-cloud environments. It enhances fraud detection, minimizes unauthorized access, and supports regulatory
compliance while maintaining seamless banking operations.

4. METHODOLOGY:
4.1 Overview of the Proposed Methodology

The proposed Al-Driven Zero Trust Security Framework (AI-ZTSF) follows the principle of "Never Trust, Always
Verify" to secure banking transactions across multi-cloud environments. The framework continuously validates user
identity, device trustworthiness, behavioural patterns, and transaction risks before granting access.

The methodology consists of four phases:
1. User Authentication and Identity Verification

2. Behavioural Profiling and Context Analysis
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3. Al-Based Dynamic Trust Scoring and Anomaly Detection
4. Adaptive Policy Enforcement

4.2 Phase 1: User Authentication and Identity Verification
This phase verifies the authenticity of the user and device before allowing access to banking services.
Key Activities:

. Validate User ID, Device ID, Geo-location, and Access Time using the Identity and Access Management
(IAM) system.

. Generate an Initial Identity Score (IIS) ranging from 0 to 100 based on authentication confidence.
. Detect suspicious login attempts from unknown devices or unusual locations.
Example:

A customer who regularly logs in from Hyderabad using a registered mobile device receives a high identity score. A
login attempt from an unknown device in another country results in a lower identity score.

4.3 Phase 2: Behavioural Profiling and Context Analysis

This phase analyses customer behaviour and compares current activities with historical transaction patterns.

Key Activities:
o Monitor login frequency, transaction amount, transaction location, and access patterns.
. Create a behavioural profile representing normal customer activities.
o Identify abnormal behaviours using machine learning techniques.

Example:

If a customer usually transfers 35,000—10,000 but suddenly initiates a ¥2,50,000 transfer from an unfamiliar location,
the transaction is marked as suspicious.

4.4 Phase 3: AI-Based Dynamic Trust Scoring and Anomaly Detection

This phase calculates a real-time trust score and identifies fraudulent activities using machine learning algorithms.

Key Activities:
o Compute trust scores using identity, device, location, transaction, and behavioral parameters.
. Apply Random Forest, XGBoost, and Isolation Forest algorithms to detect anomalies.
. Generate a risk probability score for every transaction.

Trust Score Model:
TS = 0.30(UIS)+0.25(DTS)+0.20(LTS)+0.15(TPS)+0.10(BS)

Example:
A transaction from a trusted device and known location may receive a trust score of 85 (Low Risk), whereas a transaction
from an unknown device may receive a score of 35 (High Risk).
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4.5 Phase 4: Adaptive Policy Enforcement

This phase makes access control decisions based on the calculated trust score and risk level.

Key Activities:
o Grant access for low-risk transactions.
. Request Multi-Factor Authentication (MFA) for medium-risk transactions.
o Block high-risk transactions and generate security alerts.

Example:

A customer with a trust score of 80 can complete the transaction immediately, while a customer with a trust score of 55
must verify identity through OTP or biometric authentication.

4.6 Continuous Learning Mechanism

The framework continuously improves its detection capability using feedback from transaction outcomes.

Key Activities:
. Update behavioural profiles after every transaction.
. Retrain machine learning models periodically using new data.
. Optimize trust score weights based on emerging threats.
Example:

If anewly identified fraud pattern is detected, the system learns from the incident and improves future detection accuracy.

The proposed methodology provides intelligent, adaptive, and real-time security for banking transactions in multi-cloud
environments while reducing fraud risks and false positive alerts.
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5. Algorithm:
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Step 1: Collect Identity Attributes
The system gathers user-related information such as User ID, Device ID, Geo-location, and Access Time to establish
the initial identity context.

Step 2: Validate Device Security Posture
The device is evaluated based on its security status, reputation, operating system integrity, and previous trust history.

Step 3: Analyse Behavioural Profile
The framework analyses user behaviour including login frequency, transaction amount, access patterns, and
transaction location to identify unusual activities.

Step 4: Calculate Trust Score
A dynamic trust score is computed using weighted factors such as identity trust, device trust, location trust, transaction
pattern, and behavioural score.

Step 5: Apply Machine Learning Anomaly Detection
Machine learning models (Random Forest, XGBoost, and Isolation Forest) analyse transaction data to detect
suspicious or fraudulent activities.

Step 6: Determine Risk Level
If an anomaly is detected, the transaction is classified as high risk; otherwise, it is considered a normal-risk
transaction.

Step 7: Make Access Decision
Access is granted, challenged with Multi-Factor Authentication (MFA), or denied based on the calculated trust score.

Step 8: Log Security Events
All authentication attempts, risk assessments, access decisions, and transaction details are recorded for auditing and
compliance purposes.
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Step 9: Update Learning Model
The machine learning models are continuously updated using new transaction data to improve future threat detection
accuracy.

Algorithm Summary

The proposed AI-ZTSF algorithm combines Zero Trust principles, behavioural analytics, and machine learning-based
anomaly detection to continuously evaluate transaction risk and make intelligent access control decisions in multi-cloud
banking environments.

7. RESULTS AND DISCUSSION:
7.1 Experimental Results

The proposed Al-Driven Zero Trust Security Framework (AI-ZTSF) was evaluated using a synthetic banking transaction
dataset consisting of 100,000 transaction records collected from a simulated multi-cloud banking environment. The
dataset included 95,000 legitimate transactions and 5,000 fraudulent transactions generated based on common
cyberattack scenarios such as credential theft, account takeover attacks, suspicious device access, and abnormal
transaction patterns.

Three machine learning algorithms—Random Forest, XGBoost, and Isolation Forest—were integrated into the
framework to perform anomaly detection and transaction risk assessment. The performance of the proposed framework
was compared with traditional security mechanisms including Firewall-based Security, Rule-Based Intrusion Detection
Systems (IDS), and Conventional Zero Trust Models.

The evaluation was conducted using standard cybersecurity performance metrics including Accuracy, Precision, Recall,
F1-Score, False Positive Rate (FPR), and Average Response Time.

Table 1. Security Detection Accuracy Comparison
Security Method Accuracy (%)

Traditional Firewall 81.2

Rule-Based IDS 86.7

Conventional Zero Trust 91.4

Proposed AI-ZTSF 97.1

Discussion
Accuracy represents the percentage of correctly classified legitimate and fraudulent transactions.

The traditional firewall achieved an accuracy of 81.2%, indicating limited capability in detecting sophisticated attacks
because it primarily relies on predefined security rules.

The Rule-Based IDS improved detection performance to 86.7%; however, it struggled to identify previously unseen
attack patterns.

The Conventional Zero Trust model achieved an accuracy of 91.4% due to continuous authentication and identity
verification mechanisms.

The proposed AI-ZTSF framework achieved the highest accuracy of 97.1%, demonstrating that the integration of
machine learning-based anomaly detection and dynamic trust scoring significantly improves threat detection
capabilities.
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The improvement over the traditional firewall is approximately 15.9%, highlighting the effectiveness of Al-assisted
security decisions in banking environments.

Table 2. Precision, Recall, and F1-Score Comparison

Security Method Precision (%) Recall (%) F1-Score (%)
Traditional Firewall 79.5 78.4 78.9
Rule-Based IDS 85.2 84.1 84.6
Conventional Zero Trust 90.3 89.7 90.0
Proposed AI-ZTSF 97.8 96.5 97.1
Discussion

Precision measures the proportion of detected fraud transactions that are actually fraudulent.

The proposed AI-ZTSF achieved a precision of 97.8%, indicating that very few legitimate transactions were incorrectly
classified as fraud.

Recall measures the framework's ability to identify actual fraudulent transactions.

A recall value of 96.5% demonstrates that the proposed framework successfully detected the majority of malicious
transactions.

The F1-Score combines both precision and recall into a single metric and achieved 97.1%, confirming the robustness of
the proposed framework.

These results indicate that the integration of behavioral analytics and Al-based trust evaluation significantly enhances
fraud detection performance.

Table 3. False Positive Rate (FPR) Comparison
Security Method False Positive Rate (%)
Traditional Firewall 12.4

Rule-Based IDS 9.8

Conventional Zero Trust 5.6

Proposed AI-ZTSF 23

Discussion
False Positive Rate (FPR) refers to the percentage of legitimate transactions incorrectly classified as fraudulent.
A high FPR can negatively impact customer experience by blocking valid transactions and increasing support costs.

The proposed AI-ZTSF achieved an FPR of only 2.3%, significantly lower than the traditional firewall (12.4%) and
Rule-Based IDS (9.8%).

The reduction in false positives is primarily due to:

« Continuous trust score evaluation

© 2025, IJSREM | www.ijsrem.com DOI: 10.55041/IJSREM41347 | Page 9


http://www.ijsrem.com/

-_t.l \z;
‘fIJSREl:"
«wa 82 [nternational Journal of Scientific Research in Engineering and Management (IJSREM)
w Volume: 09 Issue:02 |Feb-2025 SJIF Rating: 8.586 ISSN: 2582-3930

* User behavioral analysis
* Device reputation assessment
* Al-based anomaly detection

These findings demonstrate that the proposed framework can effectively distinguish between legitimate customer
activities and malicious attacks.

Table 4. Average Response Time Comparison
Security Method Average Response Time (ms)
Traditional Security 180

Conventional Zero Trust 210

Proposed AI-ZTSF 225

Discussion

Response time measures the duration required to process an authentication request and generate an access decision.
Traditional security mechanisms achieved the lowest response time because they perform limited security analysis.
The proposed AI-ZTSF required an average response time of 225 milliseconds due to:

* Trust score computation

* Behavioral analysis

* Machine learning prediction

* Continuous verification processes

Although the framework introduces an additional delay of approximately 15 milliseconds compared with conventional
Zero Trust systems, the increase is acceptable for banking applications considering the substantial improvement in
security performance.

Table 5. Comparative Security Improvement

Metric Conventional Zero Trust Proposed AI-ZTSF Improvement
Accuracy (%) 91.4 97.1 +5.7
Precision (%) 90.3 97.8 +7.5

Recall (%)  89.7 96.5 +6.8

F1-Score (%) 90.0 97.1 +7.1

FPR (%) 5.6 23 -58.9%
Discussion

The proposed framework outperformed the conventional Zero Trust model across all evaluation metrics.

The most significant improvement was observed in the False Positive Rate, which decreased by approximately 58.9%.
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This reduction demonstrates the effectiveness of integrating machine learning algorithms with Zero Trust principles for
real-time banking fraud detection.

Overall Discussion

The experimental results confirm that the proposed Al-Driven Zero Trust Security Framework provides substantial
security enhancements for multi-cloud banking environments.

Key findings include:

* 97.1% transaction classification accuracy.

* 97.8% precision in fraud detection.

* 96.5% recall for identifying malicious transactions.
* 2.3% false positive rate.

*» Acceptable response time of 225 milliseconds.

The combination of behavioral analytics, dynamic trust scoring, continuous authentication, and machine learning-based
anomaly detection enables the framework to effectively mitigate cyber threats while maintaining operational efficiency.

These findings validate the suitability of AI-ZTSF for deployment in modern banking systems operating across AWS,
Azure, and other multi-cloud infrastructures.

8. CONCLUSION:

This paper presented an Al-Driven Zero Trust Security Framework for secure banking transactions in multi-cloud
environments. The proposed framework integrates continuous verification, behavioral analytics, machine learning-based
anomaly detection, and adaptive policy enforcement. Experimental analysis demonstrated superior performance
compared with traditional security models. Future work will focus on federated learning, blockchain-based audit trails,
and post-quantum cryptographic integration for next-generation banking security.
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