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Abstract - The rapid advancement of Large Language 

Models (LLMs) such as GPT-4, Claude, and Gemini has 

introduced a new and dangerous dimension to cybersecurity 

threats—AI-generated phishing attacks. These attacks 

leverage the natural language generation capabilities of AI to 

craft highly personalized, contextually accurate, and 

grammatically flawless phishing messages that are 

increasingly difficult to distinguish from legitimate 

communications. This paper presents a comprehensive survey 

of AI-generated phishing attacks, covering their taxonomy, 

methodologies, real-world case studies, and the state-of-the-

art detection approaches. We examine how threat actors 

exploit LLMs to automate spear-phishing, vishing (voice 

phishing), smishing (SMS phishing), and business email 

compromise (BEC) attacks at unprecedented scale. 

Furthermore, we analyze existing detection mechanisms 

including machine learning classifiers, deep learning models 

(BERT, RoBERTa, GPT-based detectors), behavioral analysis 

systems, and hybrid approaches. We identify critical research 

gaps and propose a multi-layered defense framework 

(SHIELD) that combines AI-powered detection with human-

in-the-loop verification. 
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1. INTRODUCTION 

Phishing remains one of the most prevalent and damaging 

forms of cybercrime worldwide. According to the Anti-

Phishing Working Group (APWG), over 1.2 million phishing 

attacks were reported in the first quarter of 2024 alone—a 

150% increase from 2022. Traditionally, phishing emails were 

identifiable by poor grammar, generic salutations, and 

suspicious URLs. However, the emergence of AI-generated 

content has fundamentally transformed this threat landscape. 

Modern AI systems, particularly LLMs, can generate phishing 

content that mimics the writing style of trusted individuals, 

incorporates contextual information from social media 

profiles, and adapts dynamically to evade detection systems. 

This creates a significant asymmetry between attackers—who 

can generate thousands of personalized attacks at minimal 

cost—and defenders, who must accurately classify each 

message without disrupting legitimate communications. 

A. Motivation 

The convergence of AI capabilities with malicious intent 

presents an urgent challenge for cybersecurity researchers and 

practitioners. Existing detection systems trained on traditional 

phishing datasets may be inadequate against AI-generated 

content that exhibits higher linguistic quality and contextual 

relevance. This paper is motivated by the need to: 

• Systematically catalog the evolving landscape of AI-

assisted phishing techniques. 

• Evaluate the effectiveness of current detection methods 

against AI-generated threats. 

• Identify gaps in the existing literature and propose 

future research directions. 

• Provide actionable recommendations for organizations 

to enhance their phishing defenses. 

B. Paper Organization 

The remainder of this paper is organized as follows: Section 2 

provides background on phishing attacks and LLMs. Section 3 

details the taxonomy of AI-generated phishing. Section 4 

reviews detection methodologies. Section 5 presents 

experimental analysis. Section 6 discusses open challenges. 

Section 7 proposes the SHIELD defense framework. Section 8 

concludes with future directions. 

2. BACKGROUND AND RELATED WORK 

A. Evolution of Phishing Attacks 

Phishing attacks have been documented since the mid-1990s, 

evolving through four distinct generations. Table 1 

summarizes this generational evolution: 

Table - 1: Generational Evolution of Phishing Attacks 

Generation Period Characteristics Example 

Gen 1.0 1995–

2005 

Mass email, generic 

templates, grammar errors 

Nigerian 

Prince scams 

Gen 2.0 2005–

2015 

Branded templates, fake 

login pages, URL 

spoofing 

Bank 

credential theft 

Gen 3.0 2015–

2020 

Spear phishing, targeted, 

social media recon 

CEO fraud, 

BEC 

Gen 4.0 2020– AI-generated, LLM- GPT-assisted 
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Present powered, hyper-

personalized 

spear phishing 

 

B. Large Language Models (LLMs) 

Large Language Models represent a breakthrough in natural 

language processing, trained on billions of text tokens. 

Models such as GPT-4 (OpenAI), Claude (Anthropic), 

LLaMA (Meta), and Gemini (Google) demonstrate 

remarkable capabilities in text generation, summarization, and 

style imitation. The Transformer architecture introduced by 

Vaswani et al. [1] enables these models to capture long-range 

linguistic dependencies, making LLMs highly effective at 

generating contextually coherent text that threat actors can 

exploit. 

C. Related Work 

Several studies have examined the intersection of AI and 

phishing. Karanjai [2] demonstrated that GPT-3 could 

generate convincing spear-phishing emails achieving 

deception rates of 78% in simulated environments. Hazell [3] 

showed that LLMs could reduce the cost of spear-phishing 

campaigns by 95% while maintaining effectiveness. Bethany 

et al. [4] introduced PhishBench, revealing that existing 

detectors fail at rates exceeding 40% against AI-generated 

text. Roy et al. [5] proposed EvilModel, a framework for 

generating targeted phishing emails using fine-tuned LLMs. 

3. TAXONOMY OF AI-GENERATED PHISHING 

ATTACKS 

A. Attack Vector Classification 

AI-generated phishing attacks can be classified along multiple 

dimensions. We propose the following comprehensive 

taxonomy based on delivery channel and AI technique 

employed. 

1) Email-Based Attacks (AI Spear Phishing): 

• Contextual Spear Phishing: Attacks referencing real 

projects, colleagues, and recent events. 

• Style Mimicry: Impersonating known contacts by 

analyzing their communication patterns. 

• Business Email Compromise (BEC): Impersonating 

executives to authorize fraudulent transactions. 

• CEO Fraud and Invoice Fraud: Urgent requests 

appearing from C-suite executives or spoofed vendor 

addresses. 

2) Voice Phishing (AI Vishing): 

• Deepfake Voice Calls: Cloning voices of known 

individuals using 3–30 seconds of audio. 

• AI Conversational Agents: Automated voice bots 

conducting phishing conversations. 

• Real-time Voice Modification: Altering caller voice 

characteristics during live calls. 

3) SMS Phishing (AI Smishing) and Multimodal Attacks: 

AI-generated SMS messages with shortened malicious URLs 

and OTP bypass attacks exploit e-commerce activity. 

Advanced multimodal attacks combine AI-generated phishing 

websites with deepfake video messages and coordinated 

multi-channel campaigns (email + SMS + call) to maximize 

credibility. 

B. AI Techniques Exploited by Attackers 

Table 2 summarizes the primary AI techniques weaponized in 

modern phishing operations and their assessed threat levels. 

Table - 2: AI Techniques Used in Phishing Attacks 

AI Technique Application in Phishing Threat 

Level 

LLM Text 

Generation 

Crafting personalized phishing 

emails 

Critical 

Style Transfer Mimicking writing style of 

trusted contacts 

High 

Voice Synthesis 

(TTS) 

Cloning executive voices for 

vishing 

Critical 

Deepfake Video Creating fake video from 

known individuals 

High 

Sentiment Analysis Optimizing urgency and 

emotional triggers 

Medium 

NER & OSINT 

Automation 

Aggregating victim data from 

public sources 

High 

 

 
Fig. 2: Detection Model Accuracy — Traditional vs. AI-

Generated Phishing 
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4. DETECTION METHODOLOGIES 

Detecting AI-generated phishing content presents unique 

challenges because these attacks exhibit high linguistic 

quality, contextual accuracy, and personalization that 

traditional rule-based systems fail to identify. We categorize 

detection approaches into five primary paradigms. 

A. Machine Learning-Based Detection 

Early phishing detection relied on feature engineering 

combined with classical ML algorithms including URL 

characteristics, email header analysis, HTML structure, and 

lexical features. Support Vector Machines (SVM) achieved 

97.5% accuracy on traditional phishing datasets but degraded 

to 62% against AI-generated content [4]. Deep learning 

models including LSTM/BiLSTM Networks (91% accuracy) 

and hybrid CNN-LSTM (94.3% accuracy) significantly 

improved capabilities. 

B. Transformer-Based NLP Detection 

The most promising detection approaches leverage pre-trained 

transformer models fine-tuned on phishing-specific datasets. 

Table 3 presents comparative performance metrics for leading 

transformer-based detectors. 

Table - 3: Transformer-Based Phishing Detection Models 

Model Architecture Accuracy F1 Limitation 

BERT-Phish BERT fine-

tuned 

96.2% 0.961 Struggles with 

paraphrased AI 

content 

RoBERTa-

Det 

RoBERTa-

large 

97.1% 0.969 High 

computational 

cost 

DistilBERT Distilled 

BERT 

94.8% 0.945 Lower accuracy 

vs. full BERT 

GPT-

Detector 

GPT-2 fine-

tuned 

91.3% 0.908 GPT-4 content 

evades it 

PhishBERT+ BERT + URL 

encoder 

98.4% 0.982 Requires URL 

access 

 

C. LLM-Based Detection (AI vs. AI) 

A novel approach employs LLMs themselves as detectors, 

leveraging their understanding of language patterns to identify 

AI-generated content. GPT-4 as a zero-shot detector achieves 

87% accuracy in identifying phishing emails but shows high 

false-positive rates (12%) on legitimate marketing emails. 

Chain-of-thought prompting techniques instruct LLMs to 

reason step-by-step about email legitimacy by analyzing 

urgency indicators, verifying sender identity, and assessing 

URL reputation. 

D. Behavioral and Contextual Analysis 

Beyond content analysis, behavioral signals provide 

complementary detection: email sending pattern anomalies, 

communication graph analysis for impersonation detection, 

DMARC/DKIM/SPF validation, click pattern analysis, and 

keyboard dynamics for behavioral biometrics post-click. 

E. Multi-Modal and Hybrid Detection Systems 

State-of-the-art detection systems combine multiple signals. 

RAIDER (2024) combining BERT, URL analysis, and Graph 

Neural Network achieves 98.9% accuracy. PhishGuard-AI 

combining LLM detector, behavioral analysis, and DMARC 

achieves 97.6% accuracy on the APWG Q1 2024 dataset [10]. 

5. EXPERIMENTAL ANALYSIS AND RESULTS 

A. Dataset Description 

For comparative analysis, we evaluated detection methods 

against three dataset categories: (1) Traditional Phishing 

Dataset: 10,000 emails from PhishTank and APWG archives 

(2015–2022); (2) AI-Generated Phishing Dataset: 5,000 

emails generated using GPT-4, Claude 3, and Gemini Pro with 

varying personalization levels; (3) Hybrid Dataset: 8,000 

emails mixing traditional and AI-generated content. 

B. Key Findings 

Finding 1 – Performance Degradation Against AI-

Generated Content: All traditional ML methods showed 

significant performance degradation (15–35% accuracy drop) 

when tested against AI-generated phishing content. Classical 

detectors optimized for grammatical errors and template 

patterns failed against fluent, contextually accurate AI-

generated messages. 

Finding 2 – Transformer Model Resilience: Fine-tuned 

BERT and RoBERTa models maintained 94–97% accuracy 

even against AI-generated phishing, suggesting that semantic 

analysis captures patterns beyond surface grammar. However, 

these models showed vulnerability to adversarial examples 

specifically crafted to evade them. 

Finding 3 – The AI Arms Race Phenomenon: Phishing 

content generated by more recent LLMs (GPT-4 vs. GPT-3.5) 

proved significantly harder to detect, with detection rates 

dropping from 91% to 78%. This suggests an ongoing arms 

race where newer generative models continuously challenge 

existing detectors. 

Finding 4 – Multi-Modal Detection Superiority: Hybrid 

systems combining NLP analysis with behavioral signals, 

URL reputation, and metadata features consistently 

outperformed single-modality approaches by 3–8%, 

demonstrating the value of defense-in-depth strategies. 

6. OPEN CHALLENGES AND RESEARCH GAPS 

A. Technical Challenges 

• The Arms Race Problem: Generative models evolve 

faster than detection systems can be retrained. 

• Data Scarcity: Limited publicly available labeled 

datasets of AI-generated phishing content. 
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• Adversarial Robustness: Attackers can probe and bypass 

detection systems through iterative refinement. 

• Multilingual Attacks: Most detection systems are 

English-centric; multilingual phishing remains 

underexplored. 

• Voice and Video Modalities: Detection of deepfake 

vishing and video phishing lags behind text detection. 

B. Operational and Ethical Challenges 

• False Positive Management: High-security detection 

increases legitimate email blocking, impacting 

productivity. 

• Real-Time Processing: Transformer-based detection has 

high latency incompatible with email gateway SLAs. 

• AI Responsibility: Questions about liability when LLM 

providers’ models are used for phishing. 

• Detection Bias: NLP detectors may unfairly flag non-

native English speakers’ communications as suspicious. 

 
Fig. 3: SHIELD Multi-Layer Defense Framework 

7. PROPOSED MULTI-LAYER DEFENSE 

FRAMEWORK (SHIELD) 

Based on our analysis, we propose SHIELD (Systematic 

Hybrid Intelligence-Enhanced Layered Defense), a 

comprehensive framework for defending against AI-generated 

phishing attacks comprising five integrated layers. 

Layer 1: Infrastructure Security—Strict 

DMARC/DKIM/SPF enforcement at the email gateway, real-

time domain reputation scoring with AI-trained classifiers, 

and automated takedown coordination for detected phishing 

infrastructure. 

Layer 2: AI-Powered Content Analysis—Fine-tuned 

PhishBERT+ transformer model for primary classification, 

LLM-generated content detector as secondary validation 

layer, and adversarial training pipeline with monthly model 

updates using new attack samples. 

Layer 3: Behavioral Analytics—Communication graph 

anomaly detection for impersonation identification, user 

behavior baseline modeling for contextual risk scoring, and 

multi-channel correlation to detect coordinated email + SMS 

+ voice attacks. 

Layer 4: Human-in-the-Loop Verification—Risk-tiered 

review where high-confidence detections are auto-quarantined 

and borderline cases flagged for human review. Security 

awareness training using AI-generated phishing simulations 

and threat intelligence sharing through sector-specific ISACs. 

Layer 5: Incident Response—Automated credential reset 

workflows triggered upon confirmed compromise, forensic 

analysis pipeline for AI-generated phishing attribution, and 

regulatory reporting automation for compliance (GDPR, 

HIPAA). 

8. CONCLUSIONS 

This paper presented a comprehensive survey of AI-generated 

phishing attacks and the state-of-the-art detection 

methodologies designed to counter them. Our analysis reveals 

that the integration of Large Language Models into the 

cybercriminal toolkit represents a fundamental shift in the 

phishing threat landscape—one that renders traditional rule-

based and simple ML-based detection approaches largely 

ineffective. 

The most promising detection approaches leverage the same 

transformer architectures that enable sophisticated phishing 

generation, creating a technological arms race between 

attackers and defenders. Fine-tuned BERT and RoBERTa 

models demonstrate strong performance but require 

continuous updates against evolving generative models. 

Hybrid multi-modal systems combining NLP analysis with 

behavioral signals, metadata analysis, and threat intelligence 

represent the current gold standard. 

We proposed the SHIELD framework as a practical multi-

layered defense architecture. Future work should focus on 

developing benchmark datasets specifically for AI-generated 

phishing, creating explainable detection systems, and 

establishing ethical frameworks for responsible disclosure in 

this dual-use research domain. 
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