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Abstract - In this paper, we review recent work using 

AI to generate configurations for Software-Defined 

Networking (SDN). This is not a straightforward 

task, as SDN enables network management to be 

“programmed” on paper, but actual configuration of 

network devices remains a challenging, error-prone 

task. High-level intent needs to be translated to 

low-level device settings. We present a range of 

recent approaches, building on top of Large 

Language Models (LLMs), Generative AI, 

Intent-Based Networking (IBN), and multi-agent 

systems,  and  in  particular  on  top of 

Retrieval-Augmented Generation (RAG). We 

assessed and compared the performance of the 

current state-of-the-art AI-based tools for generating 

network configurations, including the recently 

developed framework for generating SDN 

configurations based on Intent decomposition, 

Contextual retrieval, and IaC (Infrastructure as 

Code) for provisioning, testing and deployment, 

especially for SDN and cloud-native networks. We go 

into great detail and present an in-depth analysis of 

the current work and especially the shortcomings, 

such as the lack of formal verification, the risk of 

vendor lock-in, security risks, lack of explainability, 

and lack of learning in a dynamic network. Our 

results  show  that  the  currently  available 

AI-generated configurations for networks hold 

promise for enabling fully self-managing, scalable, 

and dynamic networks. However, several validation 

tools and more concrete proof-of-work need to be 

delivered by industry before these technologies can 

be deployed in production. 

Key words: retrieval-augmented generation (RAG), 

network automation, intent-based networking (IBN), 

large language models (LLMs), and software-defined 

networking (SDN). 

 

 

1. INTRODUCTION 

 
Today, almost all organizations use computer networks 
for communication, data sharing, online services and 
many other activities. As a network grows in size , 

keeping track of all devices and their configurations can 
be a tedious job . Network administrators frequently 
have to configure different devices and ensure they work 
well together. This can take a long time, especially if 
changes are needed frequently. Software Defined 
Networking provides an alternative way to manage 
networks. It decouples the control of the network from 
the physical devices and it enables many network 
operations to be controlled by software. Therefore, SDN 
is useful to create networks that are easier to control and 
automate. But the administrators should understand the 
network needs, and translate them into the and translate 
them into the policies, rules, and configurations that the 
software controller can enforce across the network 
infrastructure. 

Recent upgrades in AI, in particular generative AI 
and large language models (LLMs), offer new 
opportunities to simplify network management. Instead 
of having to write each configuration manually, 
administrators can simply state what they want the 
network to do, and artificial intelligence can create a 
configuration based on those instructions. This can cut 
down time and repetitive work involved in network 
configuration. This study looks at how AI can be used to 
generate network configurations in Software-Defined 
Networking (SDN) environments. 

 

Fig -1: Referenced from study-ccna.com 
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2. Review of literature 

 

Network management has evolved far from the days of 

strictly manual infrastructure, thanks largely to recent 

advances in Software-Defined Networking (SDN) and 

intent-based automation. But let’s face it, even with a 

centralized SDN controller providing good 

programmability humans still are stuck doing the tedious 

work. Admins still need to take high-level business 

requirements and map it manually into exact low-level 

device configurations. This is a large operational 

bottleneck. Which is why the recent arrival of Large 

Language Models (LLMs), Generative AI, feels like 

such a true watershed moment. Those tools are finally 

starting to eat away that brutal daily operational 

complexity, allowing engineers to just write out 

requirements in plain, natural language and get instant 

ready-to-run network configurations in return. In their 

work, Brodimas et al. (2025) suggest an Intent-Based 

Infrastructure and Service Orchestration framework 

based on an Agentic AI. The presented framework 

integrates IBN, LLMs, multi-agents, and IaC to make 

the process of managing networks and infrastructure 

much easier. Instead of working according to some 

predefined workflows, the solution provides users with 

an ability to define their needs using plain language. The 

Intent Decomposition Agent (IDA) is used in the 

framework to manage different specialized agents and to 

interpret the needs. The agents are able to perform 

various actions related to infrastructure provisioning, 

Kubernetes cluster management, and service 

deployment. This way, it is possible to achieve higher 

levels of automation, however, human intervention is 

still required for critical actions. 

One major aspect of the contribution made by this study 

lies in the use of a distributed multi-agent reasoning 

approach in place of a monolithic AI-based reasoning 

approach. Every agent has an individual responsibility, 

and some of the responsibilities include analyzing intent, 

providing the required infrastructure, managing 

resources, and deploying applications. The reasoning 

approach that is used in this case is ReAct (Reasoning 

and Acting). It allows agents to analyze user intent, call 

the required tools, interact with other agents, and create 

Infrastructure as Code configurations. This framework 

further incorporates Retrieval-Augmented Generation 

(RAG) and Model Context Protocol (MCP) for adequate 

context understanding as opposed to simply relying on 

pre-trained knowledge for configuration generation. 

Hence, prior to any configuration generation, it retrieves 

relevant domain information and corresponding 

infrastructure information, and subsequently generates 

appropriate deployment plans. By storing both long-term 

memory and short-term memory, this framework 

facilitates consistent multi-step reasoning throughout 

complex network orchestration steps. The integrated 

framework with support for Infrastructure-as-Code (IaC) 

tools. The framework utilizes IaC to interpret user intent 

and provision the necessary cloud based infrastructure. 

This enables configuration of Kubernetes clusters as 

well as the subsequent deployment of network services. 

In contrast to SDN controllers which typically provide 

users with interfaces to interact with the system, such as 

a REST API or a graphical user interface, the framework 

under consideration translates natural language 

statements into actions to deploy required network 

services and corresponding configuration. 

Experimental evaluation of the Agentic AI framework 

proves significant increase in completion rates of tasks, 

accuracy of configurations and in efficiency of tasks 

compared to manual approaches of orchestrating same 

tasks. In particular the framework was tested by setting 

up an Open5GS-based 5G core network and a 

Kubernetes cluster, and then using the framework for 

fully automated provision of necessary infrastructure for 

running the core network, with minimal to no human 

interaction, and with strict validation to guarantee 

reliable execution of the tasks. The results from this 

research are comparable to recent research on 

Leveraging Generative AI for Intent-Based Networking 

Operations in Network Slices. The recent research 

involved the use of LLMs integrated into an SDN 

controller in order to Automatically Interpret User 

Intent, Validate Network Parameters, Automatically 

Generate Corresponding Network Configuration, and 

Explain the Corresponding Intent(s). Results from the 

recent research were able to achieve Factual Accuracy of 

around 93% while Reducing Manual Configuration 

Effort. The recent research as well as the work here 

illustrates the recent trend in SDN research of Moving 

from Simple Automation to Intelligent Systems that can 

Interpret User Intent, Reason Network Requirements, 

and Generate Corresponding Machine-Readable 

Network Configuration. While Agentic AI systems are 

becoming highly intelligent, there are a number of 

challenges awaiting their solutions in future research. 

https://ijsrem.com/


          
             International Journal of Scientific Research in Engineering and Management (IJSREM) 

                 Volume: 10 Issue: 09 | Sep - 2026                            SJIF Rating: 8.659                                       ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                                                                                                                            |        Page 3 
 

 

Above all, Agentic AI systems such as large language 

models need robust security, good governance and 

human verification for critical processes, in order to 

prevent mistakes or even malicious configurations. 

Large language models also have the drawback of a high 

computational effort and of potential inconsistencies in 

their reasoning in very dynamic network environments. 

Future research therefore needs to focus on scalable 

multi-agent systems, secure autonomous execution of 

actions on better explainability of decisions and on the 

integration into AI-native 6G-networking architectures. 

Based on the provided literature, the Agentic AI 

frameworks are moving SDN from mere automation to a 

completely new generation of Network Management, 

where future SDN networks will become fully 

autonomous, highly scalable and above all user-centric, 

thanks to the use of Agentic AI to generate and deploy 

network configurations, using tools such as Natural 

Language Understanding, Multi-Agent Systems, 

Retrieval-Augmented Generation and 

Infrastructure-as-Code. 

 

 

3. Research Gap 

 

Recent advancements in Large Language Models 

(LLMs), Generative Artificial Intelligence (GenAI) and 

Intent-Based Networking (IBN) have further automated 

Software-Defined Networking (SDN). Current work is 

able to translate human written intents into 

machine-executable network configurations and even 

directly integrate these with current SDN controllers 

(e.g. OpenDaylight, ONOS, ETSI TeraFlowSDN). 

Emerging work is applying Retrieval-Augmented 

Generation (RAG), multi-agent systems and 

Infrastructure-as-Code (IaC) in order to improve 

contextual understanding and automate network 

deployment. As yet, however, a number of open research 

challenges need to be resolved in order to realize fully 

autonomous AI-based network management. 

3.1. Lack of End-to-End Autonomous Network 

 

ConfigurationMost frameworks for network 

management using AI for configuring SDN include a 

human-in-the-loop, for example, approving a generated 

configuration for a network before it is applied. 

However, currently there is a lack of end-to-end 

autonomous SDN configuration frameworks, i.e., 

systems that perform natural language interpretation and 

configuration generation but lack automated validation, 

deployment, continuous monitoring, and rollback of the 

generated configuration. 

 

3.2. Verifying System Constraints and Formal Proofs 

 

Currently, in literature, assessing AI-generated network 

configurations, e.g. in terms of intent classification 

accuracy, execution time, and task completion rate, is 

common practice. Only a few studies check whether 

generated network configurations are correct before they 

are put into operation. Most of the important properties 

of network configurations, such as routing consistency, 

loop freedom, QoS (Quality of Service) compliance, 

policy consistency, and security constraints, are not 

checked using formal verification methods. Thus, the 

lack of powerful verification methods is a serious barrier 

to the deployment of AI-generated network 

configurations in production networks.Recently, the 

topic of verifiable configuration generation has received 

attention, but so far only for very specific scenarios. 

 

3.3. Vendor-Specific Implementation 

 

Many current solutions are implemented on top of cloud 

platforms or on top of SDN controllers like ONOS, 

OpenDaylight, ETSI TeraFlowSDN or even on top of 

systems like Kubernetes. Hence, automatically generated 

configurations are very hard to port to environments 

with multi-vendor hardware like Cisco, Juniper, Huawei 

or even Arista equipment in mixed environments. 

Developing a vendor-agnostic AI framework that can 

generate standardized configurations for such 

environments is still a wide-open research challenge. 

 

 

3.4. Insufficient Domain Knowledge and Context 

Awareness 

 

Most General-purpose LLMs suffer from a lack of 

knowledge about networking and, consequently, errors 

in the interpretation of network topologies, incorrect 

commands, and misconfigurations through 

hallucinations. Also, although RAGs have improved 

context awareness by incorporating domain-specific 

knowledge bases, their topology reasoning is, to date, 

not yet reliable enough for dynamic networks, for 

https://ijsrem.com/
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changing routing policies, and for topology-aware 

reasoning in general. Recent studies also reveal that 

topology reasoning of existing systems is not yet reliable 

enough for generating network configurations that can 

be used in practice with confidence. 

 

3.5. Security and Trustworthiness Issues 

 

Use of Generative AI is increasing and with that, new 

security challenges are emerging, for example, prompt 

injection attacks, manipulation of malicious intent, 

generation of unauthorized configurations, and attacks 

with adversarial prompts. Most of the studies are 

improving the accuracy of automation, and rarely they 

discuss authentication, authorization, explainability, and 

secure policy management. Therefore, there is a need for 

security frameworks for secure and trustworthy 

AI-assisted SDN management, which has not been 

explored sufficiently so far. 

 

3.6. Limited Explains of AI Decisions 

 

Most AI-based SDN systems today are configured by 

these systems and the decisions with respect to routing 

and policy made by the AI-based system for the 

generated network configuration, lack of explanation of 

the decisions for network configuration by such systems, 

makes many network administrators not trust their 

AI-based SDN systems. Furthermore, the lack of 

explanations for the decisions of the configuration of the 

SDN-based networks makes troubleshooting of such 

networks very hard. Today, however, Explainable 

Artificial Intelligence (XAI) techniques are not yet given 

sufficient attention within the framework of AI-based 

SDN to be deployed in enterprises. 

3.7. Future Research Direction 

 

Future research should focus on the development of an 

intelligent, AI-driven SDN environment. This concept 

involves integrating existing technologies, including 

LLMs, multi-agent systems, Retrieval-Augmented 

Generation, formal verification, digital twins, and 

continuous learning, although the order of integration 

may vary. In the future, an SDN environment should 

enable vendor-independent configuration generation, 

autonomous deployment, real-time verification, adaptive 

optimization, and explainable decision-making. At the 

same time, strong security assurances are essential to 

address unresolved challenges and ultimately achieve 

SDN environments that are fully autonomous while 

remaining trustworthy. 

 

4. RESEARCH OBJECTIVES: 

 

4.1 Identify and study current Network Configuration in 

SDN networks, and the problems with current practices 

of manual configuration as well as configuration based 

on rules. 

4.2 To investigate how different AI methods and 

techniques could be used and designed to automatically 

and intelligently generate required SDN network 

configurations. 

4.3 To design and develop a prototype system that is 

able to generate SDN configuration commands or 

policies by using AI. 

4.4 Evaluate the AI-generated configuration in terms of 

accuracy and correctness. The network requirements and 

the capability of applying the configuration in a 

SDN-based environment shall be tested. 

4.5 To compare between configurations generated by AI 

and human configurations in terms of time to configure, 

accuracy, consistency and chance of error in 

configuration. 

4.6 To test the adaptability of the new method when the 

network requirements or even the network conditions 

change. 

https://ijsrem.com/
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 Table -1: Research Methodology Phases, Methods, 
and Expected Outputs 

 

5. Research Methodology 

 

 

 

Fig -2: Referenced from Visual Paradigm 

 

 

 

 

Phase Method Output 

Problem 
Identification 

Gap Analysis Research problem 

Research 
Questions 

Question 
Formulation 

Research 
questions 

Literature Review SLR Research gaps 

Hypothesis Hypothesis 
Formulation 

Hypotheses 

Research Design Design Selection Methodology 

Data Collection Data Collection Experimental 
data 

Data Analysis Statistical 
Analysis 

Results 

Interpretation Result 
Interpretation 

Key findings 

Conclusions Validation Conclusions 

Communication Dissemination Recommendation 
s 

6. CONCLUSIONS: 

 

Software-Defined Networking (SDN) has significantly 

improved network management by separating the 

control plane from the data plane and providing 

centralized, programmable control of network resources. 

However, network configuration still requires 

considerable technical knowledge and manual effort, 

particularly when network requirements change 

frequently. This research examined the potential of 

Artificial Intelligence (AI), Generative AI, and Large 

Language Models (LLMs) to address these challenges 

by automatically generating network configurations 

from high-level, natural-language requirements. The 

literature review indicates that recent developments in 

LLM-based network management, Intent-Based 

Networking (IBN), Retrieval-Augmented Generation 

(RAG), multi-agent systems, and Infrastructure-as-Code 

(IaC) have created new possibilities for intelligent SDN 

configuration. Existing research demonstrates that AI 

can interpret user intent and generate machine-readable 

network configurations, reducing manual configuration 

effort and improving the efficiency of network 

management. However, the reviewed studies also 

identify important limitations, including configuration 

https://ijsrem.com/
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errors and hallucinations, insufficient topology 

awareness, vendor-specific implementations, limited 

formal verification, security concerns, and the need for 

human intervention before configurations are deployed. 

Based on these findings, this research proposes an 

AI-driven approach for generating SDN network 

configurations from natural-language network 

requirements. The proposed approach aims to combine 

AI-based intent interpretation with configuration 

generation and validation so that generated 

configurations can be evaluated for accuracy, 

correctness, consistency, and applicability before 

deployment. The research also aims to compare 

AI-generated configurations with manually created 

configurations in terms of configuration time, accuracy, 

consistency, and error rate. The proposed research has 

the potential to reduce repetitive work for network 

administrators and provide a more accessible method of 

managing  SDN  environments.  Nevertheless, 

AI-generated configurations should not be considered 

reliable for unrestricted autonomous deployment without 

appropriate validation and security mechanisms. Future 

development should therefore focus on formal 

verification,  real-time  network  monitoring, 

vendor-independent configuration generation, 

explainable AI, secure AI execution, digital twins, and 

continuous feedback mechanisms. 

 

In conclusion, AI-generated network configurations 

represent a promising direction for the future of SDN 

management. By combining SDN programmability with 

the natural-language understanding and 

configuration-generation capabilities of modern AI 

systems, network management can move from 

predominantly manual configuration toward more 

intelligent, automated, adaptive, and user-centric 

network operations. The successful implementation of 

such systems will depend not only on the accuracy of 

AI-generated configurations but also on their 

verification, security, explainability, and ability to 

operate reliably in dynamic and multi-vendor network 

environments. 
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