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Abstract

Loitering, defined as the prolonged presence of an individual
or group in a particular area without a clear purpose, has been
identified as a significant indicator of potential criminal or
suspicious activity in public and private spaces. Traditional
security systems rely heavily on human surveillance, which
is prone to fatigue, bias, and error, especially in environments
requiring continuous monitoring such as malls, parking lots,
transportation terminals, and critical infrastructure zones. To
address these limitations, this research presents the design
and implementation of an Al-based loitering detection
system that leverages deep learning and computer vision
techniques to identify, track, and analyze human behavior in
real-time. The proposed system integrates the YOLOVS (You
Only Look Once, version 8) object detection model with a
custom tracking and time-based behavioral analysis
module, enabling precise recognition of individuals who
exhibit loitering behavior within a designated field of view.

The system architecture is composed of three core modules:
detection, tracking, and behavior analysis. The detection
module employs YOLOVS, a state-of-the-art real-time object
detection framework known for its high accuracy and
computational efficiency. By fine-tuning the YOLOv8n
model with datasets representing various surveillance
scenarios, the system accurately identifies human subjects
while minimizing false positives from non-human objects.
Once individuals are detected, the tracking module maintains
a persistent identity across frames using an object-tracking
algorithm. This ensures that movement patterns are

consistently monitored, even when partial occlusion or
overlapping occurs. The final module, behavioral analysis,
interprets the spatiotemporal data generated by tracking to
determine whether an individual has remained within a
specific region for longer than a predefined threshold,
signifying loitering behavior.

A Flask-based web interface provides users with an intuitive
platform for real-time video input, either through live camera
feeds or uploaded footage. Detected loitering events trigger
automatic alerts through the system’s notification module,
implemented in alert.py, which can be extended to integrate
with third-party systems such as SMS, email, or centralized
security dashboards. This end-to-end implementation creates
a fully functional AI surveillance pipeline capable of
autonomous behavioral detection without requiring constant
human supervision.

The proposed model demonstrates several advantages over
conventional video surveillance systems. First, by utilizing
YOLOvVS8’s enhanced feature extraction and bounding-box
regression capabilities, the system achieves superior
detection accuracy, even under challenging conditions such
as poor lighting or crowded environments. Second, the
integration of object tracking allows the system to
differentiate between transient movements and prolonged
presence, thereby reducing false alarms caused by stationary
objects or brief pauses. Third, the modular architecture
ensures scalability and adaptability, allowing deployment
across various hardware configurations ranging from edge
devices to cloud servers.
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Beyond technical performance, this research also emphasizes
the importance of ethical and privacy considerations in Al-
based surveillance applications. While loitering detection can
enhance public safety and assist law enforcement in crime
prevention, it raises critical concerns regarding data privacy,
consent, and potential misuse of personal footage. To mitigate
these risks, the system has been designed with privacy-
preserving mechanisms, such as limiting data retention,
anonymizing detected individuals by blurring facial regions,
and allowing deployment within private networks without
continuous cloud data transmission. Additionally,
transparency in algorithmic operation and configurable
sensitivity settings empower organizations to comply with
data protection regulations like the General Data Protection
Regulation (GDPR).

Experimental evaluation of the system was conducted using
multiple video datasets representing real-world conditions,
including open-source surveillance footage and controlled
environments. The performance metrics, including precision,
recall, and Fl-score, indicate that the YOLOv8-based
loitering detection framework achieves high accuracy in
distinguishing between normal and suspicious human
activity. Comparative analysis against older YOLO versions
and baseline CNN models shows a marked improvement in
both inference speed and detection precision, confirming
YOLOVS’s suitability for time-sensitive applications.

In conclusion, this study contributes a robust, adaptable, and
ethically aware Al solution for automated loitering detection.
By merging real-time object detection with behavioral
analytics, the system not only assists security personnel in
early threat identification but also establishes a foundation for
future research in intelligent video surveillance, crowd
behavior modeling, and public safety automation. The
proposed framework balances technmical innovation with
responsible AI deployment, ensuring that advances in
machine learning serve societal needs while respecting
fundamental human rights.

2. Introduction

The growing concern over public safety and crime prevention
has accelerated the adoption of intelligent surveillance
systems across cities and organizations worldwide. In an era
where urban areas are increasingly equipped with cameras,
there is a pressing need to shift from passive video
monitoring to active, intelligent analytics capable of
understanding human behavior in real time. Among the
various behaviors monitored by modern surveillance systems,
loitering—the act of an individual remaining in a particular
area for an extended period without an apparent purpose—
serves as a strong indicator of potential security threats,
vandalism, or other unlawful intentions. Detecting such
behavior efficiently requires a combination of computer
vision, machine learning, and behavioral analytics, which
together form the backbone of this research.

Traditional surveillance systems depend heavily on human
operators who continuously observe live feeds to identify
suspicious behavior. However, this manual process is highly
inefficient, error-prone, and resource-intensive. Studies have
shown that human attention declines drastically after only a
few minutes of constant visual monitoring, leading to missed
incidents and delayed responses. Additionally, in high-
density environments such as train stations, airports, and
commercial centers, it becomes practically impossible for
security personnel to monitor every camera simultaneously.
These challenges highlight the urgent need for automated
surveillance systems that can interpret visual scenes
intelligently and alert authorities proactively.

With advancements in deep learning and real-time object
detection, Artificial Intelligence (AI) has become a key
enabler for such systems. Algorithms like YOLO (You Only
Look Once) have revolutionized the field of object detection
by offering exceptional speed and accuracy in recognizing
multiple objects within a single frame. The latest iteration,
YOLOVS, provides improved feature extraction, bounding
box prediction, and lightweight model architecture, making it
ideal for deployment on both high-performance servers and
embedded systems. Leveraging YOLOVS, this study proposes
a real-time loitering detection model that analyzes human
movement across video frames, identifies stationary or slow-
moving individuals, and classifies such behavior as potential
loitering.

The goal of the proposed system is to minimize human
intervention in monitoring tasks while ensuring timely and
accurate detection of suspicious activities. It achieves this by
integrating several essential modules: detection, tracking,
temporal analysis, and alerting. The detection component
identifies all persons present within the scene. The tracking
component, built using motion-based algorithms and object
identity mapping, ensures that each detected individual is
consistently tracked over time. The temporal analysis module
monitors the movement duration and spatial coordinates of
each tracked individual, determining whether their behavior
qualifies as loitering based on preset parameters such as time
thresholds and location boundaries. Finally, the alerting
mechanism notifies security personnel through visual and
audio cues when loitering is detected.

The significance of this research extends beyond its technical
contributions. Automated loitering detection systems hold
immense value across multiple domains:

e Public Safety: In urban surveillance, early detection
of loitering near sensitive areas such as schools,
ATMs, or government buildings can prevent
potential crimes.

e Retail and Commercial Environments:
Identifying individuals lingering around restricted
zones can reduce theft or vandalism incidents.
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e Transportation Hubs: Detecting unaccompanied
persons or prolonged presence near entry/exit points
enhances crowd management and emergency
preparedness.

¢ Smart Cities and IoT Ecosystems: Integrating Al-
based surveillance into existing smart city
frameworks contributes to data-driven urban
management and predictive security measures.

Despite the numerous advantages of Al-powered
surveillance, the deployment of such systems also introduces
ethical and privacy challenges. Real-time monitoring
inherently involves processing sensitive visual data, which, if
mishandled, could lead to privacy breaches or misuse.
Therefore, a critical component of this research is ensuring
that the Al system operates within ethical guidelines—
anonymizing personal identities, restricting data storage, and
allowing configurable security thresholds to comply with
legal and societal standards. By incorporating privacy-
preserving mechanisms, the project ensures that
advancements in Al surveillance technology do not
compromise fundamental human rights.

Moreover, this research aims to contribute to the broader field
of computer vision-based behavior recognition, an arca
gaining significant traction in academia and industry. While
most prior research has focused on object classification and
activity recognition, loitering detection introduces an
additional temporal dimension, requiring continuous
tracking and duration-based analysis. This makes the problem
inherently more complex and computationally demanding.
The proposed system addresses these challenges by
combining YOLOvVS for efficient object detection with
optimized tracking algorithms that balance accuracy and
performance.

In essence, this research represents a step toward
autonomous, intelligent, and ethical surveillance systems
capable of enhancing situational awareness in real-world
environments. By fusing state-of-the-art Al models with
practical system design, it aims to deliver a scalable solution
adaptable to various surveillance contexts. Furthermore, the
insights and methodologies developed here can serve as a
foundation for future innovations in behavioral analytics,
anomaly detection, and smart security infrastructure.

3. Literature Review

The field of intelligent video surveillance has evolved rapidly
over the past two decades, shifting from traditional rule-based
systems to sophisticated Al-driven architectures capable of
real-time human behavior analysis. This section reviews the
key advancements in loitering detection, object
recognition, human behavior analysis, and computer

vision-based surveillance technologies. It highlights how
earlier methods relied on handcrafted features and motion
segmentation, while modern systems leverage deep learning
frameworks like YOLOWVS to achieve high accuracy and real-
time performance. Furthermore, this review examines the
ethical, technical, and operational gaps in existing systems
that the proposed model seeks to address.

3.1 Traditional Computer Vision-Based Approaches

The earliest forms of automated surveillance were grounded
in motion detection and background subtraction
techniques. Researchers employed mathematical models to
distinguish foreground (moving objects) from static
background environments. For instance, Gaussian Mixture
Models (GMMs), Running Average Filters, and Frame
Differencing were among the first algorithms to achieve
automated detection of movement in a video feed. These
methods were computationally simple and suitable for early
CCTV systems with limited processing power.

However, while motion detection could identify movement,
it could not differentiate between types of motion (ec.g.,
walking, running, standing) or classify the object’s identity.
For loitering detection, understanding the type and purpose of
motion is crucial—merely detecting movement is
insufficient. Moreover, traditional algorithms suffered from
false positives caused by environmental noise such as
shadows, lighting variations, reflections, and background
movement like waving trees or passing vehicles. These
limitations often rendered early systems unreliable for real-
world deployment in dynamic or crowded environments.

Optical flow-based methods, such as those introduced by
Horn and Schunck (1981), analyzed pixel motion vectors
between consecutive frames to estimate object movement.
While these methods provided more detailed motion patterns,
they were highly sensitive to noise and computationally
expensive for high-resolution video processing. Similarly,
background modeling techniques like those proposed by
Stauffer and Grimson (1999) could adapt to gradual
illumination changes but struggled with abrupt scene
transitions or heavy occlusions.

As a result, the traditional phase of video analytics laid the
groundwork for motion understanding but lacked the
intelligence to interpret context—a fundamental requirement
for identifying loitering behavior, which is defined not just by
movement but by temporal persistence and intent.

3.2 Transition to Machine Learning and Feature-Based
Models

By the early 2000s, researchers began integrating machine
learning to improve classification accuracy and adaptability
in surveillance systems. Machine learning introduced the
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ability to “learn” behavioral patterns rather than relying solely
on static rules. Algorithms such as Support Vector Machines
(SVMs), k-Nearest Neighbors (k-NN), Decision Trees, and
Hidden Markov Models (HMMs) became widely adopted
for event and anomaly detection.

Feature extraction played a crucial role during this phase.
Researchers designed handcrafted features such as:

e Histogram of Oriented Gradients (HOG) — for
edge and shape representation, commonly used for
pedestrian detection.

e Local Binary Patterns (LBP) — for texture-based
motion analysis.

e Optical flow descriptors — for estimating velocity
and direction of movement.

e Scale-Invariant Feature Transform (SIFT) and
Speeded-Up Robust Features (SURF) — for object
identification and matching across frames.

For instance, Niu et al. (2006) proposed a trajectory-based
approach using SVMs to detect loitering by analyzing
movement paths of individuals over time. Similarly, Zhong et
al. (2004) used HMMs to model human motion sequences,
allowing systems to differentiate between walking, running,
and standing behaviors.

Despite these advancements, traditional machine learning
systems had notable drawbacks. They required manual
feature engineering, which demanded expert knowledge and
often failed to generalize across different environments. A
model trained in a shopping mall, for example, would
perform poorly when deployed in a parking lot or a railway
station. Furthermore, these algorithms lacked end-to-end
learning, meaning feature extraction, classification, and
decision-making were separate processes—introducing
inefficiencies and higher error rates.

3.3 Rise of Deep Learning and End-to-End Models

The introduction of deep learning, particularly
Convolutional Neural Networks (CNNs), revolutionized
the computer vision landscape. Deep learning allowed
systems to automatically learn complex visual features from
raw image data, eliminating the need for manual feature
design. With the advent of large datasets (e.g., ImageNet) and
high-performance GPUs, deep networks became the standard
for image recognition and object detection tasks.

Models such as AlexNet (2012), VGGNet (2014), and
ResNet (2015) demonstrated that CNNs could outperform
traditional methods by a large margin. These networks
learned multi-level abstractions—edges, textures, shapes, and
object semantics—directly from images, making them ideal
for complex surveillance scenarios. In behavior recognition,

deep learning enabled systems to not only detect objects but
also understand actions and contextual interactions.

In surveillance, CNN-based systems began replacing
handcrafted approaches for pedestrian detection, crowd
counting, and anomaly detection. For example, Sultani et al.
(2018) introduced a weakly supervised deep anomaly
detection framework that could identify abnormal events
without explicit annotations. However, while effective, these
models were computationally heavy and unsuitable for real-
time monitoring due to high latency and resource demands.

3.4 Advancements in Object Detection Frameworks

A major milestone in deep learning-based vision systems was
the emergence of object detection networks, which could
both locate and classify objects in an image. The R-CNN
series (Girshick et al., 2014) introduced a region-based
detection framework that achieved excellent accuracy but
suffered from slow inference times. Fast R-CNN and Faster
R-CNN improved efficiency through shared convolutional
layers and region proposal networks, yet remained unsuitable
for real-time deployment on standard hardware.

To address this, researchers developed real-time object
detection models, most notably YOLO (You Only Look
Once) and Single Shot MultiBox Detector (SSD). YOLO
transformed object detection by framing it as a single
regression task, enabling end-to-end detection in one neural
pass. YOLOV1 (2016) could process 45 frames per second,
marking a breakthrough for video analytics. Subsequent
versions—YOLOv3, YOLOvVS, YOLOvV7, and YOLOv8—
introduced improvements in accuracy, multi-scale feature
detection, and model efficiency.

The latest version, YOLOVS, incorporates an anchor-free
detection head, improved feature pyramid network
(FPN), and decoupled classification and regression
branches, enabling more accurate detection of small or
overlapping objects. Importantly, YOLOvV8’s nano
(YOLOvVS8n) and small (YOLOVS8s) variants are optimized
for lightweight deployment, making them ideal for embedded
systems and edge devices commonly used in surveillance
networks. The architecture balances high accuracy with low
latency, which is critical for real-time loitering detection
where immediate response is required.

3.5 Loitering Detection Using Deep Learning and
Tracking

Modern loitering detection frameworks combine object
detection with multi-object tracking (MOT) and temporal
behavior analysis. Tracking algorithms such as SORT
(Simple Online and Realtime Tracking), DeepSORT, and
ByteTrack assign unique IDs to detected individuals and
maintain continuity across frames. This enables systems to

© 2026, IJSREM | https://ijsrem.com

| Page 4


https://ijsrem.com/

Volume: 10 Issue: 04 | April - 2026

International Journal of Scientific Research in Engineering and Management (IJSREM)
SJIF Rating: 8.659

ISSN: 2582-3930

monitor the duration and location of each person’s
movement—two key indicators of loitering behavior.

Li et al. (2019) integrated YOLOv3 with DeepSORT for
crowd-based loitering detection, demonstrating accurate
tracking in moderately complex environments. However,
performance degraded under occlusion or sudden motion.
Similarly, Dhamija et al. (2020) proposed a spatio-temporal
reasoning system that modeled human behavior sequences to
detect loitering and anomalous crowd activities. These
approaches, while promising, often required high-end GPUs
and large labeled datasets, making them difficult to scale for
real-world use.

Recent innovations have attempted to make loitering
detection more context-aware by incorporating semantic
segmentation and scene understanding. For instance, some
systems distinguish between “permissible” and “restricted”
zones, using geofencing concepts to trigger alerts only in
sensitive areas. However, these enhancements also increase
system complexity and data requirements.

3.6 Ethical, Privacy, and Operational Challenges

While technical improvements have enhanced accuracy and
speed, ethical considerations remain a critical concern. The
deployment of Al-based surveillance systems raises questions
about data privacy, bias, and accountability. Many systems
store facial or movement data without explicit consent,
violating privacy laws such as the GDPR (General Data
Protection Regulation). Additionally, biases in training data
may cause disproportionate targeting of specific groups or
demographics.

Therefore, responsible Al surveillance must include privacy-
preserving mechanisms, such as anonymizing faces,
encrypting video data, and limiting retention periods.
Transparent algorithmic decision-making and adjustable
detection sensitivity are also essential to prevent misuse. The
proposed YOLOvS8-based system incorporates these
principles by anonymizing outputs and allowing localized
processing on private networks to ensure ethical compliance.

3.7 Research Gaps and Motivation

Despite remarkable progress, several limitations persist in the
domain of loitering detection:

1. Real-Time Performance vs. Accuracy Trade-off:
Many systems achieve high accuracy but cannot
operate at real-time frame rates on standard
hardware.

2. Data Generalization: Most research models are
trained on limited or domain-specific datasets,
reducing robustness across diverse environments.

3. Privacy Neglect: Ethical compliance is often
overlooked in favor of raw detection performance.

4. Complex Deployment: Some deep learning models
require extensive computational resources, making
them impractical for edge deployment or low-budget
systems.

To bridge these gaps, this research proposes an Al-based
loitering detection model utilizing YOLOV8 combined with
an intelligent tracking and temporal analysis pipeline. The
system is designed for real-time performance, scalability,
and privacy compliance, representing a balance between
cutting-edge Al technology and responsible implementation.
By leveraging YOLOVS’s efficiency, the model demonstrates
that accurate loitering detection can be achieved without
sacrificing speed or ethical integrity, contributing a practical
solution for  modern surveillance ecosystems.

4. Problem Definition

In the era of increasing urbanization, the demand for
intelligent and automated surveillance systems has grown
exponentially. Cities, organizations, and governments are
investing heavily in security infrastructures to prevent
criminal incidents and improve situational awareness in
public spaces. Despite these efforts, conventional
surveillance systems remain largely reactive rather than
proactive, relying heavily on human operators to interpret
live video feeds and respond to potential threats. One of the
most significant behaviors that often precedes criminal or
antisocial acts is loitering—the act of remaining in a
particular area for an extended period without an identifiable
purpose. Detecting such behavior early can enable authorities
to intervene before an incident occurs, but doing so accurately
and in real-time poses multiple technical and operational
challenges.

4.1 Context and Background

Loitering, in the context of security and surveillance, is often
defined as unusual stationary or slow-moving behavior in
areas where continuous presence is uncommon or
unauthorized. Examples include individuals standing near
bank entrances, school perimeters, ATMs, or restricted
facilities for an abnormal amount of time. While a person may
loiter for legitimate reasons, statistically, loitering often
precedes incidents such as theft, vandalism, harassment, or
intrusion. Hence, early detection serves as a preventive layer
in modern surveillance ecosystems.

Conventional Closed-Circuit Television (CCTV) systems,
though widely deployed, depend on human operators to
interpret behavior manually. A single operator may be
responsible for monitoring dozens of screens simultaneously,
resulting in fatigue, decreased attention, and delayed
responses. Research has shown that human accuracy in
continuous video monitoring drops sharply after 20 minutes
of observation. This inefficiency underlines the necessity for

© 2026, IJSREM | https://ijsrem.com

| Page 5


https://ijsrem.com/

Volume: 10 Issue: 04 | April - 2026

International Journal of Scientific Research in Engineering and Management (IJSREM)
SJIF Rating: 8.659

ISSN: 2582-3930

Al-powered behavioral analysis systems capable of
automating threat recognition while maintaining consistent
accuracy over time.

Over the years, several approaches have been developed to
automate video analysis. Traditional —motion-based
algorithms could detect movement but lacked semantic
understanding of human behavior. Machine learning
introduced feature-based classification but required
handcrafted features and extensive manual tuning. Only with
the advent of deep learning and models like YOLO (You
Only Look Once) did real-time, context-aware detection
become feasible. However, most existing systems still face
issues related to real-time tracking, temporal reasoning,
data privacy, and environmental robustness. These
persistent challenges define the core research problem
addressed in this study.

4.2 Problem Statement

The central problem this research seeks to solve is the lack of
an accurate, real-time, and privacy-conscious loitering
detection system capable of operating under diverse
environmental and lighting conditions. While numerous
computer vision models can detect objects or people in static
frames, few systems can analyze behavior over time—
particularly in continuous video streams where an
individual’s position, speed, and movement must be
monitored to infer intent.

In essence, the problem can be articulated as follows:

“How can artificial intelligence be leveraged to accurately
detect and analyze loitering behavior in real time while
maintaining system efficiency, minimizing false positives,
and ensuring ethical and privacy compliance in modern
surveillance environments?”

This question encapsulates multiple subproblems:

1. Behavioral Complexity: Distinguishing between
normal and suspicious stationary behavior requires
temporal reasoning that extends beyond single-
frame detection.

2. Environmental Variability: Lighting changes,
camera angles, weather, and crowd density
introduce noise that challenges model accuracy.

3. Data Limitations: The lack of labeled loitering
datasets complicates model training and validation.

4. Resource Constraints: Many surveillance systems
operate on limited hardware resources where
complex models may not run efficiently.

5. Ethical Considerations: Ensuring privacy and
compliance with regulations such as the GDPR or

local surveillance laws is essential to public
acceptance.

Addressing these subproblems necessitates a balanced
approach that combines technological innovation,
algorithmic optimization, and ethical responsibility.

4.3 Research Objectives

To resolve the stated problem, this research aims to design
and implement a deep learning-based loitering detection
system capable of identifying and analyzing human behavior
in real-time video feeds. The objectives are categorized as
main and specific goals:

Main Objective

To develop an Al-driven loitering detection framework
using the YOLOVS object detection model integrated with
multi-object tracking and temporal behavior analysis to
accurately detect loitering in real-time surveillance footage.

Specific Objectives

1. To integrate the YOLOVS model for efficient and
accurate detection of human subjects in varying
environmental conditions.

2. To implement a real-time tracking mechanism that
maintains identity consistency across video frames
using optimized algorithms (e.g., DeepSORT or
custom tracking modules).

3. To establish a temporal analysis logic that identifies
loitering based on pre-defined time thresholds and
spatial constraints.

4. To design an alert and visualization system (via a
Flask-based interface) for notifying users when
suspicious activity is detected.

5. To evaluate system performance using accuracy,
precision, recall, and F1-score metrics on real-world
surveillance footage.

6. To incorporate privacy-preserving measures, such
as anonymization and restricted data storage,
ensuring ethical system deployment.

These objectives collectively form a pipeline that extends
beyond mere detection—enabling end-to-end intelligent
behavioral surveillance.

4.4 Scope and Limitations

The scope of this research covers the development and
evaluation of a computer vision-based loitering detection
system that operates on pre-recorded and live surveillance
video feeds. The study focuses on detecting and analyzing
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human loitering behavior, not on recognizing specific
criminal acts or emotions. The core contribution lies in the
technical integration of YOLOVS, object tracking, and
temporal reasoning to build a scalable, modular detection
framework.

However, certain limitations exist. First, while YOLOvS
offers remarkable detection accuracy, environmental
challenges such as heavy occlusion, low visibility, or camera
jitter may still affect performance. Second, the definition of
“loitering” varies across contexts—what constitutes
suspicious behavior in one environment may be normal in
another. As a result, parameter tuning (such as time
thresholds and region boundaries) may require domain-
specific customization. Third, real-time performance depends
on computational resources; while the model is optimized for
efficiency, lower-end hardware may experience latency.
Lastly, although the system employs privacy safeguards, it
inherently involves video analysis, necessitating careful
handling of recorded data to avoid ethical concerns.

4.5 Problem Justification and Significance

The significance of developing an accurate loitering detection
system extends across multiple domains. From a security
perspective, carly identification of loitering behavior can
prevent potential crimes, vandalism, or acts of terrorism. For
commercial establishments, it can reduce property damage,
enhance customer safety, and optimize security personnel
deployment. In public transportation hubs, detecting
individuals lingering near restricted zones can help prevent
unauthorized access or ensure emergency readiness.

From a technological standpoint, the system represents a
fusion of state-of-the-art deep learning and practical
surveillance design. By leveraging YOLOvVS8’s real-time
inference capability, the model achieves a balance between
precision and speed that is rarely observed in academic
prototypes. Its modular architecture allows easy adaptation to
new environments, supporting further research into crowd
behavior modeling, anomaly detection, and smart city
surveillance networks.

Equally important is the project’s commitment to ethical Al
deployment. In an age of heightened concern about privacy
and algorithmic bias, this research demonstrates how
surveillance systems can be both intelligent and responsible.
The integration of privacy-preserving techniques—such as
face blurring, on-device processing, and adjustable sensitivity
thresholds—ensures that public safety does not come at the
expense of individual rights.

Ultimately, the problem this research addresses is not merely
technical but socio-technical: how to enable safer, smarter
communities through responsible AI innovation. The
proposed YOLOv8-based system aims to redefine how
security analytics are implemented—transforming passive

observation into active, context-aware detection that aligns
with the ethical and technological demands of the 21st
century.

5. Methodology and Model Architecture

The development of the proposed Al-based loitering
detection system follows a structured methodological
framework encompassing data acquisition, model selection,
system design, and performance evaluation. The
methodology integrates modern deep learning techniques
with traditional tracking and time-based behavioral analysis
to detect loitering activities efficiently and accurately. This
section outlines the research workflow, model architecture,
and implementation details, emphasizing how each
component contributes to the overall objective of creating a
scalable, privacy-conscious, and real-time loitering detection
system.

5.1 Overview of the Methodological Framework

The methodology adopted for this research can be broadly
divided into six key stages:

1. Data Acquisition and Preprocessing — collecting
video datasets suitable for loitering detection,
ensuring variation in environment, lighting, and
crowd density.

2. Model Selection and Configuration — evaluating
multiple object detection frameworks and selecting
YOLOVS for optimal speed-accuracy balance.

3. Object Detection and Tracking — identifying
individuals in each frame and maintaining consistent
identities across time using a tracking algorithm.

4. Loitering Behavior Analysis — computing spatial
and temporal features to determine if an individual
exhibits loitering characteristics.

5. System Integration and Real-Time Processing —
deploying the model via a Flask-based web
application to process live or recorded video
streams.

6. Performance Evaluation and Optimization —
assessing model accuracy, latency, and robustness
under real-world conditions.

This modular design ensures scalability and enables
individual components to be improved or replaced as new
technologies emerge.
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5.2 Data Acquisition and Preprocessing

Data serves as the foundation for any deep learning model. In
the context of loitering detection, it is crucial to utilize video
datasets that contain human movement and stationary
behavior across diverse scenarios—indoors, outdoors,
daytime, nighttime, and varying crowd densities. The
research employed a combination of public surveillance
datasets (such as PETS2009, VIRAT Video Dataset, and
UCSD Anomaly Detection Dataset) along with custom-
recorded footage to simulate real-world loitering situations.

Preprocessing Steps:

1. Frame Extraction: Videos were decomposed into
image frames at a rate of 30 FPS for efficient training
and analysis.

2. Annotation: Frames containing humans were
annotated using bounding boxes in YOLO-
compatible formats (TXT files specifying class, X, y,
width, height).

3. Augmentation: Techniques like rotation, brightness
adjustment, flipping, and scaling were applied to
enhance data variability and prevent overfitting.

4. Normalization: Image pixel values were
normalized to improve convergence during model
training.

5. Dataset Splitting: The dataset was divided into
training (70%), validation (20%), and testing (10%)
subsets to ensure unbiased performance evaluation.

Since no standardized dataset exists exclusively for
“loitering,” this research adopted a synthetic annotation
approach, labeling individuals with prolonged stationary
behavior as loitering instances, providing a valuable
contribution to future studies in behavioral analytics.

5.3 Model Selection: YOLOvVS

After extensive benchmarking, YOLOvV8 (You Only Look
Once, Version 8) was selected as the backbone model for
human detection due to its remarkable balance between
accuracy, speed, and computational efficiency. Developed
by Ultralytics, YOLOvVS introduces an anchor-free detection
mechanism and decoupled classification-regression head,
which significantly enhances localization accuracy while
maintaining real-time performance.

Key Features of YOLOVS:

e Anchor-Free Detection: Eliminates predefined
anchor boxes, reducing computational complexity
and improving adaptability to objects of varying
sizes.

e  Mosaic Data Augmentation: Combines multiple
images during training to enhance contextual
learning.

e Cross Stage Partial (CSP) Connections: Improves
gradient flow and reduces redundancy within the
network.

e Feature Pyramid Network (FPN): Enables multi-
scale detection, ensuring consistent accuracy across
near and distant objects.

e Batch Normalization and DropBlock
Regularization: Prevents overfitting and stabilizes
learning during long training cycles.

The YOLOv8n (Nano) version was adopted for this project
due to its lightweight nature, which makes it suitable for real-
time inference on edge devices without sacrificing detection
precision. The model was trained using a learning rate of
0.001, batch size of 16, and 100 epochs, leveraging GPU
acceleration via CUDA to achieve optimal convergence.

5.4 Object Tracking and Temporal Association

Object detection provides positional data for each frame, but
without tracking, the system cannot determine behavioral
patterns over time. To overcome this, the YOLOVS detector
was coupled with a multi-object tracking (MOT)
algorithm—specifically a modified version of DeepSORT
(Simple Online and Realtime Tracking with a Deep
Association Metric).

Tracking Process:

1. Detection Input: YOLOVS outputs bounding boxes,
confidence scores, and class labels for each frame.

2. Feature Embedding: Each detected human is
represented as a feature vector derived from CNN-
based appearance embeddings.

3. Data Association: A combination of motion
prediction (using a Kalman Filter) and appearance
similarity is applied to assign consistent IDs across
frames.

4. ID Maintenance: When objects exit or re-enter the
frame, re-identification ensures continuity of
tracking.

5. Trajectory Storage: The tracker logs the spatial
coordinates and timestamps of each object, forming
the basis for loitering analysis.

This integration ensures the system can monitor multiple
individuals simultaneously and determine how long each
remains in a specific region of interest.
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5.5 Loitering Behavior Analysis

The most critical component of the system is the loitering
detection logic, which interprets temporal-spatial data to
determine suspicious behavior. Loitering is characterized by
low spatial displacement over an extended temporal
window. The system defines thresholds for both duration
(T) and displacement (D):

e Ifanindividual remains within a limited area (below
threshold D) for a period exceeding T seconds, the
system flags the behavior as loitering.

For instance, in an ATM surveillance context, if a person
stands within a 2-meter radius for more than 60 seconds, an
alert is triggered.

The process involves:

1. Zone Definition: Users can define Regions of
Interest (ROIs) via coordinates or polygons in the
interface.

2. Trajectory Calculation: The tracker records each
subject’s movement coordinates per frame.

3. Displacement Computation: The Euclidean
distance between successive positions is calculated.

4. Temporal Monitoring: The system maintains a
counter for the duration of low-displacement
activity.

5. Alert Triggering: Once thresholds are exceeded,
the subject’s bounding box changes color (e.g., red),
and a visual/audio alert is sent via the Flask
interface.

This approach ensures the model not only detects people but
understands their intent through temporal behavior
patterns.

5.6 System Integration and Implementation

To deliver a practical and user-friendly experience, the model
was deployed through a Flask-based web application that
serves as the system’s front end. Flask, a lightweight Python
framework, allows for seamless integration of the trained
YOLOvVS model and video streaming functionalities.

Implementation Components:

e Model Module: Loads YOLOvV8 weights and
processes frames using OpenCV in real-time.

e Tracking Module: Implements the DeepSORT-
based tracker for identity management.

e Behavior Module: Executes loitering detection
logic using positional and temporal data.

o Interface Module: Displays live feeds with
bounding boxes, identity labels, and alert overlays.

e Database and Logging: Records loitering
incidents, timestamps, and snapshots for audit or
retraining purposes.

This architecture supports both live camera feeds (via RTSP
streams) and offline video analysis, providing flexibility for
various deployment environments.

5.7 Performance Evaluation

The performance of the proposed system was evaluated using
standard metrics—Precision, Recall, F1-score, and Frames
per Second (FPS). Experimental results demonstrated that
YOLOVS achieved an average precision of 94% for human
detection, while the integrated tracking maintained a 92%
identity consistency rate. The overall system processed video
at 28-30 FPS on an NVIDIA RTX 3060 GPU, confirming
real-time capability.

Furthermore, the system’s loitering detection logic achieved
an average accuracy of 89% across varied environmental
scenarios, outperforming baseline methods such as motion
detection and optical flow-based approaches. These results
validate the effectiveness of the proposed methodology in
real-world applications.

5.8 Ethical and Privacy Considerations

The system is designed with built-in privacy safeguards to
ensure compliance with data protection standards. No
personally identifiable information (PII) such as faces or
biometric data is stored. Video streams are processed locally,
and outputs can be anonymized through face blurring and
data encryption. Access controls and audit logs further
ensure accountability in system usage.

By embedding these ethical considerations directly into the
system’s design, the methodology aligns with principles of
Responsible Al, ensuring technological progress does not
compromise personal rights or societal trust.

6. Experimental Results and Discussion

The experimental phase of this research focused on
evaluating the accuracy, efficiency, and real-world
applicability of the proposed Al-based loitering detection
model using YOLOVS. This section presents the quantitative
results, qualitative findings, and a comprehensive
discussion that highlights the model’s strengths, limitations,
and comparative advantages over existing approaches. The
experiments were designed to assess performance under

© 2026, IJSREM | https://ijsrem.com

| Page 9


https://ijsrem.com/

Volume: 10 Issue: 04 | April - 2026

International Journal of Scientific Research in Engineering and Management (IJSREM)
SJIF Rating: 8.659

ISSN: 2582-3930

diverse environmental conditions, varying crowd densities,
and hardware constraints to determine the feasibility of real-
time deployment in surveillance systems.

6.1 Experimental Setup

To ensure consistency and reproducibility, the experiments
were conducted using a standardized configuration. The
hardware setup consisted of an NVIDIA RTX 3060 GPU (12
GB VRAM), Intel i7-11700K CPU (3.6 GHz), and 32 GB
RAM. The software environment was built on Python 3.10,
with key libraries including Ultralytics YOLOVS, OpenCV,
DeepSORT, Flask, and NumPy. The operating system used
was Ubuntu 22.04 LTS.

Dataset Configuration
The dataset used for evaluation comprised a combination of:

e PETS2009 Dataset — public surveillance footage
featuring pedestrian movement.

e VIRAT Video Dataset — multi-view scenes of
human and vehicle activity.

o Custom Loitering Dataset — simulated surveillance
scenarios created using controlled environments,
including ATMs, corridors, and parking areas.

Each dataset was divided into training (70%), validation
(20%), and testing (10%) subsets. The custom dataset was
particularly crucial, as it included annotated loitering cases—
individuals standing or pacing in a small area for durations
exceeding pre-defined thresholds (typically 60—120 seconds).

Model Training and Inference

The YOLOvVS8 model was fine-tuned on the combined dataset
using transfer learning. The base weights were initialized
from the pre-trained COCO model, allowing the network to
leverage pre-existing knowledge of human features while
adapting to surveillance-specific
Training parameters included:

contexts.

e Epochs: 100

e Batch Size: 16

e Learning Rate: 0.001
e Optimizer: AdamW

e Loss Function: Composite loss combining
localization, classification, and confidence penalties

During inference, the model processed both pre-recorded and
live video streams through the Flask interface, with real-time
visualization of bounding boxes, identity tags, and loitering
alerts.

6.2 Quantitative Evaluation Metrics

The system’s performance was evaluated using standard
computer vision metrics to quantify detection and tracking
accuracy.

1. Precision (P)

Precision measures the proportion of correct positive
detections (true positives) against all positive predictions.

TP

P=TrvFp

High precision indicates fewer false alarms—a crucial factor
in reducing unnecessary alerts in real-world monitoring.

2. Recall (R)

Recall represents the proportion of correctly detected
loitering instances relative to all actual loitering occurrences.

TP

R=TpTFN

Ahigh recall value ensures that most suspicious behaviors are
successfully detected.

3. F1-Score

The harmonic mean of precision and recall provides a
balanced metric:

1 2 X
F1 = X

It captures the trade-off between false positives and false
negatives.

4. Frame Rate (FPS)

Frames per second (FPS) is critical for real-time performance
evaluation. For practical deployment, the model must
maintain at least 24—30 FPS for smooth video processing.

5. Intersection over Union (IoU)

ToU assesses the overlap between predicted and ground truth
bounding boxes:

Area of Overlap
ol = —F«——
Area of Union

An IoU > 0.5 was considered a correct detection.
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6.3 Quantitative Results

YOLOVS + Traditional
YOL
Metric DeepSORT 0 F)VS Motion-Based
Baseline .
(Proposed) Detection
Precision 0.94 0.89 0.78
Recall 0.92 0.85 0.73
F1-Score 0.93 0.87 0.75
IoU
(Mean) 0.83 0.77 0.58
FPS 31.2 (less
29.4 23,
(Average) ? 37 accurate)

The results demonstrate that the proposed YOLOv8-based
system significantly outperforms earlier models in both
detection accuracy and consistency. The Fl-score of 0.93
indicates a strong balance between precision and recall, while
maintaining real-time processing speed (=29 FPS).
Although motion-based methods achieved slightly higher
FPS due to lower complexity, their poor precision and recall
rates make them unsuitable for critical applications.

6.4 Qualitative Analysis

Quantitative results provide statistical evidence, but
qualitative observations reveal how the system behaves under
real-world conditions. Several test scenarios were analyzed to
assess robustness:

1. Low-Light Environments:
YOLOVS’s feature extraction and preprocessing
pipeline effectively managed illumination
variations. The model maintained an 88% detection
accuracy at night using CCTV footage enhanced
with adaptive gamma correction.

2. Crowded Scenes:
In moderately crowded areas, DeepSORT’s
appearance-based re-identification mechanism
successfully maintained consistent IDs, preventing
identity switches. However, when crowd density
exceeded 20 individuals per frame, tracking
performance degraded slightly due to occlusions.

3. Camera Movement and Noise:
The model demonstrated resilience to moderate
camera vibration and background noise. Frame
differencing and temporal smoothing reduced false
detections caused by background motion, such as
moving trees or light flickers.

4. Behavioral Differentiation:
The loitering logic accurately differentiated

between stationary pedestrians (e.g., waiting for
transport) and genuine loitering by applying
temporal thresholds. Instances of “false loitering”
(e.g., a person briefly pausing) were minimized by
requiring sustained inactivity beyond a
configurable time limit.

5. Privacy-Aware Alerts:
The system effectively blurred faces during real-
time streaming without affecting detection
performance, validating the integration of privacy-
preserving mechanisms.

6.5 Comparative Discussion
1. Performance vs. Previous Models

Compared to YOLOVS and SSD-based systems, YOLOVS’s
anchor-free approach provided improved localization for
partially occluded or small objects. Its decoupled
classification head allowed faster convergence and better
generalization. Unlike traditional rule-based systems, which
rely heavily on pixel differences, the proposed model
understands semantic context—it recognizes who is standing
still and for how long, not just that “something moved.”

2. Real-Time Feasibility

One of the research’s primary goals was ensuring real-time
operation. The system’s 29 FPS average demonstrates its
ability to handle 1080p video streams smoothly. This is
especially critical for live surveillance centers, where delayed
alerts can render detections useless. The lightweight
YOLOv8n variant achieved this efficiency without
compromising accuracy, making it deployable even on mid-
tier GPUs or edge devices such as NVIDIA Jetson Nano.

3. Scalability and Modularity

The system’s modular architecture—separating detection,
tracking, and loitering analysis—supports scalability. For
instance, detection modules can be upgraded (e.g., replacing
YOLOv8 with a newer version) without restructuring the
tracking pipeline. Similarly, threshold parameters can be
customized per camera zone, making the framework
adaptable across multiple surveillance contexts such as
shopping malls, airports, or campus perimeters.

4. Ethical Compliance

Unlike many Al surveillance systems that prioritize detection
accuracy at the expense of privacy, this model integrates
responsible Al design principles. By anonymizing outputs
and processing data locally, it aligns with global data
protection standards such as GDPR. This balance of
technological performance and ethical transparency
strengthens its potential for real-world adoption.
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6.6 Error Analysis and Limitations

Despite its strengths, the model exhibited a few limitations
during experimental evaluation:

e  Occlusion Sensitivity: Prolonged occlusion of
individuals (e.g., behind pillars or crowds)
sometimes led to ID switching or reset, interrupting
loitering duration calculations.

e Lighting Extremes: In environments with strong
glare or near-total darkness, detection accuracy
dropped by 7-10%. Integrating infrared or thermal
imaging could mitigate this.

e Behavioral Ambiguity: The model cannot infer
intent; it identifies loitering based on spatial-
temporal data only. Therefore, not all detected
loitering is necessarily suspicious.

e Computational Load on CPUs: While GPU
performance is excellent, CPU-only environments
experience reduced frame rates (~12-15 FPS).
Hardware acceleration is thus recommended for
deployment.

Addressing these limitations may involve incorporating
multi-sensor fusion, behavioral prediction models, or
scene context understanding in future work.

6.7 Summary of Findings

The experimental results confirm that the proposed YOLOVS-
based loitering detection system successfully meets its design
objectives:

e High accuracy (F1-score 0.93) in detecting humans
and identifying loitering behavior.

e Real-time performance (=29 FPS) suitable for live
surveillance operations.

e Robustness against moderate lighting variation,
noise, and crowding.

e Ethical compliance through privacy-preserving
mechanisms and local processing.

These findings validate the hypothesis that a deep learning-
driven, real-time behavioral analysis system can
significantly ~ outperform traditional motion-based
surveillance solutions in both technical performance and
ethical deployment potential.

7. Conclusion and Future Work

The growing prevalence of intelligent surveillance systems
underscores the urgent need for proactive, reliable, and
ethically responsible solutions to monitor public and private
spaces. Among various security concerns, loitering
behavior—prolonged presence in sensitive or restricted
areas—remains a subtle yet critical indicator of potential
criminal or antisocial activity. Traditional surveillance
systems often fail to detect such patterns due to their reliance
on manual monitoring and basic motion analysis. This
research addressed that gap by developing and evaluating a
deep learning-based loitering detection system utilizing
the YOLOVS object detection model integrated with a real-
time tracking and temporal behavior analysis mechanism.
The system was designed to deliver accurate, real-time
detection while maintaining data privacy and operational
scalability.

7.1 Summary of Research Work

This study followed a structured methodology encompassing
dataset preparation, model development, system integration,
and performance evaluation. The main stages can be
summarized as follows:

1. Data Acquisition and Preprocessing:
Diverse video datasets were collected from public
surveillance benchmarks (PETS2009, VIRAT, and
UCSD) and supplemented with a custom dataset
simulating loitering in realistic settings such as
ATMs and corridors. Preprocessing involved frame
extraction, annotation, augmentation, and
normalization to ensure balanced training data.

2. Model Development:
The YOLOVS (You Only Look Once, version 8)
architecture served as the detection backbone due
to its anchor-free design and enhanced feature
pyramid network, offering improved localization
accuracy and efficiency. The model was trained and
fine-tuned using transfer learning from the COCO
dataset to adapt to surveillance-specific human
detection.

3. Tracking and Temporal Analysis:
A modified DeepSORT algorithm was
implemented to assign consistent IDs to detected
individuals, enabling the system to monitor their
movement over time. The loitering detection logic
relied on spatial-temporal thresholds to determine
when a subject remained within a restricted region
beyond an allowable duration.

4. System Integration:
The detection and tracking pipeline was deployed
through a Flask-based web interface, enabling
real-time monitoring, alert visualization, and video
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stream processing. This practical implementation
demonstrated the system’s feasibility for live
surveillance use cases.

Performance Evaluation:

Quantitative experiments showed that the proposed
model achieved an F1-score of 0.93 with an
average processing speed of 29 FPS, confirming
real-time operational capability. Qualitative
analysis revealed strong resilience against lighting
variations and moderate occlusions, validating its
robustness in real-world environments.

Ethical and Privacy Compliance:

The system incorporated privacy-preserving
techniques such as on-device processing and face
anonymization, ensuring responsible use of Al
technology in line with ethical guidelines and legal
frameworks like GDPR.

This systematic approach resulted in a fully functional,
intelligent surveillance model capable of automating
loitering detection with high accuracy and low latency.

7.2 Key Findings and Contributions

The research presents several significant findings that
advance the field of intelligent video analytics and behavioral
recognition:

1.

Integration of YOLOVS for Behavioral
Surveillance:

While YOLO architectures are commonly used for
generic object detection, this study demonstrated
how YOLOVS can be effectively adapted for
behavioral analysis by combining it with tracking
and temporal evaluation. This hybrid framework
bridges the gap between spatial detection and
temporal understanding.

Efficient Real-Time Operation:

The use of the lightweight YOLOvS8n variant
achieved near real-time performance without
sacrificing detection accuracy. This balance
between speed and precision highlights the
practicality of deploying such systems in resource-
constrained environments like edge devices or
embedded cameras.

Contextual Behavior Recognition:

By introducing a spatial-temporal loitering logic,
the system moves beyond static detection—
interpreting behavior over time, not just object
presence. This advancement enhances situational
awareness in surveillance contexts where temporal
persistence is as critical as spatial location.

4.

Ethical AI by Design:

The incorporation of privacy-aware mechanisms
distinguishes this research from purely technical
works. The design ensures that security and ethics
coexist harmoniously, offering a model for
responsible Al deployment in public surveillance
applications.

Framework Scalability and Flexibility:

The modular architecture—separating detection,
tracking, and decision modules—facilitates easy
customization. This design allows future
integration of advanced tracking methods, scene
understanding modules, or anomaly detection
extensions without overhauling the entire pipeline.

Creation of a Custom Loitering Dataset:
The project’s custom dataset, annotated with
loitering-specific behavior, contributes to the
scarcity of specialized surveillance datasets,
potentially serving as a foundation for future
research in human behavior recognition.

Collectively, these contributions make this research a
meaningful step toward realizing intelligent, ethical, and

efficient surveillance systems for smart cities and secure

infrastructures.

7.3 Critical Discussion

While the results were promising, several observations
emerged from experimental analysis:

Trade-off Between Accuracy and Complexity:
Although YOLOVS delivers high accuracy, further
improvement often requires deeper models (e.g.,
YOLOVS8x), which increase computational load.
Balancing this trade-off remains an essential
consideration for real-time applications.

Environmental Sensitivity:

Performance degradation under extreme lighting or
heavy occlusion indicates that even advanced
detectors depend heavily on visual clarity.
Addressing this requires multimodal sensing, such
as integrating infrared or LiDAR inputs.

Behavioral Ambiguity:

The system’s decision-making is data-driven, not
intent-driven. It can recognize loitering behavior
but cannot determine the underlying motivation—
whether benign (waiting) or suspicious (pre-crime
activity). Incorporating context-aware reasoning
could improve interpretability.

Dataset Generalization:
Despite diverse data sources, real-world
environments exhibit far greater variability. Further
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data collection across different weather conditions,
demographics, and camera angles is necessary for
true generalization.

Despite these challenges, the research achieved its core
objectives, proving that real-time loitering detection is
technically feasible and ethically deployable when guided
by thoughtful system design.

7.4 Ethical Implications

The deployment of Al surveillance systems naturally raises
ethical and legal considerations related to privacy, bias, and
accountability. This research emphasizes that technological
progress in surveillance must align with Responsible Al
principles. The following measures were embedded to
address these issues:

1. Data Privacy: No personal identifiers are stored,
video feeds are processed locally without cloud
transmission.

2. Bias Mitigation: Dataset diversity and balanced
annotation reduce risks of demographic or
contextual bias.

3. Transparency: The system’s logic (duration-based
loitering detection) is fully explainable, avoiding
“black-box” decision-making.

4. Compliance: Design aligns with international
standards such as the General Data Protection
Regulation (GDPR) and similar regional data
protection laws.

By integrating these principles, the research reinforces that Al
in surveillance can be ethical, transparent, and socially
responsible—a perspective often neglected in technically
focused projects.

7.5 Future Work

While the developed system demonstrates robust
performance, several avenues remain open for advancement.
Future research can extend this work in the following
directions:

1. Integration of Multimodal Sensors:
Incorporating thermal, infrared, or depth sensors
would enable the system to function reliably under
low-light or visually noisy conditions.

2. Federated and Edge Learning:
To enhance privacy and reduce data transfer, future
models can employ federated learning, allowing
distributed edge devices to train collaboratively
without sharing raw video data.

3. Behavioral and Anomaly Prediction:
The next stage of development could integrate
Recurrent Neural Networks (RNNs) or
Temporal Graph Neural Networks (TGNNs) to
predict behavior trends and identify potential
threats before they occur.

4. Adaptive Context Awareness:
Introducing scene understanding models could
enable dynamic threshold adjustments based on
environment type—e.g., distinguishing “waiting” at
a bus stop from “loitering” near a restricted area.

5. Lightweight Deployment Optimization:
Research into model compression, pruning, and
quantization would facilitate deployment on low-
power embedded devices like Raspberry Pi or
Jetson Nano without compromising performance.

6. User-Centric Alert Systems:
Enhancing the Flask interface with dashboard
analytics, visual heatmaps, and remote notification
features would make the system more intuitive for
security operators.

7. Long-Term Field Testing:
Deploying the system in real-world security
networks over extended periods would yield
valuable insights into scalability, reliability, and
human-Al interaction.

Through these improvements, the system can evolve from a
reactive detection model to a proactive, predictive
surveillance platform—a key milestone for smart city
infrastructure.

7.6 Concluding Remarks

This research successfully demonstrated that deep learning-
based loitering detection is a feasible and impactful
approach to enhancing modern surveillance systems. The
proposed YOLOVS8-based model achieves the dual objectives
of high technical performance and ethical responsibility,
setting a precedent for future Al-driven behavioral
monitoring frameworks.

By uniting the precision of modern object detection, the
persistence of multi-object tracking, and the intelligence of
temporal analysis, the system transforms raw surveillance
footage into actionable insights. Its modular, scalable design
ensures adaptability to emerging technologies and evolving
societal expectations regarding privacy and fairness.

In conclusion, this study provides a strong foundation for
future exploration into intelligent video analytics. It bridges
the gap between academic innovation and practical
implementation, illustrating how Al can serve as a tool for
safer, smarter, and more ethical urban environments. The
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work stands as a testament to the fact that the next generation
of surveillance will not only be intelligent—it will also be
responsible.

8. Acknowledgements

The completion of this research would not have been possible
without the collective support and contributions of various
individuals and organizations. The author extends sincere
gratitude to the academic mentors, technical experts, and
colleagues who provided valuable guidance throughout the
research process.

Special appreciation is given to the open-source community
behind Ultralytics, OpenCV, and DeepSORT, whose
software frameworks formed the foundation of this study’s
implementation.  Their continuous innovation and
commitment to democratizing artificial intelligence tools
have enabled researchers worldwide to explore advanced
computer vision applications.

The author also acknowledges the developers and curators of
public surveillance datasets such as PETS2009, VIRAT
Video Dataset, and UCSD Anomaly Detection Dataset,
which served as essential resources for model training and
evaluation.

Finally, heartfelt thanks are extended to peers, reviewers, and
academic advisors for their constructive feedback and
encouragement, which have significantly improved the
quality and clarity of this work. Their insights into ethical Al
practices, data privacy, and real-world deployment
considerations provided invaluable direction for the
responsible framing of this research.

9. References
(Formatted in APA 7th edition style)

e Bochkovskiy, A., Wang, C. Y., & Liao, H. Y. M.
(2020). YOLOv4: Optimal speed and accuracy of
object detection. arXiv preprint arXiv:2004.10934.

e  Ultralytics. (2023). YOLOv8 Documentation.
Retrieved from https://docs.ultralytics.com

e Bewley, A, Ge, Z., Ott, L., Ramos, F., & Upcroft, B.
(2016). Simple online and realtime tracking. 20/6
IEEE  International  Conference on Image
Processing (ICIP), 3464-3468.

e Wang, C. Y., Bochkovskiy, A., & Liao, H. Y. M.
(2022). YOLOVT7: Trainable bag-of-freebies sets
new state-of-the-art for real-time object
detectors. arXiv preprint arXiv:2207.02696.

e Kwon, D., Lee, M., Park, H., & Lee, S. (2021).
Vision-based human anomaly detection in

surveillance: A survey. Sensors, 21(14), 4806.
https://doi.org/10.3390/521144806

e Adam, A., Rivlin, E., Shimshoni, I., & Reinitz, D.
(2008). Robust real-time unusual event detection
using multiple fixed-location monitors. /EFEE
Transactions on Pattern Analysis and Machine
Intelligence, 30(3), 555-560.

e Liu, W., Anguelov, D., Erhan, D., Szegedy, C., Reed,
S., Fu, C. Y., & Berg, A. C. (2016). SSD: Single
Shot MultiBox Detector. European Conference on
Computer Vision (ECCV), 21-37.

e  Mehmood, F., & See, J. (2020). Recent progress in
human action recognition using deep learning.

Journal of Image and Vision Computing, 103,
103997.

e UCSD Anomaly Detection Dataset. (2010).
University of California, San Diego. Retrieved
from http://www.svcl.ucsd.edu/projects/anomaly

e Petrosino, A., & Marcelli, A. (2020). Real-time
behavior analysis for surveillance systems using
deep neural architectures. Journal of Visual
Communication and Image Representation, 72,
102884.

10. Appendices
Appendix A: Dataset and Annotation Details

The research utilized a combination of public and custom
datasets to ensure diversity and realism in loitering scenarios.

1. Public Datasets

o PETS2009 Dataset: Provided multi-
camera surveillance footage depicting
crowd movement, public walkways, and
group behaviors. It served primarily for
baseline pedestrian detection training.

o VIRAT Dataset: Contributed video
sequences from outdoor surveillance
contexts, including parking lots and
campuses. The dataset’s structured
annotations were instrumental for pre-
training object detection and tracking
models.

o UCSD Anomaly Dataset: Contained low-
resolution crowd footage with occasional
abnormal behaviors such as loitering and
walking in restricted areas, allowing the
model to generalize across contexts.

2. Custom Dataset
The custom dataset was captured using static
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CCTV-style cameras positioned in controlled
environments such as ATMs, building entrances,
and open corridors. Each video clip ranged from 30
to 120 seconds. Annotations were created using the
Labellmg and CVAT tools, with bounding boxes
and class labels (“person,” “loitering,”
“movement”) encoded in YOLO format.

Annotation Specification Example (YOLO format):
00.523 0.642 0.182 0.381
00.417 0.563 0.173 0.332

Each line represents an object instance: class ID followed by
normalized bounding box coordinates (x_center, y_ center,
width, height).

Data Augmentation Techniques:
o Random horizontal flipping
o Brightness and contrast adjustments
o Gaussian noise injection
o Frame skipping for temporal diversity

These preprocessing steps significantly improved the
robustness of the detection model, ensuring its adaptability to
different camera qualities and lighting conditions.

Appendix B: Model Architecture and Parameters

The proposed system is based on the YOLOvV8n (nano)
architecture, chosen for its optimal trade-off between
accuracy and real-time performance. The architecture
comprises the following major components:

1. Backbone: CSPDarknet-like network optimized for
feature extraction, incorporating Cross Stage
Partial (CSP) connections to minimize
computational redundancy.

2. Neck: Path Aggregation Network (PANet) enhanced
with Bi-directional Feature Pyramid Network
(BiFPN) layers, which facilitate multi-scale feature
fusion and improve detection of small or partially
occluded objects.

3. Head: Anchor-free detection layers that output
bounding box coordinates and confidence scores.
The decoupled classification head allows
simultaneous optimization for detection and
localization.

Training Hyperparameters:
e Epochs: 100

e Batch Size: 16

e Learning Rate: 0.001 (cosine annealing schedule)
e  Optimizer: AdamW

e TLoss Function: Composite of localization,
objectness, and classification losses

e  Confidence Threshold: 0.5
e JoU Threshold: 0.45
Tracking and Behavior Analysis:

e Tracker: DeepSORT (Kalman Filter + Appearance
Embedding)

e  Minimum Tracking Age: 30 frames
e Loitering Duration Threshold: 60 seconds

e Region of Interest (ROI): User-defined polygonal
zones

Algorithm Flow Summary:
1. Frame capture and preprocessing
2. YOLOv8-based person detection
3.  DeepSORT tracking for ID assignment

4. Temporal analysis using per-ID positional
persistence

5. Alert generation when threshold exceeded

This architecture balances performance, speed, and
interpretability, enabling deployment in live surveillance
networks with moderate hardware resources.

Appendix C: System Implementation and Interface

The developed system integrates the model into a web-based
real-time monitoring application built with Flask and
OpenCV.

Functional Features:

e Live video feed analysis and loitering detection
overlay

e  Configurable duration and region thresholds
e  Automatic alert notifications (pop-up and log entry)
e  Privacy filter enabling face blurring before display

e Logging of detected events with timestamp and
frame reference

System Workflow:

1. Video Input: A camera feed or pre-recorded video
is streamed into the system.
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2. Detection: YOLOvV8 processes each frame to
identify people.

3. Tracking: DeepSORT maintains unique identities
for each detected individual.

4. Analysis: The system calculates time spent in
predefined zones.

5. Alert: If an individual remains in the same area
beyond the loitering threshold, an alert is generated.

6. Storage: Detection results and logs are stored for
audit or training refinement.

The web interface’s simplicity enables operators with
minimal technical training to use the system effectively. Its
modular backend allows easy integration into existing
security infrastructure, ensuring practical deployment
potential.

Appendix D: Limitations and Recommendations

Although the system performs effectively in controlled tests,
several factors limit universal applicability:

e Performance degradation under extreme weather
or lighting conditions.

e Reduced accuracy in highly crowded scenes due to
severe occlusions.

e Limited ability to interpret contextual intent (e.g.,
distinguishing waiting vs. loitering).

e Dependence on computational resources for real-
time performance on GPU-less systems.

Recommendations:

Future research should focus on hybrid multimodal fusion,
incorporating data from depth, infrared, or acoustic sensors to
improve resilience. Additionally, employing federated
learning and model compression would make the system
more efficient and privacy-preserving when deployed across
distributed networks.
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