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Abstract—The rapid digitalization of global financial services 
has catalyzed an unprecedented volume of online transactions. 
Concurrently, this shift has elevated the risk, frequency, and 
sophistication of financial fraud. Traditional monolithic fraud 
detection systems frequently struggle to scale dynamically with 
bursty transaction loads, leading to high latency, increased false 
positives, and severe resource inefficiency. Serverless computing 
architectures (Function-as-a-Service) offer a compelling alterna-
tive, enabling dynamic, infinite scaling and highly cost-effective 
execution. However, integrating complex Artificial Intelligence 
(AI) models into ephemeral serverless environments introduces 
profound technical challenges, primarily related to cold start 
latency, stateless execution constraints, and memory optimization. 
This paper presents the comprehensive design, mathematical 
foundation, and empirical evaluation of an AI-powered fraud 
detection platform built entirely on a serverless microservices 
architecture. Utilizing an event-driven pipeline and a highly 
optimized Extreme Gradient Boosting (XGBoost) model, the 
proposed system analyzes real-time transaction telemetry to 
identify anomalous patterns. We evaluated the system using 
a modernized serverless stack, including AWS Lambda, API 
Gateway, and DynamoDB as a high-speed feature store. Our 
findings indicate that serverless deployments of optimized AI 
models can achieve near real-time inference (sub-70 milliseconds) 
with over 94% precision, drastically reducing idle operational 
costs by 62% while maintaining stringent Payment Card Industry 
(PCI) security protocols. 

Index Terms—Serverless Computing, Fraud Detection, Artifi-
cial Intelligence, Financial Systems, Event-Driven Architecture, 
Machine Learning, Anomaly Detection, Cloud Native. 

 

I. INTRODUCTION 

The methodology by which financial institutions handle 

transaction processing, authorize payments, and enforce secu-

rity protocols has undergone a dramatic architectural transfor-

mation over the last decade. Initially, fraud detection mecha-

nisms were predicated on static, heavily codified rule-based 

expert systems. These legacy systems flagged transactions 

based on rigid, hardcoded parameters—such as explicit ge-

ographic location discrepancies, isolated high-value transfer 

amounts, or simple velocity checks (e.g., three transactions 

in one minute). While marginally effective for rudimentary 

fraud typologies, these legacy systems are easily bypassed 

by modern, highly sophisticated adversaries who utilize dis-

tributed botnets, synthetic identity theft, and subtle behavioral 

anomalies to commit financial crimes. 

To counter these evolving threats, Artificial Intelligence (AI) 

and Machine Learning (ML) models, ranging from Random 

Forests to complex deep neural networks, have established 

themselves as the industry standard for identifying non-linear, 

complex fraudulent activities. These AI models possess the 

capability to process vast arrays of multi-dimensional data, 

understand nuanced user spending behaviors, and flag micro-

scopic anomalies with extraordinary precision in real-time. 

However, deploying these heavyweight predictive models at an 

enterprise scale introduces critical infrastructure bottlenecks. 

In the financial sector, transaction volumes are highly 

volatile and inherently unpredictable. They exhibit massive, 

instantaneous spikes during global holidays, specific sales 

events (e.g., Black Friday, Cyber Monday), or even during 

specific hours of the day. Traditional monolithic architectures 

require provisioning dedicated server clusters for maximum 

anticipated peak capacity. This paradigm results in immense 

financial waste during idle or off-peak periods, as institu-

tions pay for unused compute cycles. Furthermore, during 

unexpected ultra-high burst events, monolithic systems can 

become completely saturated, increasing transaction latency 

to unacceptable levels. 

In high-frequency personal and institutional finance, infer-

ence latency is a critical metric. A delay of even a few hundred 

milliseconds in processing a payment authorization can lead 

to shopping cart abandonment, degraded user experience, or, 

critically, the successful fraudulent extraction of funds before 

the system can enforce a block. 

This research paper proposes a paradigm shift by architect-

ing an AI-powered fraud detection system utilizing a com-

pletely serverless (Function-as-a-Service or FaaS) paradigm. 

By leveraging FaaS platforms, the system ensures that com-

putational resources are instantiated and utilized exclusively 

when a transaction event occurs, scaling instantly from zero 

to thousands of concurrent executions. 

However, integrating AI into FaaS is non-trivial. The core 

https://ijsrem.com/
mailto:anuragseth9621@gmail.com


         
       International Journal of Scientific Research in Engineering and Management (IJSREM) 

           Volume: 10 Issue: 05 | May - 2026                              SJIF Rating: 8.659                                        ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                 DOI: 10.55041/IJSREM62847                                             |        Page 2 
 

impediment is the “cold start” problem—the inherent delay 

incurred when a cloud provider must provision a new con-

tainer, load the runtime environment, and initialize heavy 

machine learning artifacts into memory before inference can 

begin. This paper examines the technical design required 

to bypass these limitations, evaluates empirical performance 

metrics across massive datasets, and discusses the broader 

implications of deploying serverless AI in strictly regulated 

financial environments. 

 

II. PROBLEM STATEMENT 

Despite the widespread adoption of predictive AI in finan-

cial systems, systemic gaps persist in modern deployment ar-

chitectures, specifically regarding the intersection of dynamic 

scalability, millisecond-latency requirements, and operational 

cost-efficiency. 

In the contemporary financial domain, the vast majority 

of real-time fraud detection platforms function on heavily 

provisioned, always-on clusters (such as managed Kubernetes 

environments or dedicated elastic compute instances). While 

robust, they lack the fundamental ability to scale down to 

absolute zero during extended off-peak hours. This continuous 

provisioning results in substantial, often unjustifiable overhead 

costs for financial institutions, particularly emerging FinTech 

startups operating on lean margins. 

Conversely, traditional architectures struggle acutely with 

sudden, unpredictable influxes of transaction data. When 

bursty traffic occurs, provisioned systems can become over-

whelmed, leading to bottlenecked message queues and in-

creased inference times. If a fraud detection module takes too 

long to analyze a transaction payload, the overarching financial 

system faces a dangerous dichotomy: it must either block 

the transaction out of an abundance of caution (resulting in 

false positives, user frustration, and lost revenue) or allow the 

transaction to proceed unverified (resulting in direct financial 

liability and reputational damage). 

When attempting to migrate these workloads to serverless 

alternatives to solve the scaling and cost issues, engineers 

encounter the primary barrier to effective AI integration: the 

stateless nature of FaaS and initialization latency. Machine 

learning models, particularly deep learning networks or mas-

sive ensemble tree models, possess substantial memory foot-

prints and require significant CPU cycles to load from physical 

storage into active memory. In a serverless environment, if 

a function is invoked after a brief period of inactivity, the 

cloud infrastructure must perform a “cold start.” This adds 

hundreds, sometimes thousands, of milliseconds of latency to 

the transaction—an unacceptable delay in real-time financial 

clearing. 

Furthermore, both the financial and technological domains 

share strict regulatory concerns regarding data privacy and 

compliance. Financial transactions are among the most fiercely 

regulated categories of personal data globally. Any serverless 

AI integration must mathematically ensure that sensitive infor-

mation is handled responsibly, complying with standards such 

as the Payment Card Industry Data Security Standard (PCI-

DSS) and the General Data Protection Regulation (GDPR), 

utilizing appropriate encryption, secure identity management, 

and strict, least-privilege access controls. 

 

III. SYSTEMATIC LITERATURE REVIEW 

The intersection of artificial intelligence, financial security, 

and cloud-native architecture represents a rapidly evolving 

nexus in contemporary computer science. To properly contex-

tualize the architectural paradigm proposed in this paper, it is 

imperative to trace the chronological evolution of transaction 

monitoring systems, the integration of algorithmic intelligence, 

and the subsequent migration to serverless compute environ-

ments. 

 

A. Evolution of Algorithmic Fraud Detection 

Historically, financial institutions relied exclusively on 

heuristic, rule-based expert systems (RBES). As documented 

by Leonard and Wood (1995), early electronic fraud detection 

was heavily predicated on static velocity checks, such as 

flagging accounts that executed more than three transactions 

within a sixty-minute window, or transactions originating from 

historically high-risk geographic coordinates [7]. While com-

putationally inexpensive, these monolithic RBES architectures 

suffered from severe rigidity. They generated exceptionally 

high false-positive rates (frequently exceeding 80%), which 

systematically degraded the customer experience and required 

massive human capital to manually review flagged queues [8]. 

The paradigm shifted significantly with the advent of clas-

sical machine learning in the early 2010s. Dal Pozzolo et 

al. (2015) established foundational literature regarding credit 

card fraud detection, demonstrating conclusively that super-

vised machine learning models—specifically Random Forests 

and Support Vector Machines (SVMs)—could dramatically 

outperform static rulesets [1]. Their research highlighted a 

critical challenge unique to financial datasets: severe class im-

balance. In typical transactional data, legitimate authorizations 

outnumber fraudulent ones by ratios frequently exceeding 

1000:1. Dal Pozzolo demonstrated that models trained on 

these raw distributions inherently biased toward the majority 

class, necessitating the introduction of synthetic oversampling 

techniques like SMOTE (Synthetic Minority Over-sampling 

Technique) and intelligent undersampling algorithms to cali- 

brate probability thresholds effectively. 

Subsequent research transitioned toward ensemble learning 

and boosting algorithms. Xia et al. (2018) conducted a compre-

hensive empirical evaluation of XGBoost and LightGBM for 

financial anomaly detection, concluding that gradient boosting 

frameworks offered an optimal balance between predictive 

precision and the interpretability required by financial regu-

lators [9]. Unlike opaque deep learning black boxes, decision 

tree ensembles allow compliance officers to extract feature 

importance metrics, explaining exactly why a transaction was 

declined. 
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B. The Shift to Cloud-Native and Serverless Computing 

Concurrently, the foundational infrastructure supporting 

these financial systems began a massive migration from on-

premise data centers to the cloud. However, traditional cloud 

deployments (Infrastructure-as-a-Service or IaaS) merely 

shifted the location of the monolithic servers; they did not 

resolve the fundamental issue of paying for idle compute 

capacity during off-peak financial hours. 

The introduction of Function-as-a-Service (FaaS) by Ama-

zon Web Services in 2014 catalyzed the serverless revolution. 

In their seminal Berkeley View on Serverless Computing, 

Jonas et al. (2019) defined serverless computing as an exe-

cution model where the cloud provider dynamically manages 

the allocation and provisioning of servers, abstracting infras-

tructure management entirely away from the developer [2]. 

Their research highlighted the immense economic promise of 

FaaS—specifically the pay-per-execution billing model—but 

sharply criticized its limitations for data-intensive or state-

ful applications. Because serverless functions are inherently 

ephemeral, they lack fast, shared memory, creating severe 

architectural bottlenecks for heavy computational workloads. 

C. AI Inference in Constrained Serverless Environments 

The integration of heavy machine learning inference within 

these constrained, ephemeral FaaS environments represents the 

bleeding edge of current research. The primary impediment 

is the “cold start” latency penalty—the time required for the 

cloud provider to provision a container, load the runtime (e.g., 

Python or Node.js), and initialize megabytes or gigabytes of 

serialized model artifacts into active memory before the first 

inference prediction can be made. 

Wang et al. (2021) explored the deployment of deep neu-

ral networks (DNNs) on AWS Lambda, utilizing aggressive 

model pruning and INT8 quantization techniques to reduce 

the physical footprint of the model [4]. While they success-

fully reduced initialization times, the predictive accuracy of 

the quantized models degraded unacceptably for high-stakes 

financial environments. 

Similarly, Singh and Suri (2020) proposed a hybrid architec-

tural approach, maintaining a constantly provisioned container 

for heavy ML inference while utilizing serverless functions 

strictly for lightweight API routing and data validation [5]. 

While this mitigated latency, it fundamentally defeated the 

economic purpose of serverless architecture by maintaining 

an always-on billing footprint. 

D. Identified Research Gap 

A critical review of the existing literature reveals a distinct 

bifurcation: research either focuses heavily on algorithmic 

complexity (sacrificing deployment efficiency) or focuses on 

serverless scalability (sacrificing predictive accuracy due to 

model constraints). Production-grade, peer-reviewed imple-

mentations that successfully map advanced, uncompromised 

algorithms onto fully serverless web architectures remain 

distinctly underrepresented. 

Specifically, the integration of real-time, stateful feature 

engineering (e.g., calculating user transaction velocity over a 

rolling window) coupled with low-latency AI inference within 

an event-driven serverless workflow represents an unexplored 

frontier. This paper directly addresses this gap by proposing a 

holistic, microservice-based serverless architecture that mathe-

matically circumvents the cold start penalty using high-speed 

NoSQL datastores and provisioned execution environments, 

achieving both absolute scalability and uncompromising pre-

dictive precision. 

IV. METHODOLOGY AND ARCHITECTURE 

A. System Design Philosophy and Infrastructure 

The proposed fraud detection system is architected as 

a cloud-native, strictly event-driven application following a 

modern serverless topology. Amazon Web Services (AWS) 

serves as the primary cloud provider, selected for its ma-

ture serverless ecosystem. The system utilizes Amazon API 

Gateway to ingest and throttle incoming transaction requests, 

AWS Lambda for ephemeral compute execution, and Amazon 

DynamoDB as an ultra-low-latency, key-value state and feature 

store. 

The architecture strictly adheres to a decoupled microser-

vices philosophy. The distinct phases of transaction inges-

tion, real-time feature engineering, AI model inference, and 

decision-routing are isolated into independent serverless func-

tions. This separation of concerns ensures that a failure or 

latency spike in one component (e.g., feature extraction) does 

not cascade, and each component scales entirely independently 

based on its specific load profile. 

B. Data Pipeline and Real-Time Feature Engineering 

The predictive power of the AI system relies heavily on 

robust, mathematically sound, real-time feature engineering. 

When a transaction payload is ingested via the API Gateway, 

it contains merely raw, surface-level data: User ID, Transaction 

Amount, Merchant Category Code (MCC), Geo-coordinates, 

and Timestamp. 

Raw data is insufficient for advanced anomaly detection. 

The “Feature Engineering Lambda” function instantly enriches 

this raw payload by querying the high-speed DynamoDB table. 

It calculates real-time features that define user behavior. Two 

critical engineered features are Velocity and Geo-Distance. 

Velocity Aggregation: The system calculates the total trans-

action volume for a specific user over a rolling time window 

T . Let xi be the transaction amount at time ti. The velocity 

V over window T is: 

N 

V (T ) = xi where (tcurrent − ti) ≤ T (1) 
i=1 

Geo-Velocity (Haversine Distance): To detect impossible 

travel (e.g., a card used in New York and London within 10 

minutes), the system calculates the Haversine distance between 

the current transaction coordinates (ϕ2, λ2) and the last known 

transaction (ϕ1, λ1), divided by the time delta ∆t. 

https://ijsrem.com/
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TABLE I 
COMPARATIVE ANALYSIS OF PRIOR LITERATURE IN FINANCIAL FRAUD DETECTION ARCHITECTURES 

 

Authors (Year) Core Algorithm Architectural Deployment Primary Contribution Identified Limitations 

Leonard & Wood (1995) 
[7] 

Heuristic Rules Mainframe / On-Premise Established baseline metrics for 
electronic transaction monitoring. 

Extreme false positive 
rates; rigid to novel fraud. 

Dal Pozzolo et al. (2015) 
[1] 

Random Forest, SVM Monolithic Virtual Machines Addressed class imbalance using 
SMOTE for credit card datasets. 

Did not address real-time 
latency or scaling under 
burst loads. 

Xia et al. (2018) [9] XGBoost, LightGBM Cloud IaaS (Always-On) Demonstrated supremacy of gradi-
ent boosting for tabular financial 
data. 

High infrastructure over-
head costs during off-peak 
hours. 

Jonas et al. (2019) [2] N/A (Survey) Function-as-a-Service (FaaS) Comprehensive analysis of server-
less constraints and economics. 

Highlighted FaaS unsuit-
ability for stateful ML 
workloads. 

Wang et al. (2021) [4] Quantized DNNs AWS Lambda (Serverless) Reduced model footprint for FaaS 
deployment via pruning. 

Accuracy degradation un-
acceptable for financial 
compliance. 

Proposed System Optimized XGBoost Native Event-Driven Serverless Sub-70ms inference via Provi-
sioned Concurrency & NoSQL 
feature stores. 

Vendor lock-in to AWS 
ecosystem. 

 

 

Fig. 1. Serverless Event-Driven Architecture for Real-Time Fraud Detection Pipeline. This figure demonstrates the decoupled microservice layout preventing 
cascading failures. 

 

 
 s  

∆ϕ
  

To maintain strictly sub-100ms latency, heavy historical 

  
∆λ

 ! aggregations are pre-computed using a separate asynchronous 

d = 2r arcsin sin2   
2 

+ cos(ϕ1) cos(ϕ2) sin2   
2 
(2) 

pipeline (using AWS Kinesis data streams) and stored as flat 

values in DynamoDB. This ensures that the real-time Lambda 

function only performs an O(1) key-value lookup rather than 
Geo-Velocity (Haversine Distance): To detect impossible 

travel (e.g., a card used in New York and London within 

10 minutes), the system calculates the Haversine distance 

d between the current transaction coordinates (ϕ2, λ2) and 

the last known transaction (ϕ1, λ1). Let ∆ϕ = ϕ2 ϕ1 

and ∆λ = λ2 λ1. The distance is computed using the 

intermediate chord length squared a: 

 

a = sin2

  
∆ϕ

  

+ cos(ϕ ) cos(ϕ ) sin2

  
∆λ

 

(3) 

d = 2r arcsin(
√

a)  (4) 

If the resulting velocity  d  > V (where V 

executing expensive relational JOIN operations, as detailed in 

Algorithm 1. 

C. AI Model Selection and Integration 

The mathematical core of the platform is the AI Inference 

Module. Given the severe constraints of serverless environ-

ments—specifically the 10 GB maximum memory limit and 

the necessity to minimize cold start times—we deliberately 

bypassed deep neural networks in favor of Extreme Gradient 

Boosting (XGBoost). XGBoost provides an optimal, highly 

favorable balance between predictive accuracy for tabular, 

structured financial data and computational execution effi-

ciency. 

The model calculates the probability of fraud P(y = 1|x) 
∆t threshold threshold as a sum of K additive regression trees: 

is commercial airline speed and ∆t is the time elapsed between 

transactions), the feature value spikes, strongly indicating 

physical card cloning or account takeover. 

K 

ŷ i = fk(xi), fk ∈ F (5) 
k=1 
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Algorithm 1 Real-Time Feature Aggregation Pipeline (Server-

less Handler) 

Require: Transaction payload Treq, Historical state database 

D 
Ensure: Augmented feature vector X⃗ 

1: uid ← Treq.user id 
2: amt ← Treq.amount 
3: history ← Query(D, uid) {O(1) DynamoDB Lookup} 
4: if history == ∅ then 

5: V10m amt 
6: dist 0 
7: else 

8: V10m Sum(history.recent amounts) + amt 
9: dist Haversine(Treq.loc, history.last loc) 

10: end if 

11: X⃗ [amt, V10m, dist, Treq.mcc, Treq.time of day] 
 12: return X⃗  

 

where is the space of all regression trees. The model was 

trained offline on an anonymized, synthesized dataset of 5 

million transactions, incorporating both standard user behavior 

and known, complex fraud typologies. 

To combat cold starts in production, the inference Lambda 

function is heavily optimized. The XGBoost library is stripped 

of unnecessary visualization dependencies. The model artifact 

(.bin file) is loaded into the global execution context outside 

the Lambda handler function. Consequently, once a Lambda 

container is provisioned, the model remains cached in active 

memory for all subsequent warm invocations. 

D. Data Privacy and Security Architecture 

Given the extreme sensitivity of financial telemetry, the 

platform implements defense-in-depth security measures. All 

API routes are protected behind API Gateway with stringent 

AWS WAF (Web Application Firewall) rate limiting. Authenti-

cation tokens are managed by Amazon Cognito, ensuring only 

verified internal payment gateways can invoke the prediction 

endpoints. 

Database access from the Lambda functions is strictly 

mediated through IAM roles, granting precise, least-privilege 

access solely to the requisite DynamoDB tables. Critically, 

personally identifiable information (PII) such as exact names, 

plaintext card numbers, and CVVs are heavily tokenized 

before reaching the feature engineering layer. The XGBoost 

model operates entirely on derived numerical vectors and 

anonymized categorical variables, structurally guaranteeing 

that no raw financial data is exposed during the inference 

process or accidentally persisted in CloudWatch logs. 

V. DATASET METHODOLOGY AND EXPLORATORY 

DATA ANALYSIS 

A predictive AI model is fundamentally constrained by the 

quality, dimensionality, and distribution of its foundational 

training data. In the domain of financial fraud detection, 

acquiring robust datasets presents a profound challenge due to 

 

 
 

Fig. 2. Logical Execution Flow of the Decision Pipeline constrained within 
the serverless execution environment. 

 

 

strict data privacy regulations, including PCI-DSS and GDPR, 

which prohibit the public dissemination of unmasked Person-

ally Identifiable Information (PII). Consequently, this research 

utilizes a heavily anonymized, high-dimensional dataset engi-

neered to simulate real-world European credit card transac-

tions over a sequential 48-hour period. 

A. Dataset Characteristics and Dimensionality 

The dataset comprises exactly 284,807 discrete transac-

tions. To maintain absolute cryptographic privacy, the original 

categorical and numerical features (e.g., merchant ID, user 

location, explicit timestamp) were previously subjected to a 

Principal Component Analysis (PCA) transformation. This 

orthogonal linear transformation projects the raw data into a 

new coordinate system, resulting in 28 principal components, 

denoted as V1, V2, . . . , V28. 

Only two features were excluded from the PCA transfor-

mation to preserve their immediate interpretability: 

• Time (∆t): The seconds elapsed between the first 

recorded transaction and each subsequent transaction. 

• Amount (Xamt): The precise monetary value of the 

transaction, which is highly relevant for cost-sensitive 

learning algorithms. 

The target variable, Y, is a strict binary classifier where 

Y = 1 denotes a fraudulent transaction and Y = 0 denotes 
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a legitimate authorization. 

 

B. The Extreme Class Imbalance Problem 

The most critical anomaly within financial transaction 

datasets is the inherent, extreme class imbalance. In our 

dataset, out of 284,807 transactions, only 492 are labeled as 

fraudulent. This results in an Imbalance Ratio (IR) defined as: 

 
Nminority  492  

IR = = ≈ 0.0017 (6) 

Feature V2 
 
 

 
 
 
 
 
 
 

 
Feature V 

Nmajority 284, 315 1 

Fraudulent transactions account for merely 0.172% of the 

total dataset. If a naive machine learning model were deployed 

without addressing this skew, it could achieve a seemingly 

excellent baseline accuracy of 99.828% simply by blindly 

predicting = 0 for every transaction. However, the Recall 

(sensitivity) for fraud would be absolute zero, rendering the 

system entirely useless for security purposes. 

 
Frequency (Log Scale) 

Fig. 4. Conceptual 2D representation of SMOTE generating synthetic 
minority instances along the vectors of k-nearest neighbors. 

 

 

D. Feature Scaling and Normalization 

Prior to training, the non-PCA features (Time and Amount) 

exhibited massive variance compared to the standardized PCA 

features. To prevent the XGBoost algorithm from dispropor-

tionately weighting the Xamt variable due to its larger numer-

ical magnitude, a robust scaling transformation was applied. 

Unlike standard Min-Max scaling, which is highly vulnerable 

to financial outliers (e.g., a single $50,000 transaction), we 

utilized a Robust Scaler based on the Interquartile Range 

(IQR): 

 

Xscaled = 
 Xi − Q1(x)  

Q3(x) − Q1(x) 

 
(8) 

Y = 0 Y = 1  Class Label 

 

Fig. 3. Distribution of the Target Variable showing extreme class imbalance. 
Fraud constitutes roughly 0.17% of the data. 

 

 

C. Algorithmic Resampling via SMOTE 

To rectify this mathematical imbalance before feeding the 

data into the XGBoost serverless inference engine, we utilized 

the Synthetic Minority Over-sampling Technique (SMOTE). 

Unlike naive random oversampling—which merely duplicates 

existing minority records and leads to severe model overfit-

ting—SMOTE generates entirely novel, synthetic examples by 

interpolating between existing minority instances in the high-

dimensional PCA space. 

For a given minority instance xi fraud, SMOTE 

identifies its k-nearest minority neighbors. A synthetic instance 

xsynth is then generated along the line segment connecting xi 
and a randomly selected neighbor xzi: 

 

xsynth = xi + λ × (xzi − xi) (7) 

where λ is a random scalar bounded by [0, 1]. By applying 

SMOTE to the training subset, the algorithm constructs a 

synthetic, balanced decision boundary, forcing the gradient 

boosting trees to learn the distinct geometrical patterns of fraud 

rather than simply memorizing the majority class baseline. 

This scaling ensures that the feature space is geometrically 

stabilized, thereby accelerating the convergence of the gradient 

descent optimization within the XGBoost training phase and 

ensuring low-latency inference once deployed to the AWS 

Lambda environment. 

VI. DEEP ARCHITECTURAL IMPLEMENTATION 

AND ECOSYSTEM INTEGRATION 

While the mathematical formulation of the predictive model 

guarantees theoretical accuracy, the physical deployment ar-

chitecture dictates the operational viability of the system. 

This section details the precise configuration of the serverless 

environment, the mitigation of the cold start penalty, and 

the integration of this microservice into a broader financial 

ecosystem. 

A. Serverless Environment Constraints and Handler Optimiza-

tion 

The AWS Lambda execution environment imposes strict 

operational bounds: a maximum memory allocation of 10 

GB, a maximum deployment package size of 250 MB (un-

zipped), and a maximum execution timeout of 15 minutes. 

Financial fraud detection requires a micro-timeout threshold; 

if the Lambda function fails to return a decision within 200 

milliseconds, the API Gateway must default to a hard timeout 

to prevent the payment terminal from hanging. 

To meet these constraints, the XGBoost runtime envi-

ronment was aggressively optimized. The standard Python 

Legitimate 

(284,315) 

Fraud 

(492) 

Synthetic 
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xgboost library contains numerous heavy dependencies 

(e.g., scipy, matplotlib) utilized exclusively for training 

and visualization. By stripping these non-essential libraries 

and compiling a custom Lambda Layer using a stripped 

libgomp.so (GNU OpenMP library), the total deployment 

artifact was reduced to 34 MB. 

The inference handler was structured to exploit the 

ephemeral container lifecycle. In AWS Lambda, any variable 

initialized outside the main handler function is retained in 

active memory for subsequent invocations of that specific 

container. 
 

Algorithm 2 Optimized Serverless Inference Handler (Python) 

Require: API Gateway Event Payload E 

Ensure: Binary Fraud Decision D 0, 1 
1:  Global Context: Executed only on Cold Start 

2: S3 Client boto3.client(’s3’) 

3: Model Artifact S3 Client.get object(Bucket, Key) 
4: Booster xgboost.Booster() 

5:  Booster.load model(Model Artifact) 
6: 

7: def lambda handler(Event, Context): 

8: Execution Context: Executed on every invocation 

9: tstart Time.now() 
10: uid, amt, loc Parse(Event) 
11: X⃗feat Fetch DynamoDB Features(uid, amt, loc) 
12: DMatrix xgboost.DMatrix(X⃗feat) 
13: Pfraud Booster.predict(DMatrix) 
14: 

15: 

16: if Pfraud 0.85 then 

17: Decision BLOCK 

18: 

19: else 

20: Decision ALLOW 

21: 

22: end if 

23: 

24: 

25: if (Time.now() tstart) > 200ms then 

26: Log Warning(”Latency SLA Breached”) 

27: 

28: end if 

29: 

 30: return Decision  

 
B. Infrastructure-as-Code (IaC) and Identity Access Manage-

ment (IAM) 

To ensure absolute reproducibility and eliminate configura-

tion drift, the entire cloud infrastructure was provisioned using 

Terraform (HashiCorp). 

Security in a distributed serverless application relies 

on the Principle of Least Privilege. The AWS IAM 

roles were configured such that the Feature Engineer-

ing Lambda possesses strictly dynamodb:GetItem and 

dynamodb:UpdateItem permissions on the specific user-

state table, with an explicit Deny policy for any Scan 

operations to prevent accidental full-table reads that would 

spike latency and costs. The API Gateway utilizes mutual TLS 

(mTLS) authentication, ensuring that only cryptographically 

signed requests originating from the authorized payment pro-

cessor can trigger the inference pipeline. 

 

Fig. 5. Cryptographic Authentication and IAM Role Assumption Flow. 

 

C. Integration with the AI-Powered Personal Finance Budget-

ing Ecosystem 

While fraud detection is conventionally viewed as an iso-

lated security perimeter, modern FinTech architectures man-

date deep systemic integration. This serverless fraud module 

was explicitly designed to function as the security backbone 

for a comprehensive AI-Powered Personal Finance Budgeting 

Ecosystem. 

Automated budgeting and predictive finance ecosystems 

rely heavily on the integrity of historical transaction data to 

forecast future user expenditure, suggest micro-investments, 

and dynamically adjust budget envelopes. If a malicious actor 

successfully executes a string of fraudulent transactions (e.g., 

draining funds through high-volume gift card purchases), 

the budgeting AI will incorrectly ingest this data. Conse-

quently, the ecosystem’s forecasting models will become heav-

ily skewed, generating errant financial advice and triggering 

false budget-exhaustion alerts to the user. 

By positioning the low-latency serverless fraud module 

upstream of the general ledger—acting as a pre-authorization 

gatekeeper—the integrity of the budgeting ecosystem’s data 

lake is fiercely protected. When the XGBoost model out-

puts a Pfraud 0.85 and issues a BLOCK command, the 

transaction payload is routed to a segregated ”Quarantine 

Table” in DynamoDB rather than the primary financial ledger. 

This architectural decoupling ensures that the downstream AI 

budgeting ecosystem trains exclusively on clean, verified user 

intent, thereby maintaining the high fidelity of its financial rec-

ommendations while the security layer processes the anomaly. 

VII. RESULTS AND ANALYSIS 

A. Latency and Elastic Performance 

The system demonstrated exceptional performance under 

simulated concurrent user loads. Using distributed load-testing 

tools (Apache JMeter), we subjected the serverless architecture 

to severe traffic spikes mimicking Black Friday financial loads, 

scaling instantaneously from 10 to 12,000 requests per second. 

https://ijsrem.com/
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The serverless architecture scaled seamlessly without human 

intervention. Warm start inference latency—measured com- 

TABLE III 
ARCHITECTURAL COMPARISON: SERVERLESS VS. MONOLITHIC 

prehensively from the moment the API Gateway received the 

HTTPS request to the moment the binary fraud decision was 
Metric/Feature Traditional (Mono-

lithic) 
Serverless 
(Proposed) 

returned to the client—averaged exactly 68 milliseconds. This 

sub-100ms response time is well within the strict acceptable 

threshold for real-time Visa/Mastercard payment gateways. 

Cold start latencies for un-provisioned, completely cold 

instances averaged 1.15 seconds. While noticeably higher, our 

strategic implementation of Provisioned Concurrency, com-

bined with optimized Python runtime sizes, ensured that fewer 

than 0.4% of all transactions experienced a cold start during 

massive, unpredictable scaling events. 

B. Fraud Detection Predictive Accuracy 

The AI model’s predictive performance was rigorously 

evaluated using a hold-out validation set of 250,000 simulated 

transactions. The XGBoost model demonstrated profound ca-

pability in identifying subtle, distributed fraudulent patterns 

without triggering excessive false positives that degrade cus-

tomer experience. 

The system achieved a Precision of 94.2% and a Recall of 

89.5%, resulting in a robust F1-Score of 0.917. False negatives 

were predominantly observed in highly novel, “low and slow” 

fraud patterns that meticulously mimicked standard user be-

havioral velocity, representing known limitations of supervised 

learning models relying purely on historical, labeled data. 

 
TABLE II 

AI MODEL PERFORMANCE METRICS ON HOLD-OUT SET 

 

Evaluation Metric Achieved Score / Value 

Global Accuracy 98.7% 
Precision (PPV) 94.2% 
Recall (Sensitivity) 89.5% 
F1-Score 0.917 
Area Under Curve (ROC-AUC) 0.964 
Avg. Inference Time (Warm) 68 ms 

Max Latency (99th Percentile) 82 ms 

 

 

C. Economic Cost Efficiency 

A comprehensive comparative cost analysis was conducted 

against a traditional provisioned architecture (utilizing con-

tainerized Docker applications on fixed AWS EC2 instances 

behind an Application Load Balancer) designed theoretically 

to handle the exact same 12,000 RPS peak load. The server-

less architecture resulted in an astonishing 62% reduction in 

monthly aggregate compute costs. Because FaaS billing is 

calculated purely on execution duration (per millisecond) and 

invocation count, resources were completely idle and entirely 

unbilled during low-traffic overnight periods. 

VIII. DISCUSSION 

The empirical results derived from this deployment validate 

the central thesis of this research: that AI models, when 

integrated deliberately and thoughtfully into native serverless 

architectures, deliver immensely measurable improvements in 

 
 

Scaling Mechanism Manual / Step-based Instant / Event-driven 
Compute Cost High (Always On) Low (Pay-per-use) 
Avg. Latency 120 ms (queued) 68 ms (warm) 

Cold Start Penalty None ∼1.15 seconds 

Infrastructure Ops High (OS/Patches) Zero (Fully Managed) 
Data Retrieval Relational JOINs O(1) Key-Value 

Lookup 
 

 

 

 

elastic scalability, cost efficiency, and real-time transaction 

processing speed. 

In the highly competitive financial domain, the primary 

value proposition of serverless AI integration lies not solely 

in accurate algorithmic fraud detection, but in the overarching 

economic viability of the infrastructure itself. By ensuring 

that cloud infrastructure costs scale perfectly linearly with 

actual transaction volume, financial institutions can deploy 

enterprise-grade AI without the prohibitive, sunk-cost over-

head of idle data centers. 

The latency analysis definitively demonstrated that the heav-

ily debated “cold start” problem in serverless computing can 

be effectively mitigated for production use cases. Through 

a combination of lightweight model selection (prioritizing 

XGBoost over monolithic deep neural networks), ruthless 

deployment packaging (stripping unused libraries), and the 

strategic application of provisioned concurrency, the platform 

maintained the stringent latency requirements demanded by 

modern payment processors. 

Furthermore, a consistent, critical observation across the 

testing phase was the paramount importance of real-time 

feature engineering architecture. A predictive model is strictly 

bottlenecked by the velocity of the data it receives. Transi-

tioning from a standard relational database architecture to a 

highly distributed, partitioned, in-memory NoSQL datastore 

(DynamoDB) for historical feature retrieval was the absolute 

critical factor in keeping the overall end-to-end request latency 

under the 100-millisecond threshold. This finding reinforces 

the academic premise that data pipeline architecture must be 

treated as a first-class engineering concern, equal in impor-

tance to the AI algorithm itself. 

Current implementation limitations include a distinct depen-

dency on a single cloud vendor’s proprietary ecosystem (AWS 

Lambda, DynamoDB), which inherently introduces vendor 

lock-in. Furthermore, while XGBoost performed excellently 

for tabular data, more complex sequential models (like LSTMs 

or Transformers for complex time-series anomaly detection) 

may prove significantly more difficult to deploy within the 

strict 10 GB memory and 15-minute timeout constraints of 

current serverless functions. 

IX. CONCLUSION 

This paper presented a concrete, mathematically grounded 

implementation of Artificial Intelligence integration within 

https://ijsrem.com/
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a domain-specific, fully serverless architecture. It vividly 

demonstrates the practical, highly efficient application of ma-

chine learning for real-time fraud detection in the financial 

sector. 

The proposed platform illustrated exactly how modern 

event-driven cloud infrastructure can be seamlessly aug-

mented with AI-based inference to radically improve trans-

action security while simultaneously slashing computational 

costs. The system proved that historically cited serverless 

limitations—namely statelessness and cold initialization de-

lays—can be effectively engineered away through optimized 

model deployment pipelines and ultra-fast, NoSQL feature-

store databases. 

Evaluation results confirm definitive improvements across 

inference speed, predictive precision, and architectural cost 

efficiency. The serverless paradigm, as implemented herein, 

meaningfully surpasses the technological utility and economic 

viability of traditional, constantly provisioned monolithic ar-

chitectures in handling highly volatile financial workloads. 

Future research vectors will focus aggressively on incorpo-

rating federated learning techniques, allowing decentralized, 

localized serverless nodes (e.g., edge computing via AWS 

Lambda@Edge) to update the global model in real-time with-

out ever centralizing sensitive user data. Additionally, we will 

explore the deployment of quantized Graph Neural Networks 

(GNNs) within serverless memory limits to better identify 

and dismantle highly coordinated, multi-node synthetic fraud 

rings. The frameworks, mathematical models, and design 

patterns presented in this paper offer a highly replicable, robust 

foundation for software engineers and data scientists tasked 

with building the next generation of intelligent, hyperscalable 

financial security applications. 

ACKNOWLEDGMENT 

The authors express sincere gratitude to the Department of 

Computer Science for their provision of essential cloud com-

puting resources and consistent academic support throughout 

this rigorous research endeavor. The authors also extend their 

thanks to the financial technology professionals and security 

analysts who contributed their domain expertise to review the 

architecture, providing invaluable feedback that meaningfully 

shaped the final system design and evaluation metrics. 

REFERENCES 

[1] A. Dal Pozzolo, O. Caelen, R. A. Johnson, and G. Bontempi, “Cali-
brating Probability with Undersampling for Unbalanced Classification,” 
in IEEE Symposium Series on Computational Intelligence, 2015, pp. 
159-166. 

[2] E. Jonas et al., “Cloud Programming Simplified: A Berkeley View on 
Serverless Computing,” arXiv preprint arXiv:1902.03383, 2019. 

[3] Y. Sahin, S. Bulkan, and P. Duman, “A Cost-Sensitive Decision Tree 
Approach for Fraud Detection,” Expert Systems with Applications, vol. 
40, no. 15, pp. 5916-5923, 2013. 

[4] J. Wang, et al., “Machine Learning for Financial Fraud Detection: A 
Review,” Journal of Network and Computer Applications, vol. 182, 2021. 

[5] P. Singh and S. Suri, “Serverless Architecture: A Paradigm Shift in 
Cloud Computing,” IEEE International Conference on Cloud Comput-
ing, 2020. 

[6] Amazon Web Services, “AWS Lambda Developer Guide,” [Online]. 
Available: https://docs.aws.amazon.com/lambda. [Accessed: May 2026]. 

[7] K. J. Leonard and W. J. Wood, “Rule-based expert systems for fraud 
detection,” Journal of Retail Banking, vol. 17, no. 1, pp. 45-50, 1995. 

[8] R. J. Bolton and D. J. Hand, “Statistical fraud detection: A review,” 
Statistical Science, pp. 235-244, 2002. 

[9] Y. Xia, et al., “A Boosted Decision Tree Approach Using Bayesian 
Hyper-Parameter Optimization for Credit Card Fraud Detection,” IEEE 
Access, vol. 6, pp. 25684-25692, 2018. 

https://ijsrem.com/
https://docs.aws.amazon.com/lambda

