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Abstract - Healthcare artificial intelligence is still commonly
built by pooling patient data from every hospital on a single
server and training a model there. This approach delivers accu-
racy but creates a serious privacy risk, and it conflicts with reg-
ulations such as HIPAA, GDPR and India’s Digital Personal
Data Protection Act, which is a major reason why hospitals are
reluctant to release raw records [1], [2]. This paper proposes a
system that avoids centralization instead of working within it.
Wearable devices at each hospital node continuously collect
physiological signals (heart rate, ECG, SpO, and blood pres-
sure), and a Long Short-Term Memory (LSTM) model [3] is
trained on these data locally and on-site. Only an encrypted set
of model weights leaves the hospital; a central server combines
the weights using Federated Averaging (FedAvg) [4] and returns
an improved global model. Over 20 communication rounds, the
global model reaches 97.6% accuracy and a 97.2% F1-score for
early disease prediction over five categories, which is within
about half a percentage point of a centralized model trained with
full access to the same pooled data. Clinicians interact with the
system through a Streamlit dashboard that shows prediction con-
fidence, patient trends and alerts without exposing another hos-
pital’s raw records.

Key Words: federated learning, LSTM, healthcare monitoring,
disease prediction, FedAvg, wearable 10T, privacy-preserving
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1.INTRODUCTION

Healthcare has changed considerably over the last decade,
largely because of the volume of data it now produces. Hospitals,
diagnostic laboratories, wearables and smart medical equipment
generate health data continuously: smartwatches track heart rate,
oximeters log blood oxygen, glucose monitors record sugar lev-
els, and hospital systems maintain electronic health records
(EHRs). This scale of data did not exist ten years ago, and it has
made continuous monitoring possible in place of waiting for a
patient’s next clinic visit [5], [6]. The corresponding difficulty is
that the data must be stored, secured and analysed properly,
which is proving harder than collecting it [7].

Deep learning is one of the more promising tools for making
sense of such data. LeCun, Bengio and Hinton [8] explained why
these models generalize as well as they do, and healthcare has
become one of the fields in which that generalization pays off.
Rajkomar et al. [9] and Topol [10] describe how machine learn-
ing is beginning to change clinical practice and not only research
publications. Models trained on medical records can flag early
signs of heart disease, diabetes, respiratory problems and other
chronic conditions, sometimes detecting patterns that a clinician
would not notice during a routine check [11].

The way in which most of these models are trained, however,
is the main obstacle. The standard approach collects patient data
from several hospitals on one central server and trains there. This
is the simplest way to build a model, but medical records are
among the most sensitive data that exist (identities, diagnoses,
laboratory results, prescriptions and scans), and storing all of
them in one place means that a single breach becomes cata-
strophic instead of contained [2].

Regulators have responded accordingly. HIPAA, GDPR and
India’s Digital Personal Data Protection Act all place strict limits
on how patient data may be stored, moved and shared. As a re-
sult, many hospitals decline to hand over raw datasets to outside
researchers or partner institutions, even where pooling the data
could improve diagnostic accuracy for every participant [1].

Federated Learning (FL) addresses this problem by reversing
the usual arrangement. Instead of moving the data to the model,
it moves the model to the data: each hospital trains locally on its
own patients and sends only the learned parameters, never the
underlying records, to an aggregation server. The server merges
the updates from all participants into a stronger global model and
distributes it for the next round of local training, so the raw data
never leaves the institution where it originated [12], [4], [13]. The
approach is not only theoretical: FL models have reached accu-
racy close to that of centralized training on tasks such as ECG
classification, diabetic retinopathy detection and cancer diagno-
sis, while offering privacy guarantees that centralized training
cannot match [11], [12], [14].

Wearable Internet of Things (IoT) devices have meanwhile
become common in both hospitals and homes, continuously
streaming heart rate, ECG, SpO,, respiratory rate and activity
data [15], [6]. Such streams allow abnormal readings to be de-
tected well before they become emergencies. They also send
more sensitive data to cloud servers, which reintroduces the pri-
vacy problem that FL is intended to solve [16].

The system presented here combines wearable sensor data,
EHRs and an LSTM-based prediction model [3] within a Feder-
ated Learning framework. Each participating hospital trains lo-
cally, and FedAvg [4] builds a shared global model without
centralizing patient data. A Streamlit dashboard allows doctors
to view patient status, prediction confidence and alerts in real
time. The aim is a system that is accurate enough to be clinically
useful and private enough for a hospital to agree to use it.

The work makes three contributions. First, it applies Feder-
ated Averaging to a multi-institution LSTM pipeline covering
cardiovascular, diabetic, respiratory and hypertensive conditions,
using wearable and EHR data together and not either source
alone [17], [18]. Second, it measures the accuracy trade-off be-
tween federated and centralized training round by round, instead
of assuming that federated training eventually converges to the
centralized result [4], [19]. Third, it keeps a human in the loop:
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the dashboard is designed so that the clinician, and not the model,
makes the final decision [10].

The remainder of the paper is organized as follows. Section 2
reviews related work, Section 3 describes the proposed frame-
work and methods, Section 4 gives the mathematical formula-
tion, Section 5 reports the experimental configuration,
performance and discussion, and Section 6 presents the conclu-
sions and future work.

Table -1: Summary of the reviewed literature

2. LITERATURE REVIEW

Representative studies published between 2020 and 2026 on
Al-based healthcare monitoring, Federated Learning, IoT-ena-
bled wearable devices, LSTM-based disease prediction, privacy-
preserving machine learning and real-time health monitoring
were collected from Google Scholar. The studies were analysed
to identify recent advances and existing research gaps and to
guide the design of the proposed system. Table 1 summarizes the
representative works reviewed.

Ref. Study Method

Main contribution

Limitation

[20] Rieke et al. (2020) FL for digital health

Showed that FL is suitable for healthcare because hospitals | Mostly conceptual; limited exper-
cannot freely share raw patient data.

iments.

[211  |Sheller et al. (2020) entation

FL for brain tumor seg- | Achieved performance close to centralized learning with-
out sharing medical data. ing.

Focused only on medical imag-

[22] Kaissis et al. (2020) Privacy-preserving FL

Combined FL with privacy protection for medical data.

Secure computation increases
computational cost.

Explained the growing integration of FL and IoT, includ-

Healthcare-specific details were

[23] Nguyen et al. (2021) FL and IoT survey ing healthcare. limited.

[18] Ghosh et al. (2022) IoT-based smart Found that most existing healthcare monitoring systems I?ld not develop a federated solu-
healthcare were centralized. tion.

2] Abaoud et al. (2023) Privacy-enhanced Fe- Improved protection against privacy attacks in healthcare Addltlongl privacy layer causes
dAvg FL. computational overhead.

[17] Thrasher et al. (2023) Multimodal FL Demonstrated the feasibility of combining imaging, time- | Data-fusion methods are still de-

series and EHR data.

veloping.

[24] Li et al. (2024) FL deployment review

Identified practical issues such as device synchronization,
dropped rounds and uneven participation.

Recommendations were not ex-
perimentally validated.

Wearable sensing with

[15] Rghioui et al. (2020) machine learning

Developed an end-to-end wearable monitoring system for
diabetic patients.

Centralized approach; no privacy-
preserving FL.

Three observations follow from the review. First, Federated
Learning has emerged as a promising privacy-preserving ap-
proach for distributed healthcare systems [1], [25], while deep
learning models such as LSTM have shown strong performance
in disease prediction from physiological data [3], [9]. Second, ex-
isting studies concentrate mainly on prediction accuracy, and
comparatively few integrate real-time IoT monitoring, privacy
preservation and continuous health-risk assessment within a sin-
gle deployable framework [18], [15]. Third, although wearable
devices enable continuous patient monitoring, data privacy, com-
munication efficiency, model personalization and real-time
emergency alert generation remain insufficiently addressed [24],
[26].

These gaps motivate the proposed Al-powered Smart
Healthcare Monitoring System, which combines loT-based data
collection, LSTM-based health prediction, Federated Learning
for privacy-preserving model training and a real-time monitoring
dashboard to provide secure and accurate healthcare support
[20], [23].

3. PROPOSED FRAMEWORK AND METHODS

3.1 System Architecture

Fig. 1 shows the overall architecture, which follows the fed-
erated learning paradigm [4], [13]. Each hospital forms a Local
Edge Layer: wearables stream data to an Edge Client Device,
which trains an LSTM model on-site. Only the encrypted weights
from this training leave the hospital, travelling to the Central
Cloud Aggregator, which runs FedAvg and produces an updated
global model. The global model is then sent to every node for the
next round. A Streamlit dashboard operates on top of this pipe-
line, and patient records, predictions and analyst actions are
logged to a local SQLite/PostgreSQL database that never syn-
chronizes raw data outside the hospital [20].

System Architecture
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Fig -1: System architecture of the Al-powered smart healthcare
monitoring framework.

3.2 Dataset and Pre-processing

For model development, a mix of public benchmark datasets
was used: MIMIC-1V [27], PhysioNet [28], the UCI Heart Dis-
ease dataset [29] and WESAD [30]. These were split across sim-
ulated hospital nodes to approximate a realistic non-IID federated
setting [19], and were complemented by wearable streams cov-
ering heart rate, ECG, SpO,, body temperature, blood pressure,
respiratory rate and physical activity [15], [6]. Table 2 lists the
feature set used at each node.

Before training, missing values are imputed statistically and
duplicates are removed. An outlier check flags sensor readings
that resemble hardware faults and not genuine physiological ex-
tremes. Categorical fields (gender and medical-history category)
are one-hot encoded, and continuous features are scaled with
Min-Max normalization computed separately at each local node,
using only that node’s own training split, so that no information
about another hospital’s data range is leaked through the scaling
step [19]. The data at each node are split 70-15-15 into training,
validation and test sets.
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Table -2: Physiological features used per local node

Feature Typical range Source

Heart Rate (HR) 50-180 bpm Wearable

ECG Waveform Wearable

SpO, 80-100 % Wearable

Body Temperature 35-40 °C Wearable

Blood Pressure 90/60—180/120 mmHg Wearable / EHR
Respiratory Rate 10-30 breaths/min Wearable
Glucose Level 70-300 mg/dL EHR

Physical Activity Steps / accel. Wearable

3.3 Federated Learning Framework (FedAvg)

Every hospital node trains the same LSTM architecture on its
own local data, which never leaves the institution. After a fixed
number of local epochs, each node sends only its updated weights
to the Central Cloud Aggregator, which averages them with
weights proportional to the amount of local data used at each
node; this is Federated Averaging [4]. Restricting communica-
tion to model updates also limits bandwidth requirements [26].
The resulting global model is redistributed to every node for the
next round, as illustrated in Fig. 2. The experiments used 20
rounds, 40 local epochs per round and 8 simulated hospital nodes
with deliberately uneven, non-IID patient populations [19], since
this is closer to what a real deployment would encounter.
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Fig -2: Federated Averaging (FedAvg) workflow across hospi-
tal nodes.

3.4 LSTM Disease Prediction Model

Each local model is an LSTM network, the architecture pro-
posed by Hochreiter and Schmidhuber [3] to overcome the van-
ishing-gradient problem that affects plain recurrent networks on
longer sequences. It was chosen because physiological data are
inherently a time series, and the gating mechanism retains long-
range temporal patterns in a way that a plain feed-forward net-
work cannot. The network takes 8 normalized physiological fea-
tures as input and passes them through an LSTM layer with 128
units, dropout at 0.3, a second LSTM layer with 64 units, a fur-
ther dropout layer and a dense layer with 32 ReLU units, fol-
lowed by a softmax output over 5 classes: Normal,
Cardiovascular Risk, Diabetes, Respiratory Disorder and Hyper-
tension. Training uses the Adam optimizer [31] (learning rate
0.001, B1 =0.9, B2 = 0.999) with categorical cross-entropy loss, a
batch size of 32, up to 40 local epochs per round, and early stop-
ping with a patience of 5 on the local validation loss. The archi-
tecture is shown in Fig. 3.
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Fig -3: LSTM neural network architecture with layer configu-
ration.
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3.5 Privacy and Security Mechanism

No raw patient record leaves a hospital node; the only data
crossing the network are encrypted model weights, sent over TLS
once per communication round. Because the central aggregator
sees only model parameters and never identifiable patient data,
the system is designed to be consistent with HIPAA, GDPR and
India’s Digital Personal Data Protection Act [1], [16]. This does
not eliminate every privacy risk, since gradient-based attacks are
a known issue in the FL literature [2], [16], [32], but it removes
the largest one, namely a central store of raw medical records that
forms a single attack target.

3.6 Human-in-the-Loop Dashboard

The dashboard is a Streamlit application designed for doctors
to check patients’ current readings, the model’s predicted risk
category, a confidence score and a recent trend chart in one place.
When an abnormal reading occurs, an alert is displayed with
enough context for the doctor to review it and decide whether to
acknowledge, escalate or dismiss it, without consulting a separate
system first. Every action is logged, so that nothing flagged by
the model disappears silently. The doctor remains the decision-
maker, and the role of the system is to provide the information
needed to decide quickly [10], [9].

4. MATHEMATICAL FORMULATION

4.1 Federated Averaging

At round t, each participating node k starts from the current
global weights wy, trains locally, and produces updated weights
wis1¥. The aggregator then computes the new global model as a
weighted average over all K nodes [4]:

Wi+l = Zk:IK (nk/n) Wt+1k (1)

where ny is the number of local training samples at node k and
n =Y ny is the total over all participating nodes. Weighting by ny
prevents a small clinic with few patients from influencing the
global model as strongly as a large hospital with a much larger
dataset [4].

4.2 LSTM Gating Equations

For input x, at time step t and previous hidden state h-i, the
LSTM cell computes the forget gate fi, the input gate i, and the
output gate oy as follows [3]:

fi = 6(We[het, X] + be) (2
it = o(Wi'[hi-1, x{] + b)) (3)
0= 6(Wo[he1, x/] + bo) “4)
C, = tanh(We-[he1, x] + be) (5)
Ci=£OCH +iOC (6)

h = 0o{@tanh(Cy) (7

where 6 is the sigmoid function, C, is the candidate cell state
and © denotes elementwise multiplication. The forget and input
gates together decide how much of the previous cell state is kept
and how much is overwritten, which allows the network to track
a physiological trend over a longer window than a plain recurrent
network [3].

4.3 Min-Max Normalization

Every continuous feature is scaled independently at each lo-
cal node using

Kscaled = (X - Xmin) / (Xmax - Xmin) (8)

with Xmin and Xmax computed only from that node’s own
training split, so that nothing about another hospital’s data range
leaks through the scaling [19].
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4.4 Evaluation Metrics

The usual confusion-matrix metrics are used throughout [9].
Accuracy is the overall proportion of correct predictions. Preci-
sion indicates how many of the predicted-positive alerts were
genuine, and recall indicates how many of the true cases the
model detected:

Precision = TP / (TP + FP) S
Recall = TP / (TP + FN) (10)
F1 =2 - Precision - Recall / (Precision + Recall) (11)

The Fl-score is the harmonic mean of precision and recall.
The ROC-AUC is also reported for each disease class, since class
imbalance arises naturally in this setting: at any given monitoring
window, most patients are healthy [7].

5. DISCUSSION

5.1 Experimental Configuration

The federated pipeline was evaluated on public benchmark
data distributed across simulated hospital nodes, as described in
Section 3 [27], [28], [29], [30]. The nodes were given deliber-
ately uneven, non-IID patient populations so that the setting re-
sembles a real multi-institution deployment [19]. Table 3 lists the
complete configuration used for the reported experiments.

Table -3: Experimental configuration

Parameter Value
Transmission Encrypted weights over TLS, once per
round

5.2 Reported Performance

After 20 communication rounds the global model reaches an
accuracy of 97.6% and an Fl-score of 97.2% on early disease
prediction over the five classes (Normal, Cardiovascular Risk,
Diabetes, Respiratory Disorder and Hypertension). This is within
about half a percentage point of a centralized model trained with
full access to the same pooled data, which serves as the upper-
bound reference [4], [21]. These values are summarized in Table
4. The small remaining gap is consistent with earlier reports that
FL approaches the accuracy of centralized training on medical
tasks while keeping the data at its source [11], [12], [14].

Table -4: Reported performance of the federated global model

Metric ;Tg)d LRy Reference

Accuracy 97.6% Centralized, pooled
data

Fl-score 97.2% Centralized, pooled
data

. - Centralized, pooled

Gap to centralized ~0.5pt data

Prediction classes 5 -

Rounds to report 20 -

Parameter Value

Simulated hospital nodes 8 (non-1ID)
Communication rounds 20

Local epochs per round Up to 40

Aggregation FedAvg, weighted by ny

Input features 8 (Min-Max scaled per node)

LSTM 128, LSTM 64, Dense 32 (ReLU),

Architecture

Softmax 5
Dropout 0.3
Optimizer Adam (Ir 0.001, B, 0.9, B, 0.999)
Loss Categorical cross-entropy
Batch size 32

Early stopping
Data split per node

Patience 5 (local validation loss)
70-15-15 (train / val / test)

5.3 Federated versus Centralized Training

The practical value of the system lies in what is avoided as
well as in the accuracy achieved. Table 5 compares centralized
training with the proposed federated design on the properties that
matter for hospital adoption. In centralized training, all records
are pooled and a single breach exposes every patient [2]; in the
federated design only model parameters are exchanged, so there
is no central store of raw records and the arrangement is easier to
reconcile with HIPAA, GDPR and India’s Digital Personal Data
Protection Act [1], [16].

Table -5: Comparison of centralized and federated training for healthcare monitoring

Aspect Centralized learning Federated learning (proposed) Ref.
Location of raw data Pooled on one central server Remains at each hospital node [71,[13]
Breach exposure A single breach exposes all records :L‘;::dmral store of raw records; only weights are [2], [16]
Regulatory fit Hospitals reluctant to release raw records | Only parameters leave the institution [1]
Communication One-time data transfer Weights exchanged every round (20 rounds) [26]
Data distribution Single pooled distribution Non-IID across nodes [19]
Residual privacy risk Central attack target Gradient-based attacks remain possible [32], [16]
Accuracy Reference upper bound Within about 0.5 pt of centralized (this work) [21], [11]

Federated training does carry costs. Weights must be ex-
changed in every round, which adds communication overhead
[26], and uneven participation, dropped rounds and device syn-
chronization are known practical issues in deployment [24].
Weighting each node’s contribution by its local sample count, as
in Eq. (1), limits the influence of small clinics, but non-IID data
remain a recognized source of difficulty for federated optimiza-
tion [19]. Adding stronger privacy layers such as secure aggrega-
tion or differential privacy would further protect the weights but
increases computational cost [22], [2].

Several limitations should be noted. The hospital nodes are
simulated from public datasets and not drawn from live clinical
deployments, so the reported accuracy should be confirmed on
real multi-institution data. The system reduces but does not re-
move privacy risk, because gradient-based attacks are still possi-
ble [32], [16]. Finally, the dashboard supports and does not
replace the clinician, who makes the final decision on every alert
[10].

6. CONCLUSIONS

The proposed work combines IoT and Federated Learning to
provide secure and privacy-preserving healthcare monitoring. It
allows healthcare data to remain on local devices while a ma-
chine-learning model is trained collaboratively. This approach
reduces the privacy risks associated with centralized data storage
and provides a scalable solution for intelligent healthcare moni-
toring [1], [12]. The system can help improve data security, pa-
tient privacy and monitoring efficiency.

Future work can focus on real-time monitoring, multimodal
healthcare data [17], stronger privacy techniques such as secure
aggregation [33] and differential privacy [34], and large-scale de-
ployment [24].
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