j.-t.' 1Y
¢ TISREM 3

Sy e Jeurnal

W Volume: 10 Issue: 06 | Jun - 2026

International Journal of Scientific Research in Engineering and Management (IJSREM)
SJIF Rating: 8.659

ISSN: 2582-3930

Air Defence System Using ESP-32

Jadhav Pranjal', Bharsakle Prajwal?, Borase Ruchiket® ,Prof. (Ms) S.H.Barshikar*

'Department of Electronics & Telecommunication, Sinhgad College of Engineering, Pune - 41

’Department of Electronics & Telecommunication, Sinhgad College of Engineering, Pune - 41

*Department of Electronics & Telecommunication, Sinhgad College of Engineering, Pune - 41

‘Department of Electronics & Telecommunication, Sinhgad College of Engineering, Pune - 41
Email: prajwalbharsakle.scoe.entc@gmail.com

seskosk

Abstract - The increasing demand for automation and
intelligent monitoring systems in defense applications has
driven the need for compact, efficient, and cost-effective air
defense solutions. Traditional air defense systems are often
complex and expensive, relying on large-scale radar and
missile infrastructure. This paper presents a prototype Air
Defence System using the ESP32 microcontroller, designed to
detect and track aerial objects in real time using sensor-based
automation.

The prototype utilizes sensors such as ultrasonic and LDR
(Light Dependent Resistor) modules for object detection,
paired with servo motors for target tracking and alignment. The
ESP32 microcontroller serves as the core processing unit,
providing fast computation, wireless connectivity, and IoT
integration capabilities. Through automation, the system can
identify approaching objects, trigger alerts, and execute motion
responses autonomously.

The developed model demonstrates the feasibility of
implementing a low-cost, energy-efficient, and intelligent air
defense prototype. With further enhancement such as camera
integration and IoT-based cloud monitoring, the system can be
adapted for real-world surveillance, military base security, and
autonomous defense mechanisms.
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1.INTRODUCTION

Modern defense systems play a crucial role in maintaining
national security by detecting and responding to potential aerial
threats in real time. Traditionally, air defense operations rely on
large-scale radar networks, missile launchers, and complex
control systems. While these systems offer high precision, they
are often expensive, require advanced infrastructure, and
involve significant operational complexity. This makes them
less feasible for academic research, small-scale simulations,
and training environments.

To address these challenges, this paper focuses on developing
a prototype Air Defence System using the ESP32
microcontroller — a compact, cost-effective, and educational

model for understanding how automation and embedded
technology can be applied in the defense domain. The system
simulates real-time object detection, tracking, and response
using a combination of sensors, actuators, and microcontroller-
based control logic.

The core of the system is the ESP32, a high-performance
microcontroller with integrated Wi-Fi and Bluetooth
capabilities, known for its versatility and processing speed. It
acts as the central control unit responsible for processing sensor
inputs, executing automated decisions, and controlling motion
mechanisms. Ultrasonic and LDR modules continuously
monitor the surrounding airspace to detect objects entering a
specified range. Upon detection, the ESP32 activates the servo
motor which rotates to track the target in a radar-like fashion.
The system can further trigger visual or sound-based alerts
using LEDs or buzzers to simulate threat response. Its modular
nature also allows easy integration of IoT features, enabling
remote monitoring or cloud-based data visualization — aspects
that are significant in the context of next-generation defense
systems where automation, connectivity, and intelligence are
core priorities.

2. LITERATURE REVIEW

Recent advancements in embedded systems and automation
have led to the development of various low-cost surveillance
and defense prototypes. Several research works have explored
sensor-based  detection systems, microcontroller-driven
automation, and IoT-enabled monitoring solutions.

Sensor-based detection systems utilize ultrasonic or infrared
sensors to measure distance and detect objects using time-of-
flight principles. These systems are widely used for short-range
detection and provide a foundation for radar-like simulation
models. Studies have shown that integrating sensors with servo
motors enables continuous scanning and tracking of objects
within a defined region.

Microcontroller-based surveillance systems have gained
popularity due to their affordability and flexibility. Platforms
like Arduino and ESP32 allow real-time processing of sensor
data and execution of automated control actions. The ESP32,
in particular, offers advantages such as dual-core processing,
Wi-Fi connectivity, and low power consumption, making it
suitable for intelligent defense applications.

IoT integration has further enhanced the capabilities of such
systems by enabling remote monitoring and data visualization.

Cloud-based platforms allow wusers to track system
performance, receive alerts, and control devices remotely. This
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feature is particularly useful in modern defense frameworks
where real-time information is critical.

Additionally, radar simulation systems using servo motors have
been developed to replicate scanning mechanisms. These
systems use pulse width modulation (PWM) signals to control
motor movement, allowing continuous rotation and directional
tracking.

From the literature, it is evident that combining sensors,
microcontrollers, and automation techniques provides an
effective approach to developing low-cost air defense
prototypes.

3. OVERVIEW

The proposed Air Defence System using ESP32 is designed as
an intelligent, compact, and cost-effective prototype that
simulates the fundamental operations of modern air defense
technologies. The system focuses on real-time detection,
tracking, and response to aerial objects using embedded
systems and sensor-based automation. Unlike conventional air
defense systems, which depend on complex radar networks,
missile systems, and high computational infrastructure, this
prototype aims to replicate core functionalities in a simplified
and accessible manner suitable for academic and research
applications.

The increasing importance of automation and smart monitoring
systems in defense and security domains has encouraged the
development of lightweight and scalable solutions. This system
leverages the capabilities of the ESP32 microcontroller, which
integrates high processing power with built-in Wi-Fi and
Bluetooth connectivity. These features enable the system not
only to process real-time sensor data efficiently but also to
support future enhancements such as loT-based monitoring and
remote control.

1. Objective

The primary objective of this system is to develop an automated
air defense prototype capable of detecting and tracking aerial
objects within a defined range using low-cost hardware
components. The system aims to simulate radar-like behavior
by continuously scanning the environment, identifying objects,
and responding through mechanical movement and alert
mechanisms. Additionally, the system is designed to provide a
foundation for understanding how embedded systems can be
applied in defense-related applications.

2. Core Components

The system is composed of multiple hardware and software
modules that work together to achieve seamless functionality:

ESP32 Microcontroller: Acts as the central processing unit,
responsible for handling sensor inputs, executing control
algorithms, and managing communication between
components.

Ultrasonic Sensor: Used to measure the distance of objects by
calculating the time taken for ultrasonic waves to reflect back
from a target.

LDR Sensor: Detects variations in light intensity, which can be
useful for identifying environmental changes or object
presence.

Servo Motors: Provide rotational movement, enabling the
system to track detected objects in a radar-like scanning
motion.

Alert System (LED/Buzzer): Indicates the detection of an
object and simulates a response mechanism.

Power Supply Unit: Ensures stable operation of all
components.

These components are interconnected as shown in the block
diagram on page 10 of your report, where the ESP32 acts as the
central hub connecting sensors, actuators, and output devices.

3. Working Principle

The working of the system is based on continuous monitoring
and automated response. The ultrasonic sensor emits high-
frequency sound waves and measures the time taken for the
echo to return after hitting an object. Using this data, the system
calculates the distance of the object in real time.

Once an object is detected within a predefined threshold range,
the ESP32 processes the data and activates the servo motor. The
servo motor adjusts its position to align with the detected
object, thereby simulating a tracking mechanism similar to
radar systems. At the same time, the alert system is triggered to
indicate the presence of a potential target.

The system operates in a loop, continuously scanning the
environment, updating object positions, and adjusting its
response dynamically. This real-time interaction ensures that
the system can track moving objects effectively within its
operational range.

4. System Architecture

The architecture of the system is structured into multiple layers
to ensure efficient operation:

Data Acquisition Layer: Collects input data from sensors such
as ultrasonic and LDR modules.

Processing Layer: The ESP32 processes sensor data, applies
logic, and determines the system response.

Control Layer: Generates control signals for actuators,
particularly servo motors, to perform tracking.

Output Layer: Activates alerts such as LEDs or buzzers to
indicate detection events.

This layered approach ensures modularity, allowing easy
expansion and integration of additional features such as
cameras, Al modules, or cloud connectivity.

5. Innovation and Advantages

The proposed system introduces several key innovations:
Cost-Effective Design: Uses affordable components, making it
accessible for students and researchers.

Compact and Portable: Eliminates the need for bulky radar
infrastructure.

Real-Time Operation: Provides immediate detection and
response with minimal latency.

Scalability: Can be extended with IoT, Al or advanced sensors.
Ease of Implementation: Suitable for academic projects and
experimental setups.

Unlike traditional defense systems, which are resource-
intensive, this prototype demonstrates how basic embedded
systems can replicate essential defense functionalities
efficiently.
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6. Accessibility and Future Adaptability

One of the major strengths of this system is its adaptability.
Since it is built using a widely available microcontroller like
ESP32, the system can be easily modified or upgraded. Future
enhancements may include integration with wireless
communication networks, cloud platforms, or machine learning
algorithms for intelligent decision-making.

Additionally, the system can be adapted for various real-world
applications beyond defense, such as smart surveillance,
automated monitoring, and security systems. Its modular
design allows developers to customize functionalities based on
specific requirements.

7. Impact and Significance

The proposed Air Defence System serves as an important step
toward democratizing defense technology by making it
accessible for educational and research purposes. It provides
practical exposure to concepts such as real-time sensing,
embedded control, automation, and system integration.

By demonstrating how low-cost hardware can simulate
complex defense mechanisms, this project bridges the gap
between theoretical knowledge and practical implementation.
It also highlights the potential of embedded systems in
contributing to modern technological advancements in defense
and security domains.

Fig 1. Block Diagram Of System

4. METHODOLOGY

The methodology of the proposed Air Defence System focuses
on designing an efficient, real-time, and automated detection
and tracking mechanism using embedded systems. The system
is developed by integrating sensing, processing, actuation, and
alert modules into a unified architecture.

To address these limitations, the proposed system adopts a
microcontroller-based approach using the ESP32, which serves
as the core processing unit. The design integrates ultrasonic and

LDR sensors for object detection, servo motors for directional
tracking, and alert modules such as LEDs and buzzers to
simulate response actions. The system continuously scans its
surroundings, detects objects within a predefined range, and
dynamically adjusts its position to track the detected object.
This approach ensures real-time responsiveness while
maintaining simplicity and cost efficiency.

The system architecture is structured into multiple functional
layers that work together seamlessly. The data acquisition layer
is responsible for capturing environmental inputs through
sensors, while the processing layer, powered by the ESP32,
interprets the sensor data and executes decision-making
algorithms. The control layer generates signals for actuators,
particularly servo motors, to enable movement and tracking.
Finally, the output layer activates alert mechanisms to indicate
object detection. This layered design ensures modularity,
allowing easy expansion and integration of additional features
such as IoT connectivity or advanced sensing technologies.

The working flow of the system follows a continuous loop in
which the sensors monitor the environment and send data to the
ESP32. When an object is detected, the system calculates the
distance using ultrasonic sensing and determines whether it
falls within the detection threshold. The ESP32 then processes
this information and generates control signals to rotate the
servo motor toward the object, effectively simulating radar
tracking. At the same time, an alert signal is triggered to
indicate detection. The system repeats this process
continuously, ensuring real-time monitoring and tracking of
moving objects.

The distance measurement in the system is based on ultrasonic
sensing principles, where the time taken for a sound wave to
travel to an object and return is used to calculate distance.

Distance = speed x time / 2

This mathematical model enables accurate and efficient object
detection within the operational range of the system.

The implementation of the system involves both hardware and
software integration. The ESP32 is programmed using an
embedded framework to continuously read sensor data,
perform calculations, and control the servo motors. The
ultrasonic sensor is connected through trigger and echo pins,
while the servo motors are controlled using pulse width
modulation signals. The alert system is connected via digital
output pins to provide immediate feedback upon detection. The
system is powered using a regulated power supply to ensure
stable operation.

Performance evaluation of the system indicates that it is
capable of detecting objects reliably within its defined range
while maintaining low response time. The system demonstrates
smooth tracking behavior, with servo motors adjusting
dynamically based on object movement. The response time is
observed to be within a few seconds, making the system
suitable for real-time applications. Overall, the methodology
successfully integrates sensing, processing, and actuation into
a unified system that simulates the fundamental behavior of air
defense mechanisms.
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5. APPLICATIONS

The proposed Air Defence System offers a wide range of
applications across various domains, particularly in defense,
security, education, and research. In the field of defense and
security, the system can be used as a prototype for
understanding radar-based detection and tracking mechanisms.
It can serve as a training tool for students and researchers to
study the fundamental concepts of surveillance and automated
response systems without the need for expensive infrastructure.

In educational environments, the system provides a practical
platform for learning embedded systems, sensor integration,
and real-time processing. It enables students to gain hands-on
experience in designing and implementing automated systems,
thereby bridging the gap between theoretical knowledge and
practical application. The simplicity and affordability of the
system make it suitable for laboratory experiments, academic
projects, and demonstrations.

The system can also be adapted for smart surveillance
applications, such as monitoring restricted areas, detecting
intrusions, and providing automated alerts. Its ability to
continuously scan and track objects makes it useful for home
security systems, industrial monitoring, and perimeter
protection. With the addition of wireless communication
capabilities, the system can be extended to support IoT-based
monitoring, allowing users to remotely access data and receive
alerts in real time.

Furthermore, the system has potential applications in research
and development, particularly in the areas of autonomous
systems and intelligent tracking. It can be used as a base model
for developing advanced defense technologies, including drone
detection systems and Al-based surveillance solutions. The
modular design of the system allows easy integration of
additional components, making it highly adaptable for future
innovations.

6. CONCLUSIONS

The proposed Air Defence System using ESP32 presents an
effective and low-cost solution for simulating real-time object
detection and tracking. The system successfully demonstrates
how embedded technologies can replicate the fundamental
functionalities of modern air defense systems in a simplified
and accessible manner. By integrating sensors, actuators, and a
microcontroller-based processing unit, the system achieves
reliable detection, efficient tracking, and automated response
within a compact framework.

The implementation of the system highlights the potential of
using affordable hardware components to develop intelligent
surveillance solutions. The results indicate that the system is
capable of performing real-time monitoring with satisfactory
accuracy and minimal latency. This makes it suitable not only
for educational purposes but also for preliminary research in
defense automation and smart monitoring systems. The project
emphasizes the importance of combining embedded systems
with automation to create scalable and efficient solutions.

Looking toward the future, the system can be significantly
enhanced by incorporating advanced technologies. The
integration of camera modules and computer vision algorithms
can enable more accurate object detection and classification.
The addition of IoT capabilities can allow remote monitoring
and control through cloud platforms, improving accessibility
and usability. Furthermore, the implementation of machine
learning techniques can enable the system to make intelligent
decisions based on environmental data, thereby increasing its
effectiveness in real-world scenarios.

The system can also be expanded to include long-range sensors,
multi-axis tracking mechanisms, and GPS integration to
improve its performance and applicability. With continuous
development and technological advancements, the proposed
system has the potential to evolve into a fully autonomous and
intelligent defense solution. Overall, this work serves as a
foundation for future research and innovation in the field of
embedded systems and automated defense technologies.
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