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Abstract—Connected and Autonomous Vehicles
(CAVs) generate continuous streams of data that
must be processed efficiently to support real-time
monitoring, safety, and intelligent decision-making.
However, handling such high-volume data using
centralized systems introduces latency and scalability
challenges. This paper presents an edge-based Digital
Twin framework designed for real-time vehicular
data processing using a time-series architecture. The
proposed system integrates a real-world GPS dataset
to simulate multiple vehicles and employs MQTT-
based communication for lightweight data
transmission. A Digital Twin engine deployed at the
edge processes incoming telemetry data, performs
anomaly detection based on speed variations and
behavioral patterns, and stores results in a time-series
database for efficient querying. Additionally, a
RESTful API layer and interactive map visualization
enable real-time monitoring and analysis of vehicle
trajectories and detected anomalies. Experimental
results demonstrate that the system supports scalable
multi-vehicle simulation, efficient data handling, and
effective anomaly identification. The proposed

framework provides a practical and lightweight
solution for intelligent transportation systems and
future smart mobility applications.

Keywords—Digital Twin, Edge Computing, MQTT,
Time-Series Database, Anomaly Detection, Connected
Vehicles, GeoLife Dataset, Real-Time Processing

I. INTRODUCTION

This template, modified in MS Word 2007 and saved as a
“Word 97-2003 Document” for the PC, The rapid
evolution of Information and Communication
Technologies (ICT) has significantly transformed
traditional vehicles into intelligent and connected systems
known as Connected and Autonomous Vehicles (CAVs).
These vehicles are equipped with advanced sensors,
communication modules, and onboard computing
systems that continuously generate large volumes of data
related to vehicle dynamics, location, and environmental
conditions. Efficiently processing and managing this data
in real time is essential for enabling applications such as
traffic monitoring, predictive maintenance, and intelligent

transportation systems.
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However, conventional cloud-based approaches for data
processing often introduce challenges such as high
latency, network congestion, and limited scalability.
These limitations become critical in time-sensitive
vehicular environments where quick decision-making is
required. To address these issues, edge computing has
emerged as a promising solution by bringing computation
closer to the data source.

In this context, the concept of a Digital Twin (DT) plays a
vital role. A Digital Twin is a virtual representation of a
physical entity that continuously synchronizes with real-
world data to monitor, analyze, and predict system
behavior. When deployed at the edge, a Digital Twin
enables low-latency data processing, efficient resource
utilization, and real-time system insights.

This paper proposes an edge-based Digital Twin
framework for connected vehicles that supports real-time
data ingestion, processing, and visualization. Unlike
traditional approaches that rely on synthetic datasets, the
proposed system utilizes a real-world GPS dataset to
simulate multiple vehicles and generate realistic mobility
patterns. The system integrates lightweight MQTT-based
communication for data transmission, a time-series
database for efficient storage, and a Digital Twin engine

for anomaly detection based on vehicle behavior.

Furthermore, the framework provides a RESTful API for
data access and an interactive map-based visualization
module to analyze vehicle trajectories and anomalies in
real time. The proposed architecture is modular, scalable,
and lightweight,

making it suitable for practical

deployment in smart mobility environments.
The main contributions of this paper are as follows:

e Development of a real-time edge-based Digital Twin
framework for vehicular systems

o Integration of real-world dataset replay for realistic
simulation

e Design of a hybrid anomaly detection mechanism
based on speed and behavioral patterns

e Implementation of a time-series data pipeline using
MQTT and InfluxDB

e Visualization of vehicle trajectories and anomalies
using interactive mapping tools

II. RELATED WORK

A. Digital Twin (DT)

The concept of Digital Twin (DT) has gained significant
attention in recent years due to its ability to create virtual
representations of physical systems for real-time
monitoring and analysis. Initially developed for
manufacturing and aerospace applications, Digital Twin
technology is now being widely explored in the domain
of Connected and Autonomous Vehicles (CAVs). The
integration of DT with edge computing has further
enhanced its capabilities by enabling low-latency data
processing and real-time decision-making.

Several studies have proposed frameworks for Digital
Twin systems in vehicular environments. Existing
primarily focus on modeling vehicle

behavior, improving traffic efficiency, and enabling

approaches

predictive maintenance. Many of these systems rely on
cloud-based architectures, where data collected from
vehicles is transmitted to centralized servers for
processing. While such approaches provide scalability,
they suffer from high latency and increased network load,

making them less suitable for real-time applications.

shifted
to overcome these

Recent research has towards edge-based
limitations. Edge
computing allows data processing to occur closer to the

reducing

architectures

source, latency and improving system
responsiveness. In this context, Digital Twin frameworks
deployed at the edge have been proposed to support
applications such as cooperative driving, environmental
monitoring, and vehicle diagnostics. These frameworks
utilize lightweight communication protocols such as
MQTT and standardized data models to ensure efficient

and interoperable data exchange.

A notable approach introduces an edge-based Digital
Twin framework that integrates vehicle sensing data,
communication protocols, and edge computing resources
to enable real-time synchronization between physical
vehicles and their virtual counterparts. The system
demonstrates improved performance in terms of
communication efficiency and computational overhead.
However, many existing solutions lack practical
implementation using real-world datasets and often rely

on synthetic data for evaluation.

In addition, several studies have explored anomaly
detection techniques in vehicular systems. Traditional
methods are primarily rule-based, focusing on predefined
thresholds such as speed limits or sensor values. While
these approaches are simple and computationally

efficient, they often fail to capture dynamic and
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unpredictable driving behaviors. More advanced
techniques involving machine learning and distributed
edge intelligence have also been proposed, but they
introduce additional
overhead.

complexity and computational

Despite these advancements, there remains a gap in
developing a lightweight, scalable, and end-to-end Digital
Twin framework that integrates real-world data, edge
processing, anomaly detection, and visualization in a
unified system.

To address these limitations, the proposed work presents
a practical edge-based Digital Twin framework that
leverages a real GPS dataset for multi-vehicle simulation,
employs a time-series database for efficient data
handling, and integrates a hybrid anomaly detection
mechanism. Unlike existing systems, the proposed
framework focuses on simplicity, scalability, and real-
time visualization, making it suitable for deployment in
smart transportation environments.

1. PROPOSED SYSTEM

This section presents the design and implementation of
the proposed edge-based Digital Twin framework for
data processing and anomaly
detection. The system is designed as a modular and

real-time vehicular

scalable architecture that enables efficient data ingestion,
processing, storage, and visualization using real-world
datasets.

A. System Overview

The proposed framework follows a layered architecture
where each component performs a specific function in the
data processing pipeline. The system integrates real-time
data streaming, edge-based processing, and time-series
analytics to create a synchronized digital representation
of multiple vehicles.

The overall workflow of the system consists of the
following steps:

e Real-world GPS data is obtained from the GeoLife
dataset

e The dataset is replayed to simulate multiple vehicles
e Data is transmitted using MQTT protocol

e The Digital Twin engine processes incoming data and
detects anomalies

e Processed data is stored in a time-series database

e Data is accessed via APIs and visualized on

interactive maps

B. System Architecture

The architecture of the proposed system consists of six
major components:

1. Data Source Layer

This layer uses the GeoLife GPS dataset to simulate real-
world vehicular movement. Unlike synthetic data, this
dataset provides realistic mobility patterns, improving the
reliability of the system.

2. Data Ingestion Layer

The dataset replay module acts as a virtual vehicle
simulator. It reads GPS trajectory files and publishes
telemetry data such as vehicle ID, latitude, longitude, and
speed to the MQTT broker.

e Example data format:
{
"vehicle id": "vehicle 01",
"latitude": 39.98,
e "longitude": 116.31,
e "speed": 45
}
3. Communication Layer (MQTT Broker)

The system uses the MQTT protocol for lightweight and
efficient data transmission. The publish—subscribe model
enables real-time communication between simulated
vehicles and the Digital Twin engine.

4. Digital Twin Processing Layer

This is the core component of the system. The Digital
Twin engine performs the following functions:

e Subscribes to incoming telemetry data
e Processes and structures the data

e Performs anomaly detection

Stores processed data in the database

The Digital
representation of each vehicle, enabling continuous

Twin maintains a real-time virtual

monitoring and analysis.
5. Storage Layer (Time-Series Database)

The system uses InfluxDB to store both telemetry and
anomaly data. Since vehicle data is time-dependent and
continuously generated, a time-series database is more
efficient than traditional relational databases.

Two main measurements are used:
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e vehicle telemetry: Stores location, and

timestamp

speed,

¢ vehicle_anomaly: Stores anomaly details such as type
and location

6. Application and Visualization Layer

This layer
interpretation:

provides user interaction and data

e A Flask-based REST API enables data access

e Visualization modules generate interactive maps using
Folium

e Vehicle paths are displayed as trajectories

e Anomalies are highlighted as markers

C. Anomaly Detection Mechanism

The system implements a hybrid anomaly detection
approach combining rule-based logic and probabilistic
control to simulate realistic vehicle behavior.

The following conditions are used for anomaly detection:

e Overspeed Detection: Triggered when vehicle speed
exceeds a predefined threshold

e Sudden Speed Change: Detected when the difference
between consecutive speed values exceeds a limit

e Probabilistic Triggering: Introduced to simulate real-
world unpredictability

To prevent excessive anomaly generation, the system
includes control mechanisms:

e Cooldown Period to limit frequency
e Maximum anomaly count per vehicle
e State memory (last_speed) for temporal analysis

This approach ensures that anomalies are meaningful,
controlled, and realistic.

D. Data Flow and Processing Pipeline

The data flow in the system is continuous and real-time:
e Vehicles (simulated) generate telemetry data
e Data is published to MQTT topics

e The Digital Twin engine consumes and processes the
data

e Processed data is stored in InfluxDB
e APIs and visualization tools retrieve data for analysis

This pipeline enables efficient handling of high-frequency
data streams while maintaining low latency.

IV. IMPLEMENTATION AND EXPERIMENTAL SETUP

After the text edit has been completed, the paper is ready
for the template. Duplicate the template file by using the
Save As command, and use the naming convention
prescribed by your conference for the name of your
paper. In this newly created file, highlight all of the
contents and import your prepared text file. You are now
ready to style your paper; use the scroll down window on
the left of the MS Word Formatting toolbar.

A. Development Environment

The system is implemented using a combination of
lightweight and widely adopted technologies to ensure
scalability and ease of deployment. The development is
carried out in a Linux-based environment using Windows
Subsystem for Linux (WSL).

The primary technologies used are as follows:

e Programming Language: Python

o Messaging Protocol: MQTT (Eclipse Mosquitto)
e Database: InfluxDB (Time-Series Database)

¢ Backend Framework: Flask (REST API)

e Visualization Tools: Folium and Leaflet

e Containerization: Docker

These technologies enable efficient data processing,
communication, and visualization in a modular

architecture.

B. System Components

The implementation consists of multiple interconnected
modules, each responsible for a specific function:

1) Dataset Replay Module

The dataset replay module simulates real vehicles using
the GeoLife GPS dataset. It reads trajectory files and
publishes real-time telemetry data to the MQTT broker at
fixed intervals. The module also computes vehicle speed
dynamically using geographical distance calculations.

2) MQTT Communication Module

The MQTT broker acts as the communication backbone
of the system. It facilitates real-time data exchange
between the dataset replay module and the Digital Twin
engine using a publish—subscribe mechanism.
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3) Digital Twin Engine

The Digital Twin engine is implemented as a Python-
based processing module. It subscribes to telemetry data,
processes incoming messages, and performs anomaly
detection. The engine also manages state information
such as previous speed values and anomaly control
parameters.

4) Database Module

InfluxDB is used to store both telemetry and anomaly
data. It is optimized for handling high-frequency time-
series data and allows efficient querying over time
intervals. Data is stored in structured measurements for
easy retrieval and analysis.

5) API Module

A Flask-based REST API is developed to provide access
to stored data. It enables users to query the latest vehicle
information and retrieve historical data for analysis.

6) Visualization Module

The visualization component generates interactive maps
using Folium. Vehicle trajectories are displayed as
colored paths, while detected anomalies are marked using
visual indicators. This provides an intuitive way to
analyze vehicle behavior.

C. Visualization and Analysis

The visualization module provides an intuitive
representation of vehicle behavior through interactive
maps. Vehicle trajectories are displayed as continuous
paths, while detected anomalies are marked using

distinct visual indicators.

As shown in the output results (refer to visualization
figures in the implementation section ), the system
clearly highlights anomaly locations along vehicle paths.
This allows users to easily identify patterns such as
frequent

speed variations or abnormal driving segments.

V1. Conclusion and Future Work

This paper presented an edge-based Digital Twin
framework for real-time vehicular data processing and
anomaly detection using a time-series architecture. The
proposed system integrates real-world GPS data,
lightweight MQTT-based communication, and efficient

storage using a time-series database to create a scalable
and modular solution for connected vehicle
environments.

The Digital Twin engine successfully processes
continuous data streams, detects anomalies based on
vehicle behavior, and maintains synchronization between
simulated vehicles and their virtual counterparts. The use
of a real-world dataset enhances the realism and
reliability of the system, while the visualization module
provides an intuitive interface for analyzing vehicle
trajectories and detected anomalies.

Experimental results demonstrate that the proposed
framework achieves efficient real-time processing, low
communication overhead, and scalable multi-vehicle
simulation. The system effectively combines simplicity
and performance, making it suitable for practical
deployment in intelligent transportation systems.
However, the current anomaly detection mechanism is
primarily based on rule-based logic and probabilistic
control. As part of future work, the system can be
extended by integrating advanced machine learning and
deep learning models to improve detection accuracy and
adaptability. Additionally, incorporating real-time data
from physical vehicles and IoT sensors can further
enhance the system’s applicability in real-world
scenarios.

Future enhancements may also include distributed edge-
cloud architectures, improved security mechanisms, and
large-scale deployment for smart city applications.
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