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Abstract — The health care services industry is always showing signs of change and supporting new advancements and advances.
One of the predominant requirements in today’s health care systems is to protect the patient's medical report against potential
attackers. Hence, it is basic to have secure information that can just approve people can get to the patient's medical report. So, it
has proposed Block chain technology as a disbursed approach to grant security in accessing the medical report of a patient. It’s

composed of three phases: Authentication, Encryption and Data Retrieval using Block Chain Technology. For authentication —

Quantum Cryptography.
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1. INTRODUCTION

The Block chain is the fastest growing technology through various applications in a secure manner. The various implementations
make use of block chain technology among stakeholders. Banking, healthcare services, and supply chain management utilize this
technology for its immense potential and secure data sharing management. Mainly, block chain technology plays a major role in
the medical and healthcare system. Because of the decentralized and distributed technology, Block chain provides security services
in healthcare.

Blockchain technology is a decentralized and transparent system that records transactions securely using cryptographic principles.
It operates on a peer-to-peer network, ensuring no central authority controls the shared ledger. Transactions are grouped into
blocks, linked through cryptographic hashes, forming an immutable chain. Its transformative potential spans beyond

cryptocurrencies, impacting industries through decentralized applications.

2. RELATED WORKS

Siva Rama Krishnan S, Manoj M.K, Thippa Reddy Gadekallu, Neeraj Kumar, Praveen Kumar Reddy [2020].The use of electronic
medical records (EMRs) has simplified the processing of patient data because the patient does not need to carry documents and
can simply show an identity card to retrieve a complete medical record history. This digitization has revolutionized the medical
sector, but two major challenges exist with online records: security and trust. In this paper, a blockchain-based security framework
is proposed to maintain the confidentiality of EMRs. This solution is also used to securelyaccess the patient’s records in any
hospital—using the patient’s public key as a universal identifier—and to obtain the medical record history of a patient much more

quickly even during emergencies.
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3. METHODOLOGY

There are mainly 6 steps:

. Patient Registration: New patients register with personal information to create a unique 1D, public key, and
privatekey. Existing patients can directly log in using their ID.

. Specialist Assignment: A specialist is assigned to the patient, and the doctor's information is registered in the system.

. Doctor Authorization: The assigned doctor is responsible for adding information to the patient's records
and isauthenticated using the AES algorithm.

o Data Update: If the doctor wants to add details, permission is obtained from the patient. The data is validated by
thepatient before updating the record.

. Data Encryption: The data is encrypted using the AES algorithm with a key provided by the patient.

. Data Storage and Retrieval: The encrypted data is stored in a private cloud with a timestamp, and the

locationaddress is stored in the Block chain.

4. PROPOSED SYTEM

The proposed system utilizes Block chain technology to ensure secure management of accessing medical records. It involves three
key phases: Authentication using Quantum Cryptography, Encryption using AES algorithm, and Data Retrieval using SHA
algorithm. Patients register with unique IDs and keys, doctors are authenticated before accessing or adding information to
patient records, and data is encrypted and stored in a private cloud with timestamps. Authorized doctors can retrieve
encrypted data from the Block chain, ensuring secure and efficient access to medical reports while maintaining privacy and
integrity in the healthcare system.
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FIG 4.1SYSTEM ARCHITECTURE
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5. Registration of a new patient

The Registration of a Patient is a pivotal process designed to uphold the confidentiality and integrity of sensitive medical
information. Leveraging blockchain’s decentralized architecture, each patient is assigned a unique cryptographic identifier that
serves as a secure anchor for their comprehensive medical records.This decentralized architecture, each patient data is not only
resistant to tampering but also accessible only to authorized entities. The use of smart contracts further optimizes the registration
process, automating verification steps and facilitating a seamless, secure exchange of patient information within the blockchain
network.This innovative approach not only enhances the efficiency of patient registration but also establishes a robust

foundation for maintaining the securityand privacy of medical reports throughout the healthcare ecosystem

6. Authenticate the doctor

Authenticating the doctor involves implementing a secure process to verify and validate the identity of healthcare professionals
accessing patient records. Utilizing blockchain, a decentralized and tamper-resistant system, eachdoctor is assigned a unique
cryptographic key or credential. This key, backed by the transparency and immutability of the blockchain, ensures that only
authorized doctors can access patient information. Smart contracts may be employed to automate the authentication process,
adding an additional layer of efficiency and security to verify the credentials of medical practitioners before granting access to
sensitive medical data. This robust authentication mechanism enhances the overall security of the system, safeguarding patient
confidentiality and trust in the healthcare environment.

7. Retrieve the medical report

Retrieving a medical report involves a secure and streamlined process to access patient information. Authorized entities, such as
healthcare professionals or the patients themselves, initiate a request to retrieve a specific medical report. Blockchain’s
decentralized architecture ensures the integrity and security of the retrieval process. When a request is made, smart contracts may
be utilized to automate and validate the authorization, ensuring that only authenticated users can access the requested medical
report. Once authorized, the decentralized nature of the blockchain allows for efficient retrieval, with the system securely
accessing and presenting the relevant medical information. This approach not only safeguards patient privacy but also streamlines
the retrieval process, contributing to the overall efficiency and security of accessing medical reports within the blockchain-based
healthcare system.
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Fig 7.1: Login

o This is login page where we are entering username and password. This is used for both patient as well as doctor login.
Either patient or the doctor should enter the login credentials properly to enter next page.

NEW
REGISTRATION

Fig 7.2 Registration

) This is registration page where a new patient or doctor are required to register here with the following details.
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Fig 7.3: Shared Medical File
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o This is the page where medical file is being shared either in pdf,png,jpeg,jpg formats. This is shared with doctor or patient

Share Medical ~ Shared File List  Blockchain Defails  Logout

Shared Files
FilelD  User  Timestamp File Hash Download
1 i 20240426 23:26:47.44779 (060b931160804c4fabd80c7910bd5928a24102298¢221¢59(e97 1c7d1a0f59Th Download
2 lest  2024-04-25.23:45:12.179321 e6dd7b5bi97e652124656bb0Baad8920023fd5a4adb6B4bboIT509a67803f Download
3 Tojas 20240426 00:02:47.109251 2bAI9TFRTHO1092692424f7ch50Tb316003005000dc1036a4fB6 1661272220 Download
4 Tojas ~ 2024-04-26 21.26:02.428663 a1d61ebbaada76855db4ecabb08732c1c464974634850 7 5ache54c3337ede 17 Download
Fig 7.4: Shared Files
o This page gives the details about the shared medical files with doctor as well as patient. It gives details about file ID, user,

timestamp, file hash and download option to download the report.

Share Medical  Shared File List  Blockchain Details  Logout

Blockchain Details

Block Previous :

Index Timestamp Hash Transactions Nonce

f 2024-04-25 0 ({'user_ia"; 2, flename"; "gar.1.0,pg", "imestamp"; "2024-04-25 23:25:47.124811", "file_hash"; 2068
23:26:47.125800 *060p931160804c4fabdB0c79106d5926a24102296¢221c59(ed71cTa1adf507h")|

) 2024:04-25 0 [{"user id" 1, "flename". *opency,png’, “timestamp": ‘2024-04-25 23:46:12.181097", "fle_hash": m
2346:12.181007 "e6dd7h35b1976652124656bbI6aad8920023fd5adadbbB4bbO979f5HIa6TBHIFY|

3 2024-04-26 0 ({'user_id"; 5, flename"; "heart_problem.png’, “tmestamp"; ‘2024-04-26 00:02:47.110826", fle_hash: 2801
00:02:47.110828 "bafd97137119169269a42417chSeTb3180e3005000dc1036a41661661272a26")|

' 2024-04-28 0 [{"user id". 5, "flename" 20230624 jpg", "limestamp’. *2024-04-28 21:26:02. 445378, "fle_hash": 03608
21:26:02445378 "a1d61ebbaad376855db4ece8b087320104649746348597f5ac5e54c333Tede! )]

Fig 7.5: Blockchain Details
. This is the page where blockchain details are being displayed which shows the transaction logs with patient as well as

doctor where the medical file is being shared.
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8. CONCLUSION

Block chain in medicinal services frameworks has gotten gigantic open doors terms of not just giving secure and productive data
putting away, sharing and access yet additionally creates a potential degree in the social insurance business for an assortment of
partners. The principal center is to verify and effective information get to instrument for present day social insurance frameworks
utilizing square chain innovation. Moreover, proposed plan can satisfy the prerequisites of trustworthiness, secrecy and validation

in this medicinal services situation.

9. FUTURE SCOPE

As the healthcare landscape continues to evolve, blockchain presents a compelling solution for addressing critical challenges
suchas data integrity, privacy, and interoperability. Additionally, integrating smart contracts into blockchain-based systems can
automate access control mechanisms, enforcing fine-grained access policies to safeguard sensitive medical information.
Furthermore, the integration of blockchain technology with 10T devices opens up opportunities for securely storing and managing
data generated by wearable sensors and remote monitoring devices, thus enabling data-driven healthcare decisions while
maintaining patient privacy. Moreover, blockchain empowers patients by giving them greater control over their medical
data,allowing them to selectively share access with relevant parties while maintaining ownership and sovereignty over their
information. Future research can also focus on advancing privacy-preserving analytics techniques within blockchain-

based medical record systems, enabling sec re analysis of medical data without compromising patient confidentiality.
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