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Abstract – The health care services industry is always showing signs of change and supporting new advancements and advances. 

One of the predominant requirements in today’s health care systems is to protect the patient's medical report against potential 

attackers. Hence, it is basic to have secure information that can just approve people can get to the patient's medical report. So, it 

has proposed Block chain technology as a disbursed approach to grant security in accessing the medical report of a patient. It’s 

composed of three phases: Authentication, Encryption and Data Retrieval using Block Chain Technology. For authentication –

Quantum Cryptography. 
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1. INTRODUCTION 

 

The Block chain is the fastest growing technology through various applications in a secure manner. The various implementations 

make use of block chain technology among stakeholders. Banking, healthcare services, and supply chain management utilize this 

technology for its immense potential and secure data sharing management. Mainly, block chain technology plays a major role in 

the medical and healthcare system. Because of the decentralized and distributed technology, Block chain provides security services 

in healthcare. 

Blockchain technology is a decentralized and transparent system that records transactions securely using cryptographic principles. 

It operates on a peer-to-peer network, ensuring no central authority controls the shared ledger. Transactions are grouped into 

blocks, linked through cryptographic hashes, forming an immutable chain. Its transformative potential spans beyond 

cryptocurrencies, impacting industries through decentralized applications. 

2. RELATED WORKS 

 
 

Siva Rama Krishnan S, Manoj M.K, Thippa Reddy Gadekallu, Neeraj Kumar, Praveen Kumar Reddy [2020].The use of electronic 

medical records (EMRs) has simplified the processing of patient data because the patient does not need to carry documents and 

can simply show an identity card to retrieve a complete medical record history. This digitization has revolutionized the medical 

sector, but two major challenges exist with online records: security and trust. In this paper, a blockchain-based security framework 

is proposed to maintain the confidentiality of EMRs. This solution is also used to securely access the patient’s records in any 

hospital—using the patient’s public key as a universal identifier—and to obtain the medical record history of a patient much more 

quickly even during emergencies. 
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3. METHODOLOGY 

There are mainly 6 steps: 

 

•  Patient Registration: New patients register with personal information to create a unique ID, public key, and 

private key. Existing patients can directly log in using their ID. 

• Specialist Assignment: A specialist is assigned to the patient, and the doctor's information is registered in the system. 

•  Doctor Authorization: The assigned doctor is responsible for adding information to the patient's records 

and is authenticated using the AES algorithm. 

•  Data Update: If the doctor wants to add details, permission is obtained from the patient. The data is validated by 

the patient before updating the record. 

• Data Encryption: The data is encrypted using the AES algorithm with a key provided by the patient. 

•  Data Storage and Retrieval: The encrypted data is stored in a private cloud with a timestamp, and the 

location address is stored in the Block chain. 

4. PROPOSED SYTEM 

The proposed system utilizes Block chain technology to ensure secure management of accessing medical records. It involves three 

key phases: Authentication using Quantum Cryptography, Encryption using AES algorithm, and Data Retrieval using SHA 

algorithm. Patients register with unique IDs and keys, doctors are authenticated before accessing or adding information to 

patient records, and data is encrypted and stored in a private cloud with timestamps. Authorized doctors can retrieve 

encrypted data from the Block chain, ensuring secure and efficient access to medical reports while maintaining privacy and 

integrity in the healthcare system. 

 

 

 
FIG 4.1 SYSTEM ARCHITECTURE 

http://www.ijsrem.com/
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5. Registration of a new patient 

 
The Registration of a Patient is a pivotal process designed to uphold the confidentiality and integrity of sensitive medical 

information. Leveraging blockchain’s decentralized architecture, each patient is assigned a unique cryptographic identifier that 

serves as a secure anchor for their comprehensive medical records.This decentralized architecture, each patient data is not only 

resistant to tampering but also accessible only to authorized entities. The use of smart contracts further optimizes the registration 

process, automating verification steps and facilitating a seamless, secure exchange of patient information within the blockchain 

network.This innovative approach not only enhances the efficiency of patient registration but also establishes a robust 

foundation for maintaining the security and privacy of medical reports throughout the healthcare ecosystem 

 
6. Authenticate the doctor 

 
Authenticating the doctor involves implementing a secure process to verify and validate the identity of healthcare professionals 

accessing patient records. Utilizing blockchain, a decentralized and tamper-resistant system, each doctor is assigned a unique 

cryptographic key or credential. This key, backed by the transparency and immutability of the blockchain, ensures that only 

authorized doctors can access patient information. Smart contracts may be employed to automate the authentication process, 

adding an additional layer of efficiency and security to verify the credentials of medical practitioners before granting access to 

sensitive medical data. This robust authentication mechanism enhances the overall security of the system, safeguarding patient 

confidentiality and trust in the healthcare environment. 

 

 
7. Retrieve the medical report 

 
Retrieving a medical report involves a secure and streamlined process to access patient information. Authorized entities, such as 

healthcare professionals or the patients themselves, initiate a request to retrieve a specific medical report. Blockchain’s 

decentralized architecture ensures the integrity and security of the retrieval process. When a request is made, smart contracts may 

be utilized to automate and validate the authorization, ensuring that only authenticated users can access the requested medical 

report. Once authorized, the decentralized nature of the blockchain allows for efficient retrieval, with the system securely 

accessing and presenting the relevant medical information. This approach not only safeguards patient privacy but also streamlines 

the retrieval process, contributing to the overall efficiency and security of accessing medical reports within the blockchain-based 

healthcare system. 

http://www.ijsrem.com/
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Fig 7.1: Login 

• This is login page where we are entering username and password. This is used for both patient as well as doctor login. 

Either patient or the doctor should enter the login credentials properly to enter next page. 

 

 
Fig 7.2 Registration 

 

• This is registration page where a new patient or doctor are required to register here with the following details. 
 

 

 
Fig 7.3: Shared Medical File 

http://www.ijsrem.com/
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• This is the page where medical file is being shared either in pdf,png,jpeg,jpg formats. This is shared with doctor or patient 
 

 

 
 

Fig 7.4: Shared Files 

 

• This page gives the details about the shared medical files with doctor as well as patient. It gives details about file ID, user, 

timestamp, file hash and download option to download the report.  

 

 

 

Fig 7.5: Blockchain Details 

 

 

• This is the page where blockchain details are being displayed which shows the transaction logs with patient as well as 

doctor where the medical file is being shared.

http://www.ijsrem.com/
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8. CONCLUSION 

Block chain in medicinal services frameworks has gotten gigantic open doors terms of not just giving secure and productive data 

putting away, sharing and access yet additionally creates a potential degree in the social insurance business for an assortment of 

partners. The principal center is to verify and effective information get to instrument for present day social insurance frameworks 

utilizing square chain innovation. Moreover, proposed plan can satisfy the prerequisites of trustworthiness, secrecy and validation 

in this medicinal services situation. 

 
9. FUTURE SCOPE 

As the healthcare landscape continues to evolve, blockchain presents a compelling solution for addressing critical challenges 

such as data integrity, privacy, and interoperability. Additionally, integrating smart contracts into blockchain-based systems can 

automate access control mechanisms, enforcing fine-grained access policies to safeguard sensitive medical information. 

Furthermore, the integration of blockchain technology with IoT devices opens up opportunities for securely storing and managing 

data generated by wearable sensors and remote monitoring devices, thus enabling data-driven healthcare decisions while 

maintaining patient privacy. Moreover, blockchain empowers patients by giving them greater control over their medical 

data, allowing them to selectively share access with relevant parties while maintaining ownership and sovereignty over their 

information. Future research can also   focus   on   advancing   privacy-preserving   analytics   techniques within blockchain- 

based medical record systems, enabling sec re analysis of medical data without compromising patient confidentiality. 
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