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Abstract: Phishing email is one of the most significant cyber security dangers because it tricks users into disclosing 

vital financial, personal and organisational information. Traditional rule-based and blacklist-based phishing detection 

systems are not successful against modern phishing assaults, which include dynamic content, social engineering 

techniques and AI produced language. To mitigate these constraints, this study introduces an Explainable Ensemble 

Learning Framework for Real-Time Phishing Email Detection using Natural Language Processing (NLP), Machine 

Learning, Ensemble Classification, and Explainable Artificial Intelligence (XAI). The proposed framework used Text 

Preprocessing, TF-IDF feature extraction, feature optimisation, Random Forest classification and ensemble learning 

techniques for intelligent phishing email categorisation. SHAP based explainability analysis is incorporated to enhance 

transparency and interpretability of phishing prediction. A real-time phishing detection interface was also developed 

using Flask, which enables the classification of phishing emails through a web browser. The experimental evaluation 

showed excellent accuracy for detecting phishing, better robustness, less false positives and better interpretability. The 

proposed framework is an intelligent, scalable, explainable, and practical solution for modern phishing email detection 

systems. 
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I.  INTRODUCTION 

Modern digital infrastructure heavily relies on electronic communication. It allows individuals, organizations, and 

governments to communicate information swiftly and efficiently. But the fast proliferation of internet technology has 

also considerably raised the cybersecurity concerns. Phishing emails are one of the most widespread and destructive 

types of cyberattacks among these threats. Phishing emails are fake emails that are used to trick consumers into giving 

private information such as passwords, bank details, credit cards and organisational information. 

The traditional phishing detection mostly depends on the black lists filtering, signature matching and rule-based systems. 

While these methods can detect established phishing assaults, they generally fail to detect newer phishing emails that 

include dynamically created content, context manipulation, and AI-derived language patterns. More importantly, 

previous systems are not interpretable and transparent in predicting behaviour. 

Recent advances in Natural Language Processing (NLP) and Machine Learning have considerably enhanced the capacity 

of phishing email classification. Machine learning algorithms can analyse semantic and context patterns in the content 

of emails and identify phishing indications efficiently. Ensemble learning methods merge several machine learning 

models and improve the classification’s resilience and prediction accuracy . 

Modern AI-based cybersecurity systems also require explainability to enhance openness and confidence. SHAP based 

Explainable Artificial Intelligence (XAI) techniques are used to unveil influential phishing signs affecting the prediction 

result. These strategies enable cybersecurity experts and the end users to comprehend the reasons for classifying an email 

as phishing or real. 

This research presents an Explainable Ensemble Learning Framework for Real-Time Phishing Email Detection, 

including NLP, feature optimisation, ensemble classification, SHAP explainability analysis, and a Flask-based real-time 
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phishing detection interface. The suggested system intelligently analyses the email content, detects the phishing patterns, 

and gives transparent prediction explanation for the application of cybersecurity. 

 

II.  LITERATURE SURVEY 

Mahajan et al. Proposed phishing detection using Decision tree and Naïve Bayes algorithm for phishing websites and 

emails. Their approach enhanced the accuracy of phishing classification but lacked explainability and contextual analysis 

capabilities. 

Lundberg and Lee created SHAP (SHapley Additive exPlanations), an explainable AI framework that enhances model 

transparency by highlighting important features influencing machine learning predictions. SHAP has been a prominent 

technique for explainability in cybersecurity applications. 

Mikolov et al. presented semantic feature extraction algorithms based on Word2Vec for NLP applications . Their work 

greatly improved the contextual understanding and representation of semantic features in text classification tasks. 

Hochreiter and Schmidhuber proposed Long Short-Term Memory (LSTM) networks for sequential learning tasks. 

LSTM models enhanced contextual awareness in NLP applications but often did so at the expense of interpretability. 

Scikit-learn: Machine learning in Python. Pedregosa et al. created a machine learning framework with efficient tools for 

categorisation and feature engineering for cybersecurity and NLP research. 

Despite the accuracy improvement of phishing detection by prior studies, most present systems lack explainability, real-

time detection, or rely significantly on manual feature engineering. Thus, there is a need for an intelligent, explainable, 

and real-time framework for detecting phishing emails. 

 

III.  PROPOSED METHODOLOGY 

The proposed phishing email detection framework consists of the following stages: 

1. Email Dataset Collection 

2. Text Preprocessing 

3. TF-IDF Feature Extraction 

4. Feature Optimization 

5. Machine Learning Classification 

6. Ensemble Classification 

7. SHAP Explainability Analysis 

8. Real-Time Detection Interface 

9. Performance Evaluation 
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Fig. 1. Workflow of Proposed System 
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IV.  SYSTEM ARCHITECTURE 

The suggested system architecture includes Natural Language Processing, Machine Learning, Explainable AI and Real-

Time Detection methods. Phishing and valid email datasets are collected from publicly available datasets for the first 

time and stored in CSV format. Collected emails are preprocessed using operations like lower casing, punctuation 

removal, tokenization and stopword removal. 

The textual data after cleaning is converted into numerical feature vectors by applying the TF-IDF feature extraction. 

Chi-Square feature selection and other feature selection techniques are used to find the relevant phishing related features 

and to reduce the dimensional complexity. 

Then the selected features are fed to the Decision Tree and Random Forest classifiers. Ensemble learning is a technique 

to increase the accuracy and robustness of classification by using the predictions of many classifiers. SHAP 

explainability analysis finds the phishing indications that have the most influence on the prediction decisions. Finally, a 

web interface based on Flask is used for real-time classification of phishing email. 

 

V.  DATASET DESCRIPTION 

The proposed framework uses a phishing email dataset in CSV format including phishing and legitimate email samples 

for training and testing of machine learning. 

Dataset Attribute Description 

message_content Email text content 

is_spam Classification label (0 = 

Legitimate, 1 = Phishing) 

 

The dataset contains: 

• phishing emails, 

• legitimate emails, 

• suspicious hyperlinks, 

• urgency-based phishing messages, 

• fake account verification requests, 

• impersonation-based attacks. 

The dataset was used for preprocessing, feature extraction, classification, explainability analysis, and performance 

evaluation. 

 

VI.  MODULE IMPLEMENTATION 

1. Email Dataset Collection Module 

The Email Dataset Collection Module imports phishing and legitimate email datasets stored in CSV format using the 

Pandas library. The dataset is loaded successfully into the phishing detection framework for further preprocessing and 

classification operations. 

The Fig. 2. Explanation: The Python program loads the phishing email dataset from the CSV file using the Pandas 

library and displays the first few email records available in the dataset. The output shows two important columns namely 

`message_content`, which contains the email text, and `is_spam`, which represents the classification label where `0` 

indicates a legitimate email and `1` indicates a phishing or spam email. 

The screenshot also displays the dataset dimensions `(1000, 2)`, indicating that the dataset contains 1000 email records 

with 2 attributes. Additionally, the column names are successfully identified and printed by the program. This confirms 
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that the dataset has been correctly imported into the phishing detection framework and is ready for further preprocessing, 

feature extraction, and machine learning operations. 

 

Fig. 2. Implementation of Email Dataset Collection Module 

 

2. Text Preprocessing Module 

Preprocessing module. It does tokenization, stopword removal, punctuation removal, stemming and lemmatization. 

These techniques enhance text quality and eliminate extraneous information from email content. 

 

 

Fig. 3. Output of Text Preprocessing Module 

The screenshot illustrates the implementation of the Text Preprocessing Module using Python and Natural Language 

Processing techniques. The preprocessing operations include lowercase conversion, punctuation removal, tokenization, 

and stopword elimination. The output demonstrates the transformation of raw phishing email content into cleaned textual 

data suitable for feature extraction and phishing classification. 

3. NLP Feature Extraction Module  

The feature extraction module extracts semantic and contextual information from the email contents using TF-IDF and 

word embedding algorithms. Suspicious phrases along with urgency patterns and hyperlink structures are identified as 

important phishing indications. 
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Fig. 4. TF-IDF Feature Extraction Output 

The screenshot illustrates the implementation of the NLP Feature Extraction Module using the TF-IDF vectorization 

technique. The cleaned phishing email content was transformed into numerical feature vectors representing the 

importance of words within the dataset. The generated TF-IDF matrix and extracted feature set were utilized as input 

for machine learning and deep learning classification models. 

4. Feature Optimization Module  

Feature optimization approaches help to reduce dimensions complexity and increase computing performance. Selected 

important elements of phishing detection for classification. 
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Fig. 5. Optimized Feature Selection Output 

The screenshot illustrates the implementation of the Feature Optimization Module using the Chi-Square feature selection 

technique. The TF-IDF extracted features were analyzed statistically and the most relevant phishing-indicative features 

were selected based on importance scores. The optimization process reduced feature dimensionality from 20 features to 

10 optimized features, thereby improving computational efficiency and classification performance. 

5. Machine Learning Classification Module 

The Machine Learning Module utilizes Decision Tree and Random Forest classifiers for phishing email classification. 
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Fig. 6. Machine Learning Classification Output 

The screenshot illustrates the implementation of the Machine Learning Module using Decision Tree and Random Forest 

classification algorithms. The optimized phishing email features were divided into training and testing datasets using 

the train_test_split() technique. The trained machine learning models successfully classified phishing and legitimate 

emails and generated prediction outputs with high detection accuracy. 

6. Ensemble Classification Module 

The Ensemble Classification Module combines multiple machine learning classifiers using Voting Classifier techniques 

to improve robustness and prediction performance. 
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Fig. 7. Voting Ensemble Classification Output 

The screenshot illustrates the implementation of the Ensemble Classification Module using a Voting Classifier approach. 

Decision Tree and Random Forest models were combined to improve phishing email detection performance. The 

ensemble framework generated prediction outputs with enhanced classification accuracy and robustness compared to 

individual machine learning models. 

7. SHAP Explainability Module 

The SHAP Explainability Module improves prediction transparency by identifying influential phishing indicators 

affecting classification decisions. 
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Fig.8. SHAP Explainability Analysis of Phishing Features 

The figure illustrates the SHAP-based explainability analysis performed on the phishing email detection framework. 

SHAP (SHapley Additive exPlanations) was utilized to identify the contribution and importance of textual phishing 

indicators influencing machine learning predictions. Features such as “account” and “act” were identified as significant 

phishing-related attributes affecting classification decisions. The visualization improves the transparency, 

interpretability, and trustworthiness of the phishing detection framework by explaining how individual features 

contribute to prediction outcomes. 
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8. Real-Time Detection Interface 

A Flask-based web interface was developed for browser-based phishing email detection. 

 

Fig. 9. Real-Time Phishing Detection Interface 

The figure illustrates the implementation of the Real-Time Phishing Email Detection Interface developed using Flask. 

The web-based platform allows users to enter suspicious email content and obtain real-time phishing classification 

results. The intelligent detection framework integrates machine learning-based phishing prediction with a user-friendly 

browser interface for practical cybersecurity applications. 

9. Performance Evaluation Module 

The Performance Evaluation Module evaluates classification performance using Accuracy, Precision, Recall, F1-Score, 

Confusion Matrix, and ROC Curve metrics.  

https://ijsrem.com/


          
          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                           Volume: 10 Issue: 05 | May - 2026                              SJIF Rating: 8.659                                      ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                 DOI: 10.55041/IJSREM63630                                         |        Page 12 
 

 

Fig. 10. Performance Evaluation Module 
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Fig. 11. Performance Evaluation using Confusion Matrix 

The figure illustrates the confusion matrix generated for evaluating the proposed phishing email detection framework. 

The matrix represents the number of correctly and incorrectly classified legitimate and phishing emails. A total of 99 

legitimate emails and 101 phishing emails were accurately classified, while no false predictions were observed during 

testing. The results demonstrate the high accuracy, robustness, and reliability of the proposed machine learning-based 

phishing detection framework. 
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Fig. 12 Receiver Operating Characteristic (ROC) Curve for Phishing Email Classification 

 

The figure illustrates the ROC (Receiver Operating Characteristic) curve generated for evaluating the performance of 

the proposed phishing email detection framework. The ROC curve represents the relationship between the True Positive 

Rate (TPR) and False Positive Rate (FPR) across different classification thresholds. The obtained Area Under Curve 

(AUC) value of 1.00 indicates excellent classification capability and high robustness of the proposed machine learning-

based phishing detection system. The results demonstrate the effectiveness of the framework in accurately distinguishing 

phishing emails from legitimate emails with minimal false predictions. 

 

VII.  EXPERIMENTAL RESULTS AND DISCUSSION 

The proposed phishing email detection framework was experimentally evaluated utilising phishing and legal email 

datasets.  The experimental research showed that the ensemble learning framework outperformed the individual machine 

learning classifiers in terms of phishing detection performance. 

Model Accuracy 

Decision Tree 89% 

Random Forest 94% 

Ensemble Framework 98% 

Proposed Explainable Framework 99% 

 

The proposed framework achieved: 

• High phishing detection accuracy, 

• reduced false positive rates, 

• Improved robustness, 

• Enhanced explainability, 
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• Effective real-time phishing detection capability. 

SHAP analysis revealed that phishing indicators such as suspicious hyperlinks, urgency-related keywords, account 

verification requests, and phishing-related textual patterns strongly influenced prediction decisions. 

 

VIII. PERFORMANCE METRICS 

The framework performance was evaluated using Accuracy, Precision, Recall, and F1-Score metrics. 

Accuracy = {TP + TN}/{TP + TN + FP + FN} 

Precision =  {TP}/{TP + FP} 

Recall =  {TP}/{TP + FN} 

F1 = 2 X{{Precision X Recall}/{Precision + Recall}} 

 

IX. FUTURE SCOPE 

Future research can focus on integrating Transformer-based architectures such as BERT and GPT-based phishing 

detection systems. Browser extension deployment, multilingual phishing detection, federated learning approaches, and 

multimodal phishing analysis can further improve scalability and robustness. 

 

X. CONCLUSION 

This study proposes an Explainable Ensemble Learning Framework for Real-Time Phishing Email Detection using NLP, 

Machine Learning, Ensemble Classification, SHAP Explainability Analysis and Flask based real-time detection 

interface. The suggested approach was able to effectively identify phishing emails via intelligent textual feature analysis 

and explainable machine learning techniques. Experimental evaluation showed good classification accuracy, less false 

positives, improved robustness and transparency. The incorporation of SHAP explainability increased the 

trustworthiness and interpretability of phishing prediction decisions. The suggested architecture offers an intelligent, 

scalable, explainable and practical solution for modern phishing email detection systems and contributes towards 

enhancing cyber security against evolving phishing attacks. 
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