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Abstract-The advent of Web 3.0 has brought about a paradigm shift in how decentralized applications (dApps) and smart
contracts operate, leveraging blockchain technology to ensure transparency, immutability, and decentralization. However, the
increasing complexity and adoption of these technologies have also introduced new vulnerabilities and attack vectors.
Traditional intrusion detection systems (IDS) are often inadequate for addressing the unique challenges posed by Web 3.0
environments. This paper proposes a machine learning (ML)-based IDS tailored for dApps and smart contracts in Web 3.0.
The proposed system leverages supervised and unsupervised learning techniques to detect anomalies, malicious activities, and
potential exploits in real-time. We discuss the architecture, implementation challenges, and performance evaluation of the
proposed IDS, highlighting its effectiveness in securing Web 3.0 ecosystems.
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LINTRODUCTION
With its decentralized architecture, blockchain-based systems, and smart contracts, Web 3.0 is the next stage of internet development.
Applications that are decentralized (dApps) and smart contracts are integral components of Web 3.0, enabling trustless and transparent
interactions. These systems are susceptible to security risks, though. Significant financial losses have resulted from smart contract
vulnerabilities such denial-of-service (DoS) attacks, integer overflows, and reentrancy attacks (Atzei et al., 2017). Additionally, dApps
are susceptible to phishing, Sybil attacks, and other malicious activities.
Traditional intrusion detection systems (IDS) rely on signature-based or rule-based approaches, which are ineffective against novel
and evolving threats in Web 3.0. Machine learning (ML) offers a promising solution by enabling the detection of anomalies and
unknown attack patterns. This paper explores the design and implementation of an ML-based IDS for dApps and smart contracts,
addressing the unique challenges of Web 3.0.

II.LBACKGROUND AND RELATED WORK

2.1 Web 3.0 and Decentralized Systems

Web 3.0 is built on blockchain technology, which ensures decentralization, transparency, and immutability. Smart contracts, self-
executing programs on the blockchain, enable automated and trustless transactions. dApps leverage smart contracts to provide
decentralized services, such as finance, gaming, and identity management [6].

2.2 Security Challenges in Web 3.0

Despite their advantages, dApps and smart contracts face significant security challenges. Vulnerabilities in smart contracts, such as
those highlighted in the DAO attack [5], have resulted in substantial financial losses. Additionally, dApps are vulnerable to front-end
attacks, phishing, and Sybil attacks [7].

2.3 Intrusion Detection Systems (IDS)

There are two types of traditional intrusion detection systems: signature-based and anomaly-based. While anomaly-based IDS identify
departures from typical activity, signature-based IDS rely on predetermined patterns of known threats [4]. Nevertheless, these methods'
capacity to identify new and changing threats is constrained.

2.4 Machine Learning in IDS

Machine learning has become a potent intrusion detection method that makes it possible to spot intricate patterns and irregularities.
For classification problems, supervised learning methods like random forests and support vector machines (SVM) have been
extensively employed [1]. For identifying unknown assaults, unsupervised learning methods like autoencoders and clustering work
well [3].

© 2025, 1JSREM | https://ijsrem.com DOI: 10.55041/IJSREM54255 | Page 1


https://ijsrem.com/

International Journal of Scientific Research in Engineering and Management (IJSREM)
Volume: 09 Issue: 11 | Nov - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

III.PROPOSED SYSTEM

3.1 System Architecture

The proposed ML-based IDS consists of the following components:
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Fig. 1 Proposed architecture

1. Data Collection Module: Collects transaction data, smart contract code, and network activity from the blockchain.

2. Preprocessing Module: Cleans and normalizes the data, extracting relevant features for analysis.

3. Machine Learning Module: Employs supervised and unsupervised learning algorithms to detect anomalies and malicious
activities.

4. Alerting Module: Generates alerts and notifications for detected threats.

5. Response Module: Implements automated responses, such as blocking malicious transactions or suspending suspicious
contracts.

3.2 Feature Selection

To design an effective machine learning-based Intrusion Detection System (IDS) for decentralized applications (dApps) and smart
contracts in Web 3.0, it is crucial to identify and extract meaningful features from the blockchain ecosystem. These features serve as
inputs to the machine learning models, enabling them to detect anomalies, malicious activities, and potential exploits.

Key features for the IDS include:

Transaction Frequency and Volume

Transaction frequency refers to the number of transactions occurring within a specific time frame, while transaction volume represents
the total value being transferred, typically in cryptocurrency. Monitoring these metrics is crucial for identifying potential security
threats and anomalies. Unusual spikes or drops in transaction frequency or volume can indicate malicious activities such as Distributed
Denial-of-Service (DDoS) attacks, flash loan attacks, or money laundering [9]]. For instance, a sudden surge in transaction frequency
from a single address might suggest a Sybil attack, where an attacker generates multiple fake identities to manipulate the network
[10]. These insights are derived from blockchain explorers like Etherscan and transaction logs, which provide real-time data for
detecting suspicious behavior and ensuring network security.

Smart Contract Code Complexity

Smart contract code complexity refers to the structural intricacy of a contract, considering aspects such as the number of lines of code,
nested loops, conditional statements, and external function calls. High complexity increases the likelihood of vulnerabilities, including
reentrancy attacks, integer overflows, and logic errors, making security analysis essential [11]. Identifying complex contracts helps
mitigate risks and prevent exploitation. For example, a contract with numerous external function calls and loops may be susceptible
to reentrancy attacks, as demonstrated in the DAO hack [12]. To assess complexity, smart contract source code and bytecode analysis
tools like Slither and Mythril are commonly used, providing insights into potential weaknesses and security flaws.

Gas Usage Patterns

Gas usage patterns refer to the amount of computational effort required to execute transactions and smart contract operations on the
blockchain. Monitoring gas consumption is crucial, as abnormal patterns can indicate potential security threats. Malicious activities
such as gas griefing attacks exploit gas limits to disrupt contract execution, while excessive computational loops can be used to drain
network resources [13]. For example, a transaction consuming an unusually high amount of gas may suggest a denial-of-service (DoS)
attack targeting a smart contract. These patterns can be analyzed using blockchain transaction data and gas usage logs to detect and
prevent such threats, ensuring the efficient and secure operation of blockchain networks [14].
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Network Activity and Node Behavior

Network activity and node behavior refer to the interactions between nodes in a blockchain network, including peer-to-peer
communication patterns, block propagation times, and participation in the consensus mechanism. Monitoring these behaviors is
essential for detecting potential security threats. Sudden changes in block propagation times or irregular consensus participation may
indicate attacks such as eclipse attacks, selfish mining, or 51% attacks [15]. For instance, a node that consistently delays block
propagation could be attempting to manipulate the consensus process. Analyzing blockchain network logs and peer-to-peer
communication data helps identify such anomalies, ensuring network integrity and resilience against attacks [16].

3.3 Machine Learning Algorithms
The proposed system employs the following ML algorithms:

° Supervised Learning: Random Forest, SVM, and Gradient Boosting for classifying known attack patterns.

° Unsupervised Learning: K-means clustering and autoencoders for detecting unknown anomalies.

Role of Features in Machine Learning Models

° Supervised Learning: Features are used as input variables to train models like Random Forest or Support Vector
Machines (SVM) to classify transactions or contracts as malicious or benign.

° Unsupervised Learning: Features are used to cluster similar transactions or detect outliers, enabling the identification of
previously unknown attack patterns.

° Real-Time Detection: Features are continuously monitored and fed into the ML models to enable real-time intrusion
detection.

3.4 Implementation Challenges

° Data Privacy: Ensuring the privacy of transaction data while enabling effective analysis.

° Scalability: Handling the high volume of transactions and network activity in real-time.

° Model Interpretability: Providing transparent and interpretable results for security analysts.

Challenges in Feature Selection

° Data Sparsity: Some features, such as smart contract code complexity, may not be available for all transactions or
contracts.

° Dynamic Environment: The rapidly evolving nature of Web 3.0 requires continuous updates to feature extraction
methods.

° Privacy Concerns: Extracting features from blockchain data must comply with privacy regulations, such as GDPR.

IV.PERFORMANCE EVALUATION

4.1 Dataset

The proposed IDS is evaluated using a dataset of Ethereum transactions and smart contracts, including both normal and malicious
activities. The dataset is sourced from publicly available repositories, such as Etherscan and Smart Contract Weakness Classification
Registry (SWC Registry).

4.2 Evaluation Metrics

The following metrics are used to assess the IDS's performance:

° Accuracy: The percentage of cases that are accurately classified.

° Precision: The percentage of all positive forecasts that are true positives.
° Recall: The percentage of real positives that are genuine positives.

° F1-Score: The precision and recall harmonic mean

Evaluating the performance of an Intrusion Detection System (IDS) is crucial to ensure its effectiveness in identifying malicious
activities while minimizing false alarms. The following key evaluation metrics are used to assess the IDS:

a. Accuracy

Accuracy measures the overall correctness of the IDS by calculating the proportion of correctly classified instances, including both

malicious and benign activities. It is defined as:
TP+TN

Accuracy = P — (1)
Where:
° TP (True Positives): Malicious activities correctly identified as threats.
° TN (True Negatives): Benign activities correctly classified as non-threats.
° FP (False Positives): Benign activities mistakenly classified as threats (false alarms).
° FN (False Negatives): Malicious activities that were not detected by the IDS.

While accuracy provides a general measure of performance, it may not be the best indicator in cases where the dataset is imbalanced
(i.e., when malicious transactions are rare compared to normal ones).

b. Precision

Precision measures the reliability of the IDS in correctly identifying actual threats. It represents the proportion of correctly detected
malicious activities among all instances classified as threats. It is defined as:

TP
TP+Fp

Precision =

2
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A high precision score indicates that the IDS generates fewer false positives, meaning it does not mistakenly classify normal
transactions as threats. This is particularly important in real-world applications where frequent false alarms could lead to unnecessary
interventions.

c. Recall

Recall measures the IDS's capacity to identify all real threats. It is often referred to as sensitivity or true positive rate. It is computed

as follows and represents the percentage of true positives among all malicious activity:
TP

3)
TP+FN
A high recall value indicates that the IDS is effective in identifying most malicious activities. However, if the recall is too high while

precision is low, it may imply that the system is over-classifying benign transactions as threats, leading to an increased number of
false positives.

D. F1-Score

The F1-score provides a balanced measure by combining both precision and recall. It is the harmonic mean of the two metrics and is
defined as:

Recall =

F1 — Score = 2 XPreci.si‘onXRecall (4)
Precision+Recall

An IDS with a high Fl-score strikes a solid compromise between reducing false alarms (high precision) and accurately identifying
threats (high recall). When working with unbalanced datasets, when accuracy by itself might not be a trustworthy indicator of
performance, this statistic is especially helpful.
4.3 Results
The proposed IDS achieves an accuracy of 95.2%, a precision of 93.8%, a recall of 94.5%, and an F1-score of 94.1%. These results
demonstrate the effectiveness of the ML-based approach in detecting intrusions and anomalies in Web 3.0 environments.

V.DISCUSSION
The proposed ML-based IDS addresses the unique security challenges of Web 3.0 by leveraging advanced machine learning
techniques. The system's ability to detect both known and unknown threats makes it a valuable tool for securing dApps and smart
contracts. However, challenges such as data privacy, scalability, and model interpretability must be addressed to ensure widespread
adoption.

VI.CONCLUSION
This paper presents a machine learning-based intrusion detection system tailored for dApps and smart contracts in Web 3.0. The
proposed system leverages supervised and unsupervised learning techniques to detect anomalies and malicious activities in real-time.
Performance evaluation demonstrates the system's effectiveness in securing Web 3.0 ecosystems. Future work will focus on addressing
implementation challenges and enhancing the system's capabilities.
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