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Abstract--Traditional attendance 

mechanisms have fallen short of providing 

an actual guarantee in attendance, especially 

in advanced commercial and academic 

milieus, based on the general practice of 

proxy attendance. This paper details the 

implementation of an attendance system 

based on technologies like cameras and 

facial recognition capabilities. By 

prohibiting unlawful attendance using proxy 

mechanisms, this system seeks to improve 

the accuracy of attendance tracking. We 

present a strong framework that takes, 

processes, and validates facial photos in real-

time by utilising developments in computer 

vision and machine learning. This provides a 

creative way to get around the drawbacks of 

traditional attendance systems. 
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I. INTRODUCTION 

Attendance regulation is one of the most basic 

areas of management that requires proper 

monitoring, control in institutions and 

organizations in following the required 

regulations. Traditionally, sign-in sheets and 

roll calls were used to maintain the record of 

attendance or participation by workers and 

scholars; however, these are easy to tamper 

with and usually ineffective. Abuse of proxy 

attendance-where one person records 

attendance for another-undermines the 

dependability of attendance records. 

A new piece of technology has emerged as a 

means of solving many problems: facial 

recognition technology is an added dimension 

of security and reliability for attendance 

systems and identifies people on the basis of 

facial features. This paper discusses the 

potential of an intelligent attendance system 

that relies on facial recognition with peripheral 

camera installation to prevent proxy 

attendance.  

 

       II.  LITERATURE OVERVIEW 

A. Traditional Attendance Systems 

Traditional attendance systems use a lot of 

manual ways that can be easily evaded. Sign-in 

sheets using roll-call methods are very lengthy 

and likely

 
Fig. 1 Traditional vs. Advanced Attendance 

Systems 

to produce some errors because of human 

beings, while paper-based sheets tend to be 

forged. 

B. Facial Recognition Technology 

Facial recognition did follow trends in such 

fields, especially in terms of the security and 

authentication applications. Advanced face 

recognition algorithms can achieve high 
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accuracy in identifying persons, thus their 

usability in attendance systems is compromised 

especially with privacy issues and real-time 

processing.There is much work in the literature 

on biometric attendance systems, and 

specifically face-recognition-based attendance 

systems. Many such systems use more than one 

camera for authentication purposes. For 

instance, the two-camera system of Kawaguchi 

et al.'s proposed system [1] uses one camera for 

image capture and another for Facial 

authentication. Such configurations are 

cumbersome and costlier. The development of 

smart attendance systems has been significantly 

explored, such as the work by Sawhney et al. 

[6], which employs real-time facial recognition 

for attendance tracking.The current study goes 

even more advanced as compared to previous 

studies because it streamlines the system 

architecture, uses a single camera but utilises 

facial recognition methodologies such as PCA 

and CNN, which are upheld for raising elevated 

accuracy rates [2]. 

 

C. Proxy Attendance Issues 

Proxy attendance significantly minimises the 

primary purpose of attendance systems. These 

behaviours have been found primarily to occur 

in schools and workplaces, leading to problems 

in performance evaluation depending on correct 

alignment and accountability. 

 

        III. COMPARATIVE ANALYSIS 

A. Introduction: 

Different approaches that have been taken to 

accomplish this is due to the evolution of facial 

recognition technologies over time, some 

approaches having their strengths and 

weaknesses. Comparative Analysis: In this part, 

the proposed single-camera real-time 

attendance system is compared with basic and 

state-of-the-art facial recognition techniques 

including Principal Component Analysis 

(PCA), Convolutional Neural Networks 

(CNNs) and hybrid methods such as PCA-CNN 

combinations. 

 

B. Comparison Criteria 

The comparative analysis focuses on the 

following criteria: 

 • Accuracy 

 • Cost-effectiveness 

 • Scalability 

 • Real-time Processing 

 • Privacy Compliance 

 

 

 

 

 
Fig. 2: Traditional and Advanced System 

Flowchart 

 

C. Discussion 

Accuracy: Customary PCA methods are made 

less effective in dynamic environments because 

they are sensitive to pose and lighting 

changes.[3] Higher accuracy is achieved by 

CNNs and PCA-based methods are 

outperformed by them but computational 

resources are required. [3]The proposed system 

balances accuracy and efficiency by leveraging 

dlib’s pre-trained models and using Euclidean 

distance-based face matching so it achieves 

over 95% accuracy in controlled 

environments.[3] 
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 D. Analysis 

 

Cost-Effectiveness: The proposed single-

camera system importantly lowers hardware 

and deployment costs and maintains high 

reliability unlike multi-camera or hybrid 

setups.[3] 

Scalability: Scalability is struggled with by 

PCA and PCA-CNN systems due to 

computational demands and a smooth design 

for scaling across multiple deployment 

scenarios, including academic and corporate 

settings, is given to the proposed system.[3] 

Real-Time Processing: Using OpenCV and 

dlib, the proposed system actively catches faces 

and encodes them while also matching them in 

real-time as it outperforms customary PCA 

methods in both speed and usability.[3] 

 

 

Techniqu

e 

Strengths Weaknesses Attendance System 

Performance  

 

PCA Easy to implement, 

dimension reduction, 

can be good for 

controlled 

environments. [3] 

 

Limited by pose and light changes also 

sensitive to background clutter[3] 

 

 

Medium 

 

CNN High due to deep 

learning, Robust of 

lighting and pose 

variation.[3] 

 

Computationally expensive, need of 

well-established datasets and extensive 

training time.[3] 

 

 

High 

 

PCA-

CNN 

High Fusion (Feature 

extraction [PCA] + 

deep learning [CNN]) 

Better accuracy.[3] 

 

 Most complex, costly, and resource-

consuming.[3] 

 

Very High 

 

Proposed  

System 

Real-time processing 

is achieved with a 

single-camera setup 

that is cost-effective 

and remains strong 

under dynamic 

conditions.[3] 

 

 

Performance may be degraded by 

dependency on pre-existing face 

encodings in extremely poor 

lighting.[3] 

High 
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E. Conclusion 

While advanced techniques such as CNNs, and 

PCA-CNN combinations can yield higher 

recognition rates, such advances compromise 

their efficiency and viability for practical 

applications in attendance systems. This system 

maintains a fine balance between performance 

and cost, establishing itself as a viable model 

for real-time reliable attendance management.  

 

IV. SYSTEM ARCHITECTURE 

A. Overview 

The proposed smart attendance system consists 

of an outside camera that captures video feeds 

in the area being monitored in real time while 

others will be strategically located even at a 

back-end server that processes information on 

facial recognition. 

B. Components 

● External Camera: A high-resolution 

camera equipped with wide-angle 

capabilities to capture multiple 

individuals in a frame. 

● Facial Recognition Module: Software 

utilising deep learning algorithms to 

analyse captured images and match 

them against a pre-existing database of 

faces. 

● User Database: A securely stored 

database containing facial images and 

associated information of students or 

employees. 

● Attendance Management Interface: A 

user-friendly front end for 

administrators to access attendance 

records and generate reports. 

 

C. Workflow 

1. Image Capture: The camera streams 

video feed during attendance-check 

periods. 

2. Facial Detection and Recognition: 

Detected faces are processed for 

recognition against the user database. 

3. Attendance Logging: Confirmed 

identities are automatically logged into 

the attendance system, while 

unrecognised faces are flagged for 

review. 

 

V. METHODOLOGY 

A. Research Design 

The research follows a structured, iterative 

process comprising the following phases: 

1. Requirement Analysis: 

● Examination of current attendance 

systems to identify and rectify their 

deficiencies. 

 

 

Fig. 2 System Components and their 

Interactions 

● Establishing system requirements 

including real-time facial recognition 

capabilities, secure user authentication 

mechanisms, and data storage 

solutions.  

2. System Design: 

● Application architecture design which 

has modules for login/signup, 

attendance marking, and data 

visualisation. 

● Selection of appropriate machine 

learning algorithms for facial 

recognition. 

● Designing the user interface to be 

intuitive and seamless for the user. 

3. Implementation and Integration: 

● Integration of machine learning 

algorithms for face detection and 

recognition. 

● Linking the frontend (built with 

Streamlit) to the backend (Firebase) for 

real-time data management. 

http://www.ijsrem.com/
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4. Testing and Deployment: 

● Comprehensive testing of the system to 

determine functionality, accuracy, and 

security. 

● Test-running the system in a simulated 

or a real environment to verify its 

performance. 

B. Tools and Technologies 

To achieve the project objectives, the following 

tools and technologies were utilised: 

1. Face Recognition Library: 

● Used for facial detection, encoding, 

and recognition. 

● Deep learning features and pre-trained 

models usage from dlib. 

2. OpenCV: 

● Application: image processing, real-

time video capture, and frame 

preprocessing. 

● Extended the facial recognition library 

to support facial landmark detection. 

● OpenCV was utilised for real-time 

image capture and frame 

preprocessing, as demonstrated in prior 

works on face detection and tracking 

[5]. 

 

3. Python: 

● Core language for most machine 

learning algorithm implementations 

and backend functionality. 

● Libraries like NumPy and pandas were 

used in order to import and manipulate 

the data. 

4. Streamlit: 

● A framework utilising Python for the 

development of web-based front-end 

applications. 

● It enables interactive dashboards to 

provide support for user authentication 

with attendance tracking. 

C. Technical Implementation: 

1. Facial Recognition Technique: 

The Smart Attendance System is based on an 

advanced framework of facial recognition using 

deep learning methodologies blended with the 

conventional distance-based matching 

approaches. It makes sure to offer synapsing at 

the maximum achievable precision and efficacy 

level for real-time applications. 

Face recognition: The system uses the dlib's 

pre-trained models-based Face Recognition 

library in the identification of facial features. It 

uses: 

● HOG (Histogram of Oriented 

Gradients): Locating facial landmarks 

with computational efficiency. 

● CNN-based Detector: A supplemental 

detection mechanism to enhance 

accuracy in challenging conditions, 

such as periodically changing 

illumination or obstructions. Our 

methodology aligns with recent 

advancements in facial recognition 

systems, such as the CNN-based 

approaches discussed in [8], ensuring 

high accuracy and efficiency 

Face Encoding:  

Each facial representation is encoded as a 

unique 128-dimensional embedding produced 

by the deep learning model dlib. 

● This embedding captures special 

properties of the face, spatial relations 

between facial landmarks, which are 

more robust for illumination variations, 

poses, and facial expressions. 

Facial Recognition:  

For recognition, it necessitates matching the 

encoding of a recognized face with pre-existing 

encodings of familiar individuals.The use of 

OpenCV for robust facial detection and 

tracking has been shown to enhance system 

efficiency [5]. This includes: 

● Euclidean distance: Used to calculate 

the distance between any two points in 

two- dimensional space, and also to 

measure the absolute distance between 

points in N-dimensional space. For 

face recognition, smaller values 

indicate more similar faces. 

● Thresholding: A user setting for Facial 

Recognition Systems for 

authentication, verification of 

identification. The acceptance or 
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rejection of a Facial Template match is 

dependent on the match score falling 

above or below the threshold. 

 
Fig. 3 Threshold Analysis 

Implementation in Code: 

● Pre-processing: The frames are resized 

and converted to RGB to further make 

them compatible with the recognition 

model. 

● Encoding and Storage: encoding face 

encodings for registered users, then 

storage of the generated encodings 

during setup, through the 

face_recognition.face_encodings() 

function. 

● For every frame it captures during 

runtime, it detects faces, encodes the 

faces, and compares with the stored 

encodings created using 

compare_faces and face_distance 

methods. 

This approach effectively combines the deep 

capabilities for feature extraction into the 

system with the speed of traditional matching 

methods such that it becomes suitable for real-

time attendance systems in dynamic contexts. 

D. Procedures: 

Step 1: Setup Environment: 

● Installation of all the necessary Python 

libraries include OpenCV, NumPy, 

pandas, Firebase SDK, and the Face 

Recognition library. 

● Setting up the development 

environment for Streamlit. 

Step 2: Data Collection 

● Images of participants' faces were 

taken at the time of registration. 

● All the images were saved in the 

device’s 'images' folder at the time of 

registration. 

● Resizing of images, normalisation of 

pixels, and image quality should  be 

consistent for training purposes. 

Step 4: User Interface Development 

● Streamlit Web Interface: It is designed 

for user registration, login, and tracking 

of attendance. 

● Developed dynamic features in-built 

such as camera integration and 

attendance dashboards. 

Step 5: Integration 

The system was integrated as Frontend to 

Backend communication: 

● Streamlit communicated with Firebase 

to retrieve the information and store 

information. 

● Facial images were captured from the 

camera, and furthered by detection and 

recognition and attendance recorded in 

Firebase. 

Step 6: Testing and Validation 

● Unit Testing: Every module (example, 

facial detection, data storage) was 

operational and tested for correctness. 

● Integration Testing: End to end testing 

helped keep the interaction between the 

frontend and the backend pieces highly 

fluid. 

● Real-World Scenarios: Tested under 

different lighting conditions, multiple 

users, occlusion, etc. 

● Performance metrics: recognition 

accuracy, response time, error rates 

measured and analysed. 

Step 7: Deployment 

● Initial deployment was done in a 

simulation environment. 

● User feedback was used to enhance the 

interface and functionality. 

● Final deployment focuses on academic 

places for real-world use. 
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VI. IMPLEMENTATION 

A. Algorithm Development 

It trains on a different dataset for facial 

recognition with algorithms, such as 

Convolutional Neural Networks; it enhances 

accuracy. Data augmentation and also transfer 

learning enable model efficacy to be 

strengthened.The integration of facial 

recognition with real-time attendance systems, 

similar to the approach detailed in the 

IRJMETS study [7], guided the selection of 

algorithms and tools in our methodology. 

 

Fig. 4 Illustration of the Local Binary Patterns 

(LBP) process 

B.  Deployment Strategy 

The proposed can either be on-premises or 

cloud-based, with hardware and software 

demands. The real-time processing will then be 

fine-tuned so it won't hold up any concurrent 

inquiries about attendance. 

C. Privacy Concerns and Compliance 

The proposed framework will comprise all the 

requirements of data protection. Such directives 

on data protection, as under GDPR, will be 

adhered to. Facia data will be encrypted and 

stored based on principles as defined by such 

guidelines and where there is explicit consent 

from users. 

VII. RESULTS & DISCUSSIONS 

A. Evaluation metrics 

Metrics which have been mentioned include 

accuracy, the false acceptance rate, and the 

false rejection rate; these are used as an 

indicator of how successful such a wise 

attendance system is.While the system 

proposed by Sawhney et al. [6] demonstrated 

real-time capabilities, our approach further 

optimises processing efficiency using advanced 

CNN models. Results of evaluations conducted 

in a controlled environment have been 

promising; the ability to recognize has been 

above 95% accurate [4].Compared to the 90% 

accuracy reported by IRJMETS [7], our system 

achieved a higher recognition rate of 95% under 

similar conditions. 

 

Fig. 5 Working of the Attendance System with 

Facial Recognition  

 

Fig. 6: Attendance marked Successfully in the 

Attendance Section. 

B. User Feedback 

This research with the students and the 

employees has resulted in a very high 

acceptance and satisfaction of the system but 

concerns regarding privacy and information 

security were communicated through 

appropriate and transparent communications. 

C. Conclusion 

The Smart attendance system, which depends 

on facial recognition using an external camera, 

appears to be a reasonable route toward the 

solution of proxy attendance in educational and 

corporate environments. It ensures real-time 

processing and high accuracy coupled with 

robust security measures for ensuring reliability 

in attendance record management. Further 

research is needed wherein integration with 

existing systems along with improving 

techniques for preserving privacy are 

improved. 
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Fig. 7 Attendance Trends over Time 

D. Future Work 

The proposed smart attendance system is a 

commendable model for accuracy and 

reliability for real-time attendance 

management. However, several other 

improvements are also foreseen, including an 

interface catering to teachers and the robustness 

of the system. These concerns include: 

1. Teacher Interface 

● Creation of a teacher-centred interface 

for a unique operating mechanism 

where teachers can View, edit, and 

approve attendance. 

● Real-Time Notification: Notices of 

anomaly in attendance or the flagged 

students. 

● Custom Reporting: This will engender 

customised reporting of attendance 

summaries by date, class, or student.  

● As suggested by the IRJMETS study 

[7], integrating emotion recognition 

and anti-spoofing mechanisms can 

further enhance attendance systems. 

 

2. Spoof Detection: 

● Fraudulent attendance marking will hit 

the road to extinction aided by the 

incorporation of anti-spoofing 

measures into the system. In other 

words, take it on the information 

originally included in the agenda: 

● Liveness Detection: Recognizing cues 

that naturally occur in real-time, i.e., 

blinking of the eyes and/or facial 

movements. 

● Multi-Faceted Verification: Use of 

texture analysis and 3D facial 

recognition to catch attempts made 

with photographs, videos, or masks. 

3. Student Interface Additions 

● Extra features will add to overall user-

friendliness and engagement: 

●  Weekly and monthly attendance trend 

presented graphically in an interactive 

nature. 

●  On a heat map created using 

attendance trends of particular time 

slots. 

● Attendance data will be used to aid the 

student in figuring out how many 

classes they need to attend in order to 

reach a specified cutoff (e.g., 75%). 
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