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Abstract - This project presents the design and 

development of an Arduino-based prepaid energy meter 

with an integrated theft alert system. It offers a secure and 

efficient approach to monitoring electricity consumption 

while preventing unauthorized usage. The system 

employs a digital energy meter to record power 

consumption and a GSM module to transmit real-time 

alerts in case of tampering or energy theft. 

A prepaid model enables users to recharge their 

electricity balance and track their consumption through 

an LCD display, promoting transparency in energy usage. 

The Arduino Uno microcontroller serves as the system's 

core, handling energy data processing, credit deductions, 

and theft detection. When unauthorized activity is 

identified, the GSM module instantly notifies the user via 

mobile communication, allowing prompt action to 

mitigate potential losses. 

Designed for both residential and industrial applications, 

the system operates on a rechargeable battery, ensuring 

easy deployment. By utilizing open-source hardware like 

Arduino Uno, the proposed solution remains cost-

effective, scalable, and adaptable for future 

advancements. This project highlights the potential of 

affordable technology in enhancing energy management, 

reducing theft, and improving electricity monitoring 

systems. 
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1.INTRODUCTION  

 

The increasing demand for electricity and the rising cases 

of energy theft necessitate the development of efficient 

and secure energy management systems. Traditional 

energy meters often lack real-time monitoring and alert 

mechanisms, making utilities susceptible to revenue 

losses due to unauthorized power consumption. This 

project focuses on designing and developing an Arduino-

based Prepaid Energy Meter with a Theft Alert system to 

address these challenges. The system enables users to pay 

for electricity in advance while providing real-time 

monitoring of energy usage through an integrated display. 

Equipped with sensors, it detects unusual consumption 

patterns that may indicate theft and promptly sends alerts 

to relevant authorities via a GSM module. The scope of 

this project includes the development of a low-cost, small-

scale prototype suitable for residential and small 

commercial applications, demonstrating a proof-of-

concept for prepaid energy management and theft 

detection. By utilizing an Arduino Uno microcontroller, 

energy metering module, and theft detection sensors, the 

system ensures accurate monitoring and enhanced 

security. This report details the complete design, 

development, and testing of the proposed system, 

including both hardware and software components, and 

evaluates its real-world performance in terms of accuracy 

and effectiveness. The system finds applications in 

residential homes, small businesses, industrial settings, 

and utility service providers, offering a scalable and 

adaptable solution for improving energy distribution, 

ensuring fair billing, and mitigating losses due to 

electricity theft. 

2. Body of Paper 

Energy theft and inefficient consumption monitoring are 

major challenges in electricity distribution, leading to 

financial losses for utility providers. Traditional postpaid 

energy meters lack real-time monitoring capabilities, 

making them susceptible to unauthorized usage and 

tampering. Several studies have explored advanced 

metering systems incorporating prepaid functionality and 

theft detection mechanisms. Prepaid energy meters have 

been widely adopted to promote responsible electricity 

usage by requiring consumers to pay in advance for their 

consumption. Research has also highlighted the 

effectiveness of smart metering technologies in detecting 

abnormal patterns in electricity usage, thereby enabling 

theft detection. The integration of microcontrollers and 

wireless communication modules, such as GSM, has 

further enhanced the efficiency and responsiveness of 

these systems. However, existing solutions often require 

complex infrastructure, making them less feasible for 

widespread deployment. This project builds upon prior 

work by designing a cost-effective, Arduino-based 

prepaid energy meter with a real-time theft alert system, 

ensuring transparency and security in electricity 

management. The proposed system consists of an Arduino 

Uno microcontroller, a digital energy meter, a GSM 

module, an LCD display, and various sensors for theft 

detection. The Arduino Uno acts as the central processing 
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unit, managing energy consumption data, deducting credit 

based on usage, and triggering alerts in case of 

unauthorized access or tampering. The digital energy 

meter continuously records electricity consumption and 

transmits data to the microcontroller. A prepaid 

mechanism is implemented, allowing users to recharge 

their account, with real-time balance updates displayed on 

an LCD screen. The GSM module is responsible for 

sending notifications to users and utility providers 

whenever theft or abnormal consumption is detected. The 

system is powered by a rechargeable battery, ensuring 

continuous operation even during power outages. The 

design focuses on cost efficiency and ease of deployment, 

making it suitable for residential and small commercial 

applications. The hardware components of the system 

include the Arduino Uno, a digital energy meter, a relay 

module for power control, an LCD display for user 

interaction, and a GSM module for communication. The 

theft detection mechanism involves monitoring 

consumption patterns and detecting irregularities, such as 

sudden surges or unauthorized meter access. The software 

implementation involves programming the Arduino using 

embedded C, configuring the GSM module for SMS 

notifications, and implementing an algorithm to manage 

prepaid balances and detect anomalies. The system is 

tested under various conditions to ensure accurate energy 

measurement, proper balance deductions, and timely alert 

notifications. The integration of hardware and software 

components ensures seamless operation, enhancing 

energy management and theft prevention. The 

experimental setup demonstrates the effectiveness of the 

proposed system in monitoring energy consumption and 

detecting theft. The prepaid functionality ensures users 

can only consume electricity based on their available 

balance, promoting responsible usage. The theft detection 

mechanism successfully identifies anomalies and sends 

immediate alerts via the GSM module, enabling prompt 

action to mitigate energy losses. The system is tested for 

accuracy, response time, and reliability, with results 

showing significant improvements over traditional 

metering solutions. Additionally, the low-cost nature of 

the design makes it an attractive option for widespread 

adoption in residential and commercial settings. This 

project presents a cost-effective and efficient solution for 

energy monitoring and theft prevention through an 

Arduino-based prepaid energy meter with an integrated 

theft alert system. The system ensures real-time 

monitoring, prepaid energy consumption, and immediate 

notifications in case of unauthorized activities. Future 

enhancements could include integration with IoT-based 

cloud monitoring, advanced machine learning algorithms 

for improved anomaly detection, and compatibility with 

smart grid systems to enhance scalability and 

performance. By leveraging low-cost hardware and open-

source technologies, this system paves the way for more 

secure and efficient energy management solutions in the 

future. 
 

 

   Fig -1: Cost Estimation 

 
   Fig -2: Block Diagram 

 

 

• AC Source: Provides the main power supply to the 

system. 

Components Quantity Estimated 

Unit Cost 

(INR) 

Total Cost 

(INR) 

Arduino Uno 1 600 600 

Sim800L 2 250 500 

LCD Display 1 160 160 

Digital Electricity Energy 

Meter 

1 450 450 

Optocoupler PC817 4 40 160 

Resistor 4 80 320 

Buzzer 1 40 40 

Relay Module 1 40 40 

Male to Male Jumper 

Wires 

2 150 300 

Male to Female Jumper 

Wires 

2 150 300 

Bulb Holder 1 40 40 

LED Bulb 1 100 100 

Power Adapter 1 350 350 

Switch button 1 40 40 

Bread board 1 110 110 

Total 24 2450 3510 
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• Electric Energy Meter: Measures electricity 

consumption and generates pulses proportional to the 

energy used. 

• Arduino Microcontroller: Acts as the central 

processing unit, receiving pulses from the energy 

meter, managing prepaid credit, and detecting theft. 

• 16x2 LCD Display: Shows real-time electricity 

consumption, remaining balance, and alerts. 

• Relay Module: Controls the power connection to the 

load, disconnecting it when the prepaid balance is 

exhausted. 

• Load: Represents the electrical appliances or devices 

consuming power. 

• GSM Module: Sends notifications and theft alerts to 

the user's mobile phone via a wireless medium. 

• Wireless Communication: Enables remote 

monitoring by transmitting alerts and updates to the 

user. 

 

 
      Fig -3 : Circuit Diagram 

 

 

3. CONCLUSIONS 

 

The Arduino-based Prepaid Energy Meter with Theft 

Alert system is a significant advancement in energy 

management and security, offering an intelligent and 

reliable solution for monitoring electricity consumption. 

By integrating real-time data tracking, theft detection, and 

automated notifications, the system benefits both 

consumers and utility providers by ensuring accurate 

billing, reducing unauthorized energy usage, and 

allowing remote monitoring of consumption. This 

innovation is particularly valuable in residential and 

commercial settings, where efficient electricity 

management is essential. As technology evolves, there is 

considerable potential for enhancing the system with AI-

driven predictive analytics, IoT-enabled real-time 

monitoring, and blockchain-based secure billing. Future 

developments may also include incorporating renewable 

energy sources and energy-saving mechanisms to 

improve sustainability and efficiency. With its cost-

effectiveness, enhanced security, and user-friendly 

design, the prepaid energy meter with theft alert 

functionality is well-positioned to contribute to the 

advancement of smart energy grids and modern power 

management. Its continuous improvement will support 

sustainability efforts and reduce energy wastage, making 

it an integral component of future smart homes and cities. 
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