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Abstract - In recent times, maintaining safety and 

academic integrity within educational institutions has 

become a critical challenge. While CCTV cameras are 

extensively deployed across campuses and examination 

halls, they rely heavily on manual monitoring, which is 

inefficient, prone to human error, and causes delayed 

responses to critical events. This paper proposes a novel, 

multi-scenario automated surveillance framework based 

on advanced deep learning and computer vision 

techniques. The proposed system is designed to operate 

in two distinct modes: a Campus Safety mode and an 

Academic Integrity mode. For violence detection, the 

architecture integrates YOLOv7 for rapid human 

detection with a MobileNet-BiLSTM classifier to 

accurately recognize violent actions. For examination 

monitoring, the system utilizes Deep Keyframe Detection 

combined with a Multilayer Perceptron (MLP) enhanced 

YOLOv8 algorithm (SE-YOLOv8) and a ResNet-based 

3D CNN to identify subtle cheating behaviors like 

passing notes or unauthorized looking. By unifying these 

dual pipelines into a single deployable framework, this 

study outlines a scalable solution that minimizes manual 

invigilation, enhances real-time threat detection, and 

ensures a secure, fair educational environment. 
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1.INTRODUCTION  

 
 The extensive deployment of high-definition video surveillance 
equipment in educational institutions aims to ensure public 
safety and maintain the fairness of talent selection during 
standardized examinations. However, public violence and 
academic misconduct are both dynamic, fast-occurring events. 
The current bottleneck in institutional security lies in the 
excessive reliance on the manual inspection of massive video 
feeds. This traditional mode of observation leads to a situation 
of "monitoring without detailed inspection," allowing sporadic 
cheating behaviors and sudden violent acts to go unnoticed until 
it is too late. 

With the deep penetration of artificial intelligence in the 
educational sector, leveraging AI to empower electronic 
surveillance offers a robust solution. This paper proposes an 
intelligent, multi-scenario surveillance system. Rather than 
relying on singular object detection algorithms that fail to 

capture contextual complexity, this framework utilizes a 
hierarchical approach. It combines the rapid localization 
capabilities of YOLO-variant models with lightweight temporal 
classifiers to create an automated, highly responsive 
environment. 

2. BODY OF PAPER 
The body of the paper is organized into sections presenting 

the overview, existing tools, analysis, and proposed concept. In 
Sec. II-A, Vulnerability Assessment and Penetration Testing 
(VAPT) is introduced. Existing tools are discussed in Sec. II-B, 
followed by comparative analysis in Sec. II-C. The research gap 
is identified in Sec. II-D, and the proposed concept is presented 
in Sec. II-E. 

A. Overview of VAPT 

Vulnerability Assessment and Penetration Testing (VAPT) is 
used to identify and evaluate security vulnerabilities. Most 
existing tools are desktop-based, limiting mobile accessibility. 

B. Existing Tools 

Tools such as Nmap, Metasploit, and OpenVAS provide strong 
capabilities but require desktop environments. Mobile tools like 
zANTI require root access, while Termux lacks a graphical 
interface. 

C. Comparative Analysis 

As discussed in Sec. II-B, desktop tools lack portability, while 
mobile tools face usability and security limitations. 

D. Research Gap 

From Sec. II-C, it is observed that no Android-based VAPT     
tool provides a GUI without requiring root access. 

E. Proposed Concept 

To address this gap, AssessArc is proposed as a lightweight 

Android-based VAPT application with a user-friendly interface 

and no root requirement. 

 

3.LITERATURE REVIEW / RELATED WORK 
  Vulnerability Assessment and Penetration Testing (VAPT) 

tools have evolved significantly over the years, predominantly 

within desktop and server environments. Numerous 

opensource and commercial solutions exist to identify, assess, 

and exploit vulnerabilities across networks, applications, and 

systems. Among these, Nmap remains a foundational utility for 

network reconnaissance, offering versatile capabilities such as 

host discovery, port scanning, and OS/service fingerprinting 

[?]. Its extensible scripting engine further enhances automation 

and fine-grained probing of network surfaces. Complementing 

discovery tools, exploitation frameworks like Metasploit have 

established a standard for structured offensive security testing 

[?]. Metasploit provides a modular framework for developing, 
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testing, and executing exploits, integrating payloads, encoders, 

and post-exploitation modules within a unified interface. This 

enables security professionals to simulate complex attack 

chains and validate defensive measures efficiently. 

Commercial vulnerability scanners, including Nessus and 

OpenVAS, automate large-scale assessments through 

continuous scanning, signature-based detection, and 

compliance auditing [?]. While effective, these tools often 

demand substantial computational resources, consistent 

updates, and experienced administration, which limits 

accessibility for casual users or lightweight environments. On 

mobile platforms, the development of dedicated VAPT tools 

has been comparatively limited. Early initiatives such as 

zANTI and dSploit sought to replicate desktop penetration 

testing functionality on Android devices [?]. These tools 

provided features like network mapping, password auditing, 

and man-in-the-middle (MITM) testing. However, they 

generally required root access, raising device security and 

stability concerns. Additionally, the lack of consistent updates 

and support hindered their long-term viability and 

compatibility with modern Android versions. Termux 

introduced a partial solution by enabling a Linuxlike command-

line environment on Android [?]. It supports the installation and 

execution of numerous security tools directly on mobile 

devices. Nevertheless, its usability remains oriented toward 

advanced users familiar with terminal operations, and 

it lacks the graphical integration necessary for streamlined 

workflows. The absence of a cohesive interface limits 

accessibility for non-technical users and impedes productivity 

in rapid assessment scenarios. Recent research into mobile-

based penetration testing and lightweight security frameworks 

emphasizes modular architectures and hybrid execution 

models. Studies advocate for offloading resource-intensive 

computations to external servers or cloud environments while 

maintaining local control for interaction and data visualization 

. Such an approach enhances both performance and security by 

isolating heavy tasks from user-facing components. Building 

upon these insights, the proposed AssessArc framework 

introduces a GUI-driven, modular design specifically tailored 

for Android devices. Unlike prior tools that rely on terminal 

operations or root permissions, AssessArc focuses on 

accessibility and ethical automation. It enables users—

especially those without desktop environments—to perform 

essential VAPT operations through an intuitive interface. 

Moreover, AssessArc’s architecture supports simulated and 

controlled execution models, ensuring responsible testing 

practices while maintaining system integrity. This positions 

AssessArc as a practical and educational bridge between 

mobile usability and professional-grade VAPT capabilitie 

 
TABLE I: Comparative Analysis of Existing Tools 

Tool Platform Root 

Required 

Nmap/Burp Suite Desktop/Server No 

Metasploit Desktop/Server No 

zANTI / dSploit Android Often Yes 

Termux Utilities Android (CLI) Partial 

(depends on 

package) 

AssessArc(Proposed) Android (GUI) No 

 

 

 

4.PROPOSED SYSTEM  

 
A. Architecture 

 AssessArc adopts a three-layer architecture:  

1) User Interface Layer:  Android activities/fragments   

present modules, configuration, and results.  

 2) Core Engine Layer: Module dispatcher and 

modulespecific implementations (modular interface for each 

tool). 

 3) Result Reporting Layer: Aggregates outputs, stores logs 

(SQLite), and generates exportable reports (PDF/JSON). 

 

 Figure 1 depicts the module interaction and workflow.  

 

B. Implemented Modules 

 The current AssessArc prototype implements the following 

modules: 

 • Hash Identifier: Recognizes common hash formats (MD5, 

SHA-1, SHA-256) using length and pattern heuristics. 

 • Hash Cracker: Dictionary-based and constrained 

bruteforce methods for offline hash cracking in an authorized 

environment (prototype simulations used during evaluation). 

• Directory Enumeration (DirSearch): Wordlist-driven 

enumeration for discovering hidden directories and files. 

 • Password-Protected ZIP Cracker: Dictionary and 

iterative attempts to unlock ZIP archives when provided with 

explicit permission. 

 • Brute-force Module: A configurable credential-testing 

module for authorized targets only (used in lab-controlled 

evaluations). 

 

C. Design Principles 

• Modularity: Each module implements a common interface 

and can be extended or replaced independently. 

 • Safety and Authorization: The application is designed to 

operate only on targets explicitly supplied by the user. Heavy 

or potentially offensive actions are intended to be executed on 

controlled backends rather than on-device whenever 

appropriate.  

• Efficiency: Algorithms are optimized for CPU, memory, 

and battery constraints typical of mid-range Android devices. 

 

5.METHODOLOGY 

 

A.Development Environment 
 AssessArc was developed using: 

 • Android SDK (Kotlin and/or Java) 

 • SQLite (local result storage)  

• Retrofit/OkHttp for optional server communication • 

PDF generation libraries or Android’s PdfDocument API 

for report export 

   B. Implementation Detail 
 Modules implement a consistent workflow: 

 1) Validate user input (target IP, URL, file path, or hash). 

 2) Preprocess inputs (normalize URLs, check hash format). 

 3) Execute module logic (local simulation or API call to     

server-side engine). 

 4) Aggregate outputs and annotate severity labels.  

5) Persist results and create a human-readable report. To keep 

the mobile client safe and distributable, AssessArc supports 

two runtime modes: 
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• Local Simulation Mode: 

 Modules return simulated or deterministic results for UI testing 

and educational demonstrations. 

 • Server-Assisted Mode: The mobile client dispatches jobs to 

an authenticated server that runs vetted tools in a controlled 

environment. The server returns sanitized results to the mobile 

client for display and storage. 

C. Ethical and Legal Controls  

AssessArc enforces explicit consent dialogs, logs user 

authorization for each target, and includes a clear disclaimer 

that only authorized testing is permitted. The application design 

avoids embedding exploit payloads or code that would 

facilitate unauthorized attacks. 

Charts 

 
                Fig -1: AssessArc module interaction and workflow. 

 
6. RESULTS / PERFORMANCE ANALYSIS  

Evaluation used mid-range Android devices to measure 

performance and resource usage: 

• Device A: Snapdragon 720G, 6 GB RAM, 

Android13 

• Device B: MediaTek Helio G85, 4 GB RAM, 

Android 12 

All active tests were run in a controlled lab network where 

permission to test was granted. 

B. Module Performance 

Table II summarizes average execution times and observed 

success rates for prototype runs. Note: these figures reflect the 

current prototype behaviour (including local simulations and 

server-assisted runs where applicable). 

 

C. Resource Utilization 

Observed metrics on Device A during active scanning: 

• Average CPU utilization: 35–55% (spikes during 

intensive tasks) 

• Memory usage: 150–320 MB (depending on module) 

• Battery drain (10 minutes active scanning): ≤ 6% 

 

 

Module Average Execution 

Time 
Success Rate 

Hash Identifier 1.2 s 98% 

Hash Cracker 

(dictionary) 

1-10s per 

candidate(varies) 

90–95% (lab 

wordlists) 

Dir Search 

(1000-entry 

wordlist) 

10-18s 92% 

ZIP Cracker 

(dictionary) 

3-12 spar attempt 

range 

88–92% 

Brute-force 

Module 

Depends on 

wordlist size 

80-90% (lab 

tested) 

 

These results indicate that the implemented modules are 

practical for mobile-first execution with appropriate 

throttling and server-assist strategies for heavy tasks. 

 
7. CONCLUSION AND FUTURE SCOPE 

AssessArc demonstrates that essential VAPT functionality can 

be integrated into an Android application with acceptable 

performance and strong safety controls. The implemented 

modules (hash identifier, hash cracker, directory enumeration, 

ZIP cracker, and brute-force module) provide a practical 

foundation for portable, authorized security assessments. 

Future Work: 

• Expand local capabilities for non-offensive analysis 

(e.g., SSL/TLS configuration checks, header analysis). 

• Integrate server-assisted scanning for resource-

intensive tasks while preserving mobile UX. 

• Add machine-learning-based anomaly detection to 

prioritize findings. 

• Provide collaboration features and centralized report 

management for teams. 

• Implement authenticated, auditable workflows and 

policy enforcement for enterprise usage. 

By combining portability with safety controls and modular 

extensibility, AssessArc offers a feasible path to widen access 

to security testing for authorized users and learners. 
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