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I. INTRODUCTION  

In 1976, Diffie and Hellman published “New Directions in 
Cryptography” which introduced the discrete logarithm 
problem in finite fields as a one-way function. The discrete 
logarithm problem for 𝔽𝑝  is defined as 

𝐿𝑒𝑡 𝑔 𝑏𝑒 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑜𝑟 𝑜𝑓 𝑡ℎ𝑒 𝑔𝑟𝑜𝑢𝑝 𝔽𝑞
∗ . 𝐹𝑜𝑟 𝑠𝑜𝑚𝑒 𝑖𝑛𝑡𝑒𝑔𝑒𝑟 𝑎, 

0 ≤ 𝑎 < 𝑞 − 1, 𝑙𝑒𝑡 ℎ = 𝑔𝑎 ∈ 𝔽𝑞
∗ . 𝑇ℎ𝑒 𝑑𝑖𝑠𝑐𝑟𝑒𝑡𝑒 𝑙𝑜𝑔𝑎𝑟𝑖𝑡ℎ𝑚 

𝑝𝑟𝑜𝑏𝑙𝑒𝑚 (𝐷𝐿𝑃) 𝑓𝑜𝑟 𝔽𝑞 𝑖𝑠 𝑑𝑒𝑓𝑖𝑛𝑒𝑑 𝑡𝑜 𝑡ℎ𝑒 𝑝𝑟𝑜𝑏𝑙𝑒𝑚 𝑜𝑓  

𝑓𝑖𝑛𝑑𝑖𝑛𝑔 𝑡ℎ𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑎 𝑔𝑖𝑣𝑒𝑛 𝑔 𝑎𝑛𝑑 ℎ. 𝐴𝑛 𝑎𝑡𝑡𝑎𝑐𝑘 𝑜𝑛 𝑡ℎ𝑒 𝐷𝐿𝑃 

𝑖𝑠 𝑑𝑒𝑓𝑖𝑛𝑒𝑑 𝑡𝑜 𝑏𝑒 𝑎 𝑚𝑒𝑡ℎ𝑜𝑑 𝑜𝑟 𝑎𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚 𝑤ℎ𝑖𝑐ℎ 𝑎𝑡𝑡𝑒𝑚𝑝𝑡𝑠 

𝑡𝑜 𝑠𝑜𝑙𝑣𝑒 𝑡ℎ𝑒 𝐷𝐿𝑃. For an elliptic curve discrete logarithm 
problem over the finite field 𝔽𝑝 and generator point 𝐺 and 
point 𝑝 on the curve, such that 𝑃 = 𝑘𝐺, find the integer 𝑘. 

II. ELLIPTIC CURVES 

Elliptic Curve is the set of all solutions to a specific kind of 
polynomial equation in two real variables 𝑥𝑦 over a field f: 

The equation of the form: 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏 

The general form of an elliptic curve is called the generalized 
Weierstrass equation and is given by the following equation: 

𝑦2 + 𝑎1𝑥𝑦 + 𝑎3𝑦 =  𝑥3 + 𝑎2𝑥2 + 𝑎4𝑥 +
𝑎6

.where𝑎1, . . . . . , 𝑎6 are constants. The definition of elliptic 
curve requires that the curve is non-singular and an abelian 
variety; it has a group law defined algebraically. 

III. THE GROUP LAW 

A. Point Addition 

Suppose now that 𝑃1 and 𝑃2 are two points in 𝐸(𝐹𝑝) and we 
want to add the points 𝑃1  and 𝑃2  of an elliptic curve 𝐸  to 
produce a new, third point 𝑃3 (𝑥 3, 𝑦 3). This construction will 
be denoted as the addition of two points of the elliptic curve and 
represented by 𝑃1 + 𝑃2 =  𝑃3 

B. Point Multiplication 

   Computing a point multiplication is through repeated 
addition. However the double-and-add algorithm is essentially 
a fast way to compute multiple of a point. 

𝐿𝑒𝑡 𝑛 𝑏𝑒 𝑎 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑖𝑛𝑡𝑒𝑔𝑒𝑟 𝑎𝑛𝑑 𝑙𝑒𝑡 𝑃 𝑏𝑒 𝑎 𝑝𝑜𝑖𝑛𝑡 𝑜𝑛 𝑎𝑛   

𝑒𝑙𝑙𝑖𝑝𝑡𝑖𝑐 𝑐𝑢𝑟𝑣𝑒. 𝑇ℎ𝑒 𝑓𝑜𝑙𝑙𝑜𝑤𝑖𝑛𝑔 𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑛𝑃 𝑖𝑛 𝑎 𝑓𝑎𝑠𝑡𝑒𝑟 

𝑤𝑎𝑦. 

 

1. 𝑆𝑡𝑎𝑟𝑡 𝑤𝑖𝑡ℎ 𝑎 =  𝑛, 𝐵 =  ∞, 𝐶 =  𝑃 

2. 𝐼𝑓 𝑎 𝑖𝑠 𝑒𝑣𝑒𝑛, 𝑙𝑒𝑡 𝑎 = 𝑎/2 𝑎𝑛𝑑 𝑙𝑒𝑡 𝐵 = 𝐵, 𝐶 = 2𝐶 

3. 𝐼𝑓 𝑎 𝑖𝑠 𝑜𝑑𝑑, 𝑙𝑒𝑡 𝑎 = 𝑎 − 1 𝑎𝑛𝑑 𝑙𝑒𝑡 𝐵 =  𝐵 + 𝐶, 𝐶 = 𝐶 

4. 𝐼𝑓 𝑎 ≠  0, 𝑔𝑜 𝑡𝑜 𝑠𝑡𝑒𝑝 2 

5. 𝑂𝑢𝑡𝑝𝑢𝑡 𝐵 
 

𝑇ℎ𝑒 𝑜𝑢𝑡𝑝𝑢𝑡 𝐵 𝑖𝑠 𝑛𝑃. 
 

IV. ELLIPTIC CURVE CRYPTOGRAPHY 
Elliptic Curve Cryptography is an approach to public key 
cryptography. It is based on the algebraic structure of EC over 
finite fields. The principal attraction of ECC over non-ECC, is 
that it appears to offer equal security for a far smaller key size. 
The key exchange in ECC is described in figure 1. 

If we have two secret numbers 𝑎  and 𝑏  (two private keys, 
belonging to Alice and Bob) an ECC with generator point 𝐺, we 
can exchange over an insecure channel the values [𝑎]𝐺  and 
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[𝑏]𝐺 (the public keys of Alice and Bob) from there we can 
derive a shared secret  [𝑎][𝑏]𝐺 =  [𝑏][𝑎]𝐺. 

 

Figure 1: Key exchange in ECC. 

V. ELLIPTIC CURVE DISCRETE LOGARITHM PROBLEM 

The classical discrete logarithm problem is to find k, 
satisfying the following condition 𝑎𝑘 ≡  𝑏 (𝑚𝑜𝑑 𝑝) . Let 

𝑝 be a prime number and let 𝑎  and 𝑏  be integers that are 
nonzero (𝑚𝑜𝑑 𝑝).   
 
The elliptic curve E, defined over the finite field 𝔽p and let  

𝑃  and 𝑄  be points in 𝐸(𝔽𝑝) . The Elliptic Curve Discrete 
Logarithm Problem (ECDLP) is the problem of finding an 
integer 𝑛  such that 𝑄 = 𝑛𝑃. By analogy with the discrete 
logarithm problem for 𝔽*p we denote this integer 𝑛 by 𝑛 =
𝑙𝑜𝑔 𝑃 (𝑄) and we call 𝑛 the elliptic discrete logarithm of 𝑄 
with respect to 𝑃. 
 

VI. ATTACKING THE EC DISCRETE LOGARITHM PROBLEM 

A. Baby-Step, Giant-Step Algorithm 

For every finite cyclic group a Baby-Step, Giant-Step 
algorithm can be used to solve ECDLP. It makes use of time-
space tradeoff to solve discrete logarithm problems in 
arbitrary groups. 

Let 𝐸(𝔽𝑞) be an elliptic curve with generator 𝐺 . Suppose 

𝐺has order 𝑛 and let 𝑄 ∈ 𝐺, suppose that we want to solve 

𝑄 = [𝑘]𝐺. Set 𝑚 = [√𝑛] and compute [𝑚]𝐺. We now make 

a list of [𝑖]𝐺 for 0 ≤ 𝑖 < 𝑚 and store this list. Now we can 
compute 𝑄 − [𝑗]([𝑚]𝐺) until we have found a match from 
the list that we have stored. 

𝑖𝐺 =  𝑄 − 𝑗(𝑚𝐺) hence, 𝑄 = 𝑖𝐺 + 𝑗(𝑚𝐺). 

Therefore we have solved the ECDLP since 𝑘 𝑖 +
𝑗𝑚 𝑚𝑜𝑑 𝑛. 

Hence this attack requires √𝑛 operations and √𝑛 values to 

search for collisions in the list and the time complexity of this 
algorithm is 𝑂(√𝑛). 

B. Pollard’s rho 

Pollard’s rho algorithm is an algorithm for integer 

factorization. To solve discrete logarithm problem we want 

to find 𝑛 where 𝑛 is an element not higher than the order of 

the starting point 𝑃, such that 𝑄 = [𝑘]𝑃 and where 𝑄 ∈ ⟨𝑃⟩ 

In this attack we will attempt to find distinct pairs of integers 

(𝑎, 𝑏) at random and check against all previously stored triples 

until we find a pair (𝑎′, 𝑏′) with [𝑎′]𝑃 + [𝑏′]𝑄where (𝑎, 𝑏) ≠
(𝑎′, 𝑏′) thus ECDLP solved when𝑘 ≡ (𝑎 − 𝑎′)(𝑏 − 𝑏′)−1 mod 

n. This method requires time complexity of 
𝑂(√

𝜋𝑛

2
)
, and space 

complexity of 
𝑂(√

𝜋𝑛

2
)
 to store triples. 

 

C. The Pohlig-Hellman Method 

Pohling-Hellman algorithm is for computing discrete 

logarithms in finite abelian group and applies to |𝐺| = 𝑝𝑛. The 

worst-case time complexity is 0(√𝑛)  For an elliptic curve 

𝐸(𝔽𝑞), a point 𝑃 ∈ 𝐸(𝔼𝑝) of order 𝑛 and 𝑄 ∈ ⟨𝑃⟩. To solve for 

the unique integer 𝑘  such that 𝑄 = [𝑘]𝑃 . If we assume 

∏
𝑖 𝑙𝑖

𝑒𝑖 , where 𝑙𝑖
 is prime now attempt to solve for 𝑘  by 

reducing the problem to solve for values of 𝑘𝑖 ≡ 𝑘 mod 𝑙𝑖
𝑒𝑖  for 

0 ≤ 𝑖 ≤ 𝑟. The complexity will be: 

 

 

 

This attack is infeasible when 𝑛 has a large prime divisor. 𝑃 is 

sufficiently large when 𝑝 > 2160. When 𝑝 is bigger than 2160. 

The Chinese Remainder Theorem takes too much time to solve. 

VII. SPECIALIZED ATTACKS 

A. Pairing Attacks 

The most common attack is MOV and Frey-Rűck, which uses 

Weil and Tate pairing. MOV attack attempts to reduce the 

ECDLP on an elliptic curve 𝐸(𝔽𝑞) to the DLP in a 𝔽𝑄𝑚
×   to 

solve in subexponential-time. 

 

The pairing attacks are inefficient if 𝑛  does not divide 

particularly the MOV attack might not be very useful for some 

cases, because 𝑚 could still be very large. 

VIII. CONCLUSION 

The general attacks on the ECDLP are expected to run in fully 
exponential time. The feasible attack is the Pohlig-Hellman 
algorithm. To defend against this attack it is essential to choose 
an order where it has largest prime factor 𝑝 > 2160. The table 1 
summarizes expected running time of our general attacks. 

a. TABLE  I.. EXPECTED TIME COMPLEXITY 

Attack Expected Time Complexity 

Baby-Step, Giant-Step 

Algorithm 
𝑂(√𝑛) 

Pollard’s rho 
𝑂(√

𝜋𝑛

2
)
 

Pohlig-Hellman 𝑂(√𝑛) 

Generating a cryptographically strong elliptic curve that resists 
all known attacks is simply generating curves at random then 

http://www.ijsrem.com/
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running them through a series of test attacks to see if they 
satisfy certain conditions. 
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