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Abstract: File sharing is a fundamental aspect of 

digital communication, enabling users to exchange 

data efficiently across networks. However, 

traditional file-sharing methods, such as email 

attachments, cloud storage links, and peer-to-peer 

transfers, often face security vulnerabilities, 

including unauthorized access, data interception, and 

weak encryption mechanisms. Many existing 

systems lack robust authentication or rely on manual 

key exchange, making them susceptible to attacks 

such as man-in- the-middle (MITM), phishing, and 

unauthorized data breaches. To overcome these 

challenges, the project integrates AES encryption, 

Two-Factor Authentication (2FA), and Reed-

Solomon error correction to ensure confidentiality, 

integrity, and reliability. The system requires users 

to authenticate via 2FA (username, password, and 

OTP verification) before uploading files. Each 

uploaded file undergoes AES- 

256 encryption, ensuring that only authorized 

recipients can decrypt it. A QR code is generated, 

embedding a secure file access link while 

incorporating Reed- Solomon error correction for 

improved scanning accuracy. 

The system enhances security by implementing QR 

code expiration and scan limits. QR codes are valid 

only for a specific duration and automatically expire 

after a set number of scans, preventing 

unauthorized access beyond the intended recipient. 

Upon successful authentication, the recipient scans 

the QR code to retrieve and decrypt the file securely. 

Unlike conventional methods, this approach 

eliminates the need for manual key exchange, as AES 

encryption keys are securely managed within the 

system, ensuring seamless and protected file access. 

By integrating strong encryption, multi- factor 

authentication, and QR-based access control, the  

project enhances data security and usability, 

providing an efficient and reliable solution for 

modern file-sharing applications. 

Introduction 

In today’s digital era, the demand for secure and 

convenient file sharing is more critical than ever. 

With increasing concerns over data breaches, 

unauthorized access, and cyberattacks, conventional 

file-sharing methods such as email attachments, 

open cloud storage links, or peer-to-peer networks 

have become insufficient in ensuring data privacy 

and integrity. These traditional platforms often lack 

strong encryption, have weak or optional 

authentication mechanisms, and expose users to 

threats like phishing, man-in-the-middle (MITM) 

attacks, and file tampering. As data security becomes 

a priority in personal, corporate, and institutional 

environments, there is a growing need for 

advanced, reliable, and 

user-friendly file-sharing solutions that address the 

vulnerabilities of existing systems. 

The AuthCloudFile project is designed as a secure 

file storage and sharing platform that leverages 

modern encryption, access control, and 

authentication technologies to overcome these 

limitations. It integrates AES-256 encryption, a 

widely trusted standard known for its strength and 

performance, to protect the confidentiality of files 

before they are uploaded to the system. Users are 

required to complete Two- Factor Authentication 

(2FA), which involves entering their login 

credentials followed by a time-sensitive One-Time 

Password (OTP). This additional verification step 

strengthens account security by ensuring that access 

is granted only to verified users, even in cases where 

login details might be exposed.A key innovation of 

the system is its QR-based file access mechanism. 

Upon successful encryption and upload, a QR code 

is generated that encodes a secure access link to the 
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file. This method eliminates the need for manual key 

exchange or insecure URL sharing, providing a 

seamless and secure way to deliver files to 

authorized recipients. To further enhance security 

and usability, each QR code is embedded with 

Reed- Solomon error correction, ensuring accurate 

scanning even in partially damaged or low-quality 

print conditions. Additionally, the system enforces 

expiration times and scan limits on each QR code, 

so that access is only valid for a specific time 

window and number of uses, reducing the chances of 

data misuse or leak after the initial sharing. 

The backend system securely manages encryption 

keys, user data, and access logs without exposing 

sensitive information to third parties. The file 

decryption process occurs only after verifying the 

QR code, checking expiration status, and ensuring 

the scan count has not been exceeded. This 

integrated workflow enhances not only security and 

access control but also improves usability, making 

the platform suitable for a wide range of applications 

from personal file sharing to secure corporate 

document delivery. 

Overall, AuthCloudFile aims to bridge the gap 

between usability and robust security in file sharing. 

It brings together cutting-edge encryption, modern 

access control techniques, and user-centric design to 

provide a secure, efficient, and scalable solution for 

protecting sensitive digital content. This approach 

addresses modern security challenges and presents a 

practical alternative to conventional file-sharing 

systems, with potential for further enhancements like 

biometric login, blockchain auditing, and cloud 

integration in future iterations. 

Literature Survey 

In recent years, secure file sharing and cloud storage 

have become critical areas of research due to 

growing concerns over data privacy and cyber 

threats. Traditional file- sharing methods such as 

email attachments, public cloud links, and peer-to-

peer transfers often lack strong security measures 

and are vulnerable to unauthorized access, data 

interception, and man-in-the-middle attacks. Various 

researchers have attempted to address these 

challenges through encryption and authentication 

techniques. For instance, Goyal et al. (2016) 

proposed a file storage system using AES 

encryption, highlighting the need for data 

confidentiality. However, their approach relied on 

manual key sharing, increasing the risk of key 

leakage. Patil and Waghmare (2018) introduced a 

multi-server encrypted storage model, offering 

redundancy but lacking strong user authentication or 

time-bound access control. 

Kumar et al. (2019) explored the use of QR codes in 

secure systems, demonstrating how encrypted links 

can be embedded in QR codes for file access, but 

their work did not address access restrictions such as 

scan limits or expiration. Jain et al. (2020) focused 

on improving QR code reliability using Reed-

Solomon error correction, which enhances scanning 

accuracy but was primarily applied in logistics rather 

than secure file sharing. 

Furthermore, Sahai et al. (2021) emphasized the 

effectiveness of Two-Factor Authentication (2FA) 

using One-Time Passwords (OTP) in reducing 

unauthorized access, though their research did not 

integrate it into a complete file-sharing framework. 

Sharma and Verma (2022) proposed a cloud-based 

encrypted document sharing system with basic 2FA, 

yet it lacked features like QR-based delivery, 

automatic expiration, and internal key management. 

Despite these contributions, existing systems often 

fail to combine encryption, authentication, and user-

friendly access controls in a unified platform. The 

proposed project, AuthCloudFile, bridges this gap by 

integrating AES-256 encryption, OTP-based 2FA, 

QR-based file access with scan and time restrictions, 

and error-tolerant QR codes using Reed-Solomon 

correction. This combination enhances security, 

usability, and control, providing a robust solution for 

modern secure file sharing needs. 

Proposed System 

The proposed system, AuthCloudFile, is designed 

to address the limitations and security vulnerabilities 

in conventional file- sharing platforms by integrating 

multi- layered security mechanisms with user- 

friendly access controls. The system initiates with a 

strong authentication process that combines a 

username and password with a time-based One-

Time Password (OTP), delivered via a secure 

channel like email or SMS. This Two-Factor 

Authentication (2FA) adds an extra layer of 

protection by requiring two independent forms of 

verification, making it difficult for attackers to gain 

access even if one credential is exposed. Once the 

user is authenticated, they can upload files that are 

immediately protected using AES-256 encryption, a 

widely trusted method recognized for ensuring 

strong data security during both transmission and 

storage.After the file is encrypted, a distinct QR 

code is created, which contains a secure link 

directing to the encrypted version stored on the 

server.To enhance reliability, especially in cases of 
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poor lighting or physical damage, Reed- Solomon 

error correction is applied during the QR code 

creation process. This allows the code to be scanned 

correctly even when partially obscured or degraded. 

Importantly, the decryption key is not embedded 

within the QR code or the file itself; instead, it is 

transmitted separately to the intended recipient via a 

secure, encrypted communication channel such as 

email. This separation of data and keys adds another 

layer of protection by minimizing the risk of key 

interception. 

To enhance protection, the system applies specific 

limits on each QR code’s usage, such as restricting 

the number of times it can be scanned and setting a 

time frame after which the code becomes 

inactive.These include a scan count limit, which 

restricts how many times the code can be used, and a 

validity timer, which renders the code inactive after 

a certain duration. When either condition is met, the 

system automatically disables access through that 

QR code, effectively preventing its reuse or 

exploitation by unauthorized users. This prevents 

scenarios where QR codes are leaked, copied, or 

reused beyond the intended scope.The system 

includes a secure 

and intuitive user interface that guides users through 

each step of the file-sharing process from login and 

encryption to QR generation and secure file 

retrieval. By simplifying the workflow and 

minimizing user errors, the interface helps maintain 

high security standards while ensuring ease of use. 

The platform also logs all access attempts and 

activities, which supports auditing, monitoring, and 

future analysis. These comprehensive measures 

ensure that sensitive information remains protected 

throughout its lifecycle, making AuthCloudFile a 

reliable and secure solution for encrypted file sharing 

in personal, corporate, and institutional settings. 
 

System Architecture 

Fig 1 illustrates The architectural diagram outlines the 

structure and interaction flow of the Cloud File Sharing 

Web Application, highlighting key components: Admin, 

User 1 (Sender), and User 2 (Receiver). 

The Admin handles backend tasks like login, user 

management, and system maintenance. User 1 registers, 

logs in with OTP verification, uploads a file, receives an 

encryption key, encrypts the file, and generates a QR 

code for sharing. 

User 2 also registers and logs in with OTP, scans the QR 

code, retrieves the encrypted file and key, and decrypts the 

file to access its contents. 

The Web Application facilitates secure interactions, 

manages OTP and key generation, and ensures encrypted 

file sharing using QR codes to prevent unauthorized 

access. 

 

 

 

Figure 2: Data Flow Diagram 

Figure 1: System Architecture 
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Results and Discussion: 
 

 

S.No Aspect Test Case / Feature Metric / Result User Feedback / Discussion 

1 Security Evaluation Brute Force Resistance 

(AES-256) 

Practically infeasible AES-256 provides strong encryption; 

brute force attempts are computationally 

unfeasible. 

2 Security Evaluation QR Code Forgery 
Resistance 

0% success in 

100 forgery attempts 

Encrypted and time-bound QR codes 

prevent cloning and unauthorized 

access. 

3 Security Evaluation Unauthorized Access 

Logging 

100% attempts logged 

and blocked 

System logs all failed attempts for audit 

and traceability, enhancing security 

posture. 

4 Security Evaluation Data Integrity 

Verification 

(Hashing) 

All file hashes matched Ensures data integrity; no file tampering 

detected during storage or transfer. 

5 User 

Acceptance Testing 

(UAT) 

File Upload & 

Encryption Flow 

100% success rate Users reported fast, simple upload 

experience with automatic background 

encryption. 

6 User 

Acceptance Testing 

(UAT) 

QR Code- Based File 

Access 

98% success rate Innovative method; minor scan delays in 

low light; Reed- Solomon correction 

minimized scan errors. 

7 User 

Acceptance Testing 

(UAT) 

Expiration/Sca n Limit 

Alerts 

95% success rate Users appreciated clear 

notifications for access limits, enhancing 

control and file 

lifespan awareness. 

8 User 

Acceptance Testing 

(UAT) 

Multi-Device 

Accessibility 

92% success rate Good performance on mobile; minor UI 

feedback for desktops suggests future 

improvement in layout responsiveness. 

9 User 

Acceptance Testing 

(UAT) 

Two-Factor 

Authentication (2FA) 

97% success rate Users felt secure; some delays due to 

OTP delivery issues via email/SMS, 

unrelated to the system itself. 

10 Performance Testing File Encryption Speed 

(≤10MB) 

Avg. 1.5 

seconds 

Fast processing time; 

performance consistent across different 

file types. 
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Conclusion and Future Enhancement 

In conclusion, this project presents a highly secure 

and efficient file-sharing system that integrates state-

of-the-art security mechanisms, including AES-256 

encryption, Two-Factor Authentication (2FA), and 

QR code-based access control. Traditional file-

sharing methods often suffer from vulnerabilities 

such as unauthorized access, data interception, weak 

encryption standards, and improper access control. 

This system addresses these concerns by providing a 

robust, encrypted, and authentication-driven 

approach to file sharing.The implementation of 

AES-256 encryption ensures that files are securely 

stored and transmitted, preventing unauthorized 

access or tampering. This encryption standard is 

widely recognized for its strength and is used in 

critical security applications worldwide. To 

strengthen data protection, every encrypted file is 

associated with a distinct AES encryption key, which 

is handled and delivered through a separate secure 

channel, ensuring that only authorized recipients can 

decrypt and access the file content. 

A significant enhancement in this project is the 

integration of QR codes for access control. Instead 

of relying on manually shared links or passwords, 

the system dynamically generates QR codes 

embedded with metadata, including the encrypted 

file’s location and authentication details. The use of 

Reed-Solomon error correction in QR code 

generation ensures that scanning remains reliable 

and accurate even under less-than-ideal conditions, 

such as low-light environments or slight 

distortions.To prevent unauthorized access and 

enhance user authentication, the system incorporates 

Two-Factor Authentication (2FA). This involves a 

combination of traditional username-password 

credentials along with OTP verification via email or 

mobile. This dual-layer  security  measure  

prevents unauthorized users from accessing the 

system, even in cases where login credentials are 

compromised. Additionally, the project includes 

secure key transmission mechanisms to ensure that 

decryption keys are not exposed to potential 

attackers. The encryption key is sent separately via a 

secure email channel, reducing the risk of 

interception and unauthorized 

access.Furthermore, the system employs expiry 

control mechanisms, which restrict access by 

imposing expiration times and scan limits on QR 

codes. These measures prevent prolonged 

unauthorized access, ensuring that files remain 

protected even after sharing. 

Future Enhancements 

Looking ahead, the project can be further enhanced 

through the integration of biometric authentication 

methods, such as fingerprint or facial recognition, to 

increase the robustness of user verification. The 

system could also benefit from AI-based threat 

detection that monitors abnormal access behavior 

and issues alerts or auto- revokes access. Another 

potential improvement is the implementation of 

blockchain technology to maintain a tamper- proof 

audit trail for all file transactions, enhancing

 transparency  and 

traceability.Additionally, expanding 

compatibility to support mobile apps and browser 

extensions will improve user accessibility and 

convenience. Support for multi-language interfaces 

can also make the system more inclusive for global 

users. Integration with enterprise platforms such as 

Microsoft 365, Google Workspace, or cloud- based 

document editors will help streamline workflows for 

business users. Finally, a secure file preview system 

could be developed to allow users to view shared 

content without needing to download the file, 

minimizing potential security risks. 

These future enhancements aim to further strengthen 

the system’s usability, scalability, and security, 

ensuring that AuthCloudFile remains a cutting-edge 

solution in the evolving landscape of secure digital 

communication. 
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