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Abstract

The traditional pacemaker devices lack security measures. To enhance security between devices & the controller
that addresses the unauthorized action, it can be done by integrating a multi-layered authentication system, which
contains additional security layers to protect the sensitive data. The pacemaker system is designed to maintain the
heartbeat of the patient and track pulse rate, temperature & blood pressure. The data collected from the patient is
processed and transmitted to the application for data analysis.

The system verifies the authorized check, if it fails then the alert message will be forwarded to the doctor and the
admin by notifying that unauthorized access attempt. Only the authorized person like the doctor and the admin can
interact with the application. This multi-layered security helps to reduce the risk of malicious occurrence which can
lead to pacemaker malfunctioning. This project deals with the importance of prioritizing both patients safety and
the data integrity
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1. Introduction

In human life health is very important and in the human body the heart is also that much important. The whole body
depends upon the performance of the heart. If that is having any problem the whole body will suffer. So, for that
type of problems only the pacemaker was introduced in 1976 that will fix the heart. To overcome the major problem
in the heart, beating is abnormal and it will be maintained and monitored by only the suggested doctor and sets the
no of times to beat and if the heart is abnormal then the pacemaker will give the minor shock jerks to the heart it
gets normal.

Our project is about the security issues and the authorization to access the pacemaker. In the past there was no
verification so anyone can tamper the device it leads to death of the user. so we are coming with the new update to
the pacemaker system that includes the three step verification. It includes biometrics of a particular doctor or
recommender then also the one time password to the doctor and also the patient after that verification only we
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operate the pacemaker and this is how it works. securing the data is the main thing to do and also saving the lives
of the patients.

Firstly the data was collected by the pacemaker. Heart beat was monitored by the doctor and there were any issues.
Then he used to modify the values in the pacemaker and then he wanted to register with his phone number and
biometrics so he could access the device. After that when he is ready to access then he wants to have the two step
verification and that first one is the unique Ip address. After that verification, the second one is to the app that
responded in the particular radius mobile number wanted to enter. Then only the doctor can modify or control the
pacemaker.

2. Literature Survey

[1] Allison Gibson and their team developed a project for Blockchain-based Authentication and Consented
Authorization for Implanted Medical devices. Allowing pacemaker changes by doctors credentials only the
authorized person can change the values. But No Multi-factor Authentication leverages blockchain to secure
communication and access control for devices like pacemakers. It employs smart contracts to authenticate users,
enforce patient consent, and maintain an immutable, decentralized log of all interactions. This approach enhances
data privacy, prevents unauthorized access, and ensures accountability. However, challenges include computational
overhead, battery strain on devices, and ensuring emergency access without compromising security. The project
represents a promising step toward integrating advanced technologies to improve the safety and control of implanted
medical devices.

[2] V. Purushotham Vijay Naidu along with their team proposed an application The project "Securing Pacemakers
using Runtime Monitors over Physiological Signals" by Abhinandan Panda, Srinivas Pinisetty, and Partha Roop
takes a new approach to the security of pacemakers by the means of leveraging the functionality of the runtime
monitoring over the patient's physiological signals. The proposed methodology consists of making use of the
patient's real-time physiological data that includes, without limitation, heart rate and the ECG pattern as a dynamic
signal for identification of malicious and unauthorized commands. The runtime monitor is a new ingredient attached
to the pacemaker that accepts the entry commands and the relevant data as input, assesses the data against the health
state data came from physiological signals, and finally, either allows or disallows the execution of this or that
command. Thus, this will lead the patient out of exposure to threats and problems such as attacks due to
unauthorized instructions. The great thing about the above-mentioned way is the lightweight design, thanks to which
it reduces computational overhead and increases the device's battery life.

[3] A. Gayathri with her colleagues It The "Secure-by-Design Real-Time Internet of Medical Things Architecture
for e-Health Population Monitoring (RTPM)" is a new concept that is intended to revolutionize health monitoring
through the Internet of Medical Things (IoMT). This model is universal for both small institutions such as care
homes and hospitals, as well as remote ones including home care. It uses [oMT devices or similar devices equipped
with a variety of sensors to collect data on movement, temperature, humidity, light, pressure, air quality, and further.
One of the prominent qualities of RTMI-model is how its secure-by-design principle ensures that each [oMT device
is securely registered and authenticated, that data transmission channels are protected from unauthorized access,
and that only authorized users are able to access the data. For better system performance, the architecture sends
sensory data only when there are changes, which decreases the overhead but the system is still alive by pushing the
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data to the server if it stays unchanged for more than five minutes. This feature specifically makes RTPM an
excellent tool for population health surveillance,

[4] Pooja S Bhore "The Wake-of-a-Good-Dream Internet of Medical Things Architecture for e-Health Population
Monitoring (RTPM)" is an intelligent mechanism to enhance the monitoring of health care through the Internet of
Medical Things (IoMT). The provided infrastructure is suitable for both local settings like care homes and hospitals
and remote ones, for instance, home care. It utilized loMT devices that are equipped with different sensors to gather
data about movement, temperature, the humidity, light, pressure, air quality, etc. The architecture's main feature is
prognosis with a secure-by-design approach, which means that each [oMT device must be securely registered and
authenticated before transmitting its data, confidentiality of data transmission channels should always be kept away
from unauthorized intruders, and only authorized people can access the data. Initially, to the data their goal is sent
or wherein there is over a 5-minute steady state condition, the architecture dispatches sensory data only such that
thereby overhead is reduced and system liveness is achieved by sending the data to the server. This model is
designed to help health care workers care for people in different situations with the ultimate goal of enabling them
to use real-time data to provide better care and protect the security and privacy of the data.

[5] Emad E. Abdallah The article "Software Radio Attacks and Zero-Power Defenses" by Halperin et al. (2008)
follows the security vulnerabilities in these devices that are necessary for life. In the course of the study, it was
shown that software radio technology is able to take in, without consent, communication between the
pacemaker/defibrillator and the medication programming device thus releasing confidential medical data and
possibly executing unauthorized directives. With this in mind, the authors outline an array of defensive tactics which
encompass zero-power cryptographic approaches that would allow the device to communicate securely despite its
limited battery life. These defenses meet the security demand from authorized users who need to utilize their life-
supporting devices, by tapping the powers of the devices to absorb transmissions outside using magnetic coil. The
experiment emphasizes the necessity of stringent device security standards not only for patient safety and medical
privacy but also for device durability

[6] Li, C., Raghunathan, A., & Jha, N. K. To counter these threats, the authors proposed a lightweight encryption
mechanism that is energy efficient and seeks to ensure security with the limited power capacity of such devices.
Tailored cryptographic solutions can ensure secure communication while significantly reducing any adverse effect
on battery lifetime and devThe research paper entitled "Secure Wireless Communication for Implantable Medical
Devices" addresses a number of security concerns that affect implantable medical devices such as pacemakers in
general. Both the authors have identified several attack avenues through eavesdropping as well as manipulation of
data by which patient safety and confidentiality could be compromised.ice performance.

[7] Halperin, D., Heydt-Benjamin, T. S., Ransford, B., Fu, K., Kohno, T., & Maisel, W. H.

The article "Pacemakers and Implantable Cardiac Defibrillators: Sofiware Radio Attacks and Zero-Power
Defenses” (2008) investigates how software defined radio (SDR) technology can intercept and manipulate
communication between pacemakers and their external programming devices. The study demonstrates that
attackers can extract sensitive patient data or even issue unauthorized commands. In response, the authors propose
"zero-power" cryptographic defenses, leveraging passive energy sources like magnetic coils to enable secure data
reception without drawing from the device’s battery. This approach ensures both security and device longevity,
crucial for life-sustaining implants.
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[8] Zhang, Y., Xiao, Y., & Hu, Y The article "Secure Remote Monitoring and Control for Implantable Medical
Devices" (2012) delves into the risks associated with remote monitoring systems in pacemakers and other medical
implants. It discusses potential attacks such as replay attacks, signal jamming, and data breaches. The authors
introduce a dual-layer authentication system combining biometric-based user verification with encrypted session
keys, ensuring only authorized medical personnel can access or modify device settings. The paper underscores the
importance of integrating strong yet lightweight security mechanisms to support real-time, remote health
monitoring.

[9] Rushanan, M., Rubin, A. D., Kune, D. F., & Fu, K. The article "Security and Privacy of Implantable Medical
Devices: Barriers and Solutions" (2014) evaluates the practical security and privacy risks of implantable medical
devices (IMDs), including pacemakers. It identifies key barriers like power constraints, real-time operation
demands, and outdated communication protocols that make IMDs vulnerable to attacks. The authors propose a
multi-faceted solution, blending hardware-level encryption, patient-specific authentication, and anomaly detection
to mitigate unauthorized access. The study stresses that patient safety must remain the top priority, with security
designs tailored to the unique constraints of medical implants.

[10] Park, M., Liu, Y., & Jha, N. K. The article "Privacy and Security in Implantable Medical Devices: Current
Research and Future Directions” (2013) reviews the latest advancements in securing implantable medical devices.
The paper categorizes attacks into passive (eavesdropping) and active (command injection) threats, analyzing the
potential damage each can cause. It introduces an adaptive security framework that dynamically adjusts encryption
strength based on the device’s battery level and communication environment. The authors argue that future designs
must prioritize both security and energy efficiency, ensuring continuous device operation without risking patient
safety.
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Table 1.1: Comparison Table

S. | Author project title Communication |Merits Limitations
No| Name Technology
1 Blockchain-base | Allowing only the authorized No Multi-factor
Allison d Authentication| pacemaker person can change the| Authentication.
Gibson and Consented Changes by doctors values.
Authorization for credentials
Implanted
Medical
Devices
2
Generates alarm if signal inaccuracies,)
Abhinand | Securin any violation of limited scope, resource
fnan p 1% security  policies| The safe monitoring off constraints,  scalability]
an Panda, a.c cmaxers . detected medical device and) jgqyes.
o us1ng Runtime alerting the admin|
Srlr'uvas Monl.tors 9ver about the attack
Pinisetty, | Physiological
Signals
Partha
Roop
3 Jims Secure data] remote monitoring off Improvements
Marchang transmission, real| patient health at home | particularly in terms of]
, time monitoring] performance
Secure-by-De by. ensuring] optimization, role-based|
Jade sign privacy and data access control, cost
McDonal Real-Time iﬁtegrl‘gy t . Feiiuctli).n, and sensor
d, ' h.Solam Internet of roughou e integration.
rocess.
Eas M8 | Medical P
avyan .
Y . Things
Zoughalia .
Architecture: e
n, Ben|
Health
Sanders .
Population
Monitoring
(RTPM)
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Fuetal. | "Security and Brought user] Highlighted burden . .and . power
4 (2008) Privacy for centric  insights vulnerabilities in com|COMSWmption in devices.
Implantable into the design of communication
Medical secure  medical| Protoc
Devices" devices.
5 "Pacemakers and
Halperin ef ICmp;:fmtable Analyzed Developed a low- Did Not
1. (2008) Da;“l;a'cllt | vulnerabilities | power cryptographic| Address ~ scalability — and|
' et Sa (;tr s using software | solution for wireless| usability in real-world
Radi ottwate -defined  radio| transmissions settings.
adio (SDR) and|
Attacks and proposed a zero-
Zero-Power power
Defenses” notification
system.
Li, C,, Wireless-ena bled| Lightweight Balances  securityy May not resist complex
6 Raghun [ IMDs Encryption for] and low power usage] attacks
athan, Wireless
A., Jha, IMDs
N. K.
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Zhang, Remote Dual-layer Strong authentication,| Requires biometric input for
Y, Monitoring Authenticatio n| prevents every session
8 Xiao, Y.| System, (Biometrics replay/jamming
Hu, Biometric + Session attacks
Y. Sensor Keys)
Rushan IMDs with Multi-faceted Protects againstf Hardware-level encryption|
an, M. etf Hardware Security unauthorized access| may increase cost
9 al. Encryption (Encryption, and data breaches
Anomaly
Detection)
Park, IMDs with Adaptive Balances security] Performance depends on
M., Liu, | Adaptive Security with battery life environment and battery
10 Y., Jha, Security Framework
N. K.

3. Proposed Methodology

With the help of the current emulators and tools, an environment will be set up that replicates actual operating
conditions for the pacemaker. A variety of penetration testing techniques, such as protocol analysis and fuzzing,
will be employed to find vulnerabilities within this frameworkAll of these vulnerabilities will finally be elucidated
in detail with respect to their consequences on safety for the patients and on device functionality. These studies
prepare for the establishment of secure authentication protocols and lightweight encryption techniques fitting
pacemaker power and processor constraints.An analysis will be made to assess how well the security measures
work and how efficient they would be in our emulated setup. The findings of the project would then be shared at
the project's end, focusing on noteworthy developments and providing recommendations for securing pacemakers
in the future designs.
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3.1 Components

3.1.1 ESP32

ESP32 is a microcontroller from Espress if Systems that is inexpensive and delivers high performance. It finds its
applications most widely in embedded systems and IoT. It has single-core or dual-core Tensilica Xtensa LX6
processor with clock speed specification peaking to 240 MHz on an onboard chip along with Wi-Fi and Bluetooth
(classic and BLE) all integrated at once. Long list of peripherals such as GPIO, ADC, DAC SPI, I12C, UART, PWM,
and touch sensors can be utilized freely for very flexible projects based on different hardware. In addition, it gives
support for low-power modes ideal for battery-powered applications with hardware security features such as secure
boot and flash encryption. Affordable, flexible, and backed by a strong community support have facilitated
widespread use of ESP32 by hobbyists, developers, and industries alike.

3.1.2 servo motor

A servo motor is an electric motor that can be utilized to precisely control linear or angular position, speed, and
torque. It typically comprises a motor, a position sensor (e.g., an encoder), and a control circuit. Servo motors are
widely applied in robotics, CNC machines, conveyor systems, and automation as they can provide repeatable and
precise movements. They operate by accepting a control signal and adjusting their output to match the desired
position or speed and are therefore very important in applications requiring high efficiency and precision.

3.1.3 Heart beat Sensor

It is also known as a pulse sensor. It monitors the blood pressure and heart beat of the humans and it not only this
it can also show body temperature of the humans it is in the compact size. it has three pins and thy are
power(vcce),gnd,output it plays the crucial role in the heart health components

3.1.4 Mobile app

MIT App Inventor is a user-friendly, block-based programming platform that allows users to easily create mobile
applications for Android and iOS devices. Developed by the Massachusetts Institute of Technology, it is designed
especially for beginners, students, and educators who want to learn app development without prior coding
experience. The platform uses a simple drag-and-drop interface where users can design the app's layout and control
its behavior using visual coding blocks. MIT App Inventor supports various components like user interface
elements, sensors, media, connectivity tools, and storage options such as TinyDB and Firebase. It is widely used
for building educational apps, games, loT control systems, and data collection tools, maki pp development
accessible to everyone
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3.1.1 ESP32 3.1.2(b)heart beat sensor

3.1.3 servo motor 3.1.4 mobile application

3.1.5 Working

The servo motor is behind the heart beat when a person touches the heart beat sensor then the heart beat will detected
and servo will sync to that beat and we can monitor it in the mobile application and application also consist of
temperature and blood pressure if any one tries to enter in to the application with another mac address then app will
not accessible to all users it will un operatable up to dis connecting that user. By this we can secure the pacemaker.
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Fig. 3.2(a): Circuit Diagram

Alert : Unauthorised
detected.

N
HeetE > False
Rate
~N—
ESP32
Patient »  Temperature > + Application If Authorised
Arduino IDE
Software
— True
Blood o
Opens Application

Fig. 3.2(b): Architecture Diagram
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3.2.1 Data Collection

The data collection in this process will be going in a continuous manner where the system works in the real time so
that the user can be alerted immediately without any delay and it can ensure the safety of the user wearing the
pacemaker. by providing the output. First the data is collected at the MIT app and then they are sent to the heart
beat sensor for connecting the data for analysis and then the respective signals are sent to the band and then the
displays are acted accordingly.

3.2.2 Data Processing

The data processing play a crucial role where this will collect data from the pacemaker devices and then the data
will be sent to the mobile app where each and different input will provide the different type of signals like where
each signals represent the each end devices and then it has the High , Low states where they tend to show the output
accordingly for On and off states and need to write the code accordingly to the input and then give the final output
to the band. The processing should be made sure that there are no errors in the code and the processing will be with
low latency.

3.2.3 Data Storage and Analysis

All the sensor data is stored using the mobile application(MIT tiny db). It contains an easy-to-use interface. The
data is stored in a signal format. This stored data helps to analyse the end devices past performance and the working
behaviour. This data can be studied to find frequent changes for sudden emergencies. It helps the users to improve
safety. The end devices record live input and it is saved. It is helpful as users are saved.

4.Result and Discussion

Fig 4.1: Working of heart beat sensor
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Fig 4.1(a) represents the output image of the heart beat display when the external signals are detected by the
app when someone rings then access will block to every user. The image is represented for a specific time in
the where it can adjust the duration of the display of the respective image in the band. The output images can
also be modified according to our needs and interests.

10:58 & & & & -

= USER NAME

Health Monitoring
Dashboard

Temperature Blood
26°F Pressure

OmmHg

Fig 4.2: Working of mobile application

These images mainly discuss the content present in app it showcases the 3 main measures like temperature, heart
rate, blood pressure.
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Access Denied

You are not authenticated to access this
page. Please miake sure your device have
access to continue.

SAE6G:DA:T1F-AG6:8F
SAEG6:DA:TF-AG6:8F

Device Details:

Operating System: Linux aarchée4
Browser: Mozilla/5.0 (Linux; Android 14;
1230171 Build/JUPTA.231005.007; wv)
ApplewebKit/537.36 (KHT ML, like Gecko)
Version/4.0 Chrome/133.0.6943.138
Mobile Safari/ 5637.36
Screen Size: 393 x 1556 px

Fig 4.3: alert for unauthorized access

Fig 4.3 represents the image output showing that there is an unauthorized detected from the app . It shows the alert

image sent to the sensor with a warning that entry is detected. Then the user is alerted with an image related to the
security so that he can take quick action.and secure the device
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Conclusion

The increasing integration of technology in the healthcare sector has brought significant advancements, particularly
in life-sustaining devices like pacemakers. However, alongside these benefits, there are growing concerns about the
security and reliability of such devices. This project addressed the critical need for strengthening pacemaker
security, focusing on identifying vulnerabilities, analyzing their potential impacts, and proposing practical, efficient
solutions.

Through a systematic approach, we began by thoroughly reviewing existing research and case studies related to
pacemaker systems and their known security challenges. This foundation allowed us to clearly understand the gaps
in current protection mechanisms and the emerging threats posed by sophisticated attackers. The literature review
also highlighted real-world incidents where vulnerabilities in medical devices were exploited, emphasizing the
urgency of reinforcing pacemaker security.

By conducting a detailed threat analysis, we identified the key areas prone to attacks, including wireless
communication channels, firmware updates, and hardware interfaces. These attack surfaces can potentially allow
unauthorized access, leading to severe consequences such as device malfunction, data breaches, or even life-
threatening situations for patients. Recognizing these risks enabled us to narrow down specific attack vectors that
require focused attention.

The next phase involved creating a simulated environment that accurately represented the functioning of a typical
pacemaker system. This setup was crucial in testing various attack scenarios without compromising actual devices
or patient safety. Using techniques like fuzz testing and protocol analysis, we systematically examined how
vulnerabilities could be exploited. Each detected flaw was carefully analyzed to assess its severity, considering both
technical impact and possible consequences for patients.

To counter these vulnerabilities, we proposed and implemented lightweight security solutions suitable for the
resource-constrained nature of pacemakers. Specifically, cryptographic algorithms and robust authentication
protocols were designed with an emphasis on low power consumption and minimal processing overhead. It was
essential to balance security with the device’s operational limitations, ensuring that any added protection would not
compromise battery life or performance.

Once integrated, these security enhancements were rigorously tested within the simulated framework. The results
demonstrated that the applied solutions effectively mitigated the identified risks while maintaining optimal device
functionality. Additionally, the testing phase confirmed that these measures did not introduce any significant latency
or drain on the pacemaker’s power source.

In conclusion, the project successfully showcased the feasibility of improving pacemaker security through a
structured, well-researched methodology. The outcomes underline the importance of adopting proactive security
strategies tailored specifically for medical devices with limited computational resources. Furthermore, the project
highlights the need for continuous monitoring, regular security updates, and collaboration between medical device
manufacturers, cybersecurity experts, and regulatory bodies to ensure long-term safety and reliability.

Looking ahead, further research could focus on developing standardized frameworks for medical device security
and exploring advanced solutions such as machine learning-based anomaly detection. Overall, this work contributes
valuable insights into safeguarding pacemaker systems, ultimately enhancing patient trust and safety in the evolving
landscape of healthcare technology
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