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Abstract

The Automatic Drone Detection System (ADDS) is designed to address the growing concern of unauthorized drone
operations in restricted or sensitive airspaces. With the rapid proliferation of unmanned aerial vehicles (UAVS), there
is a need for an effective solution to detect, track, and mitigate potential threats posed by drones. This system utilizes
a combination of advanced technologies such as radar, machine learning algorithms, and computer vision to identify
and classify drones in real-time. The system employs passive and active sensors, including radar and cameras, to
monitor a specified airspace for UAV activity. By analyzing the captured data, the system can detect drones' flight
patterns, predict their trajectory, and distinguish them from other airborne objects. The use of machine learning
models enhances the system's accuracy in drone detection, reducing false positives and improving overall reliability.
The ADDS aims to provide a comprehensive, automated solution for security and airspace management, with

applications in airports, military installations, critical infrastructure, and public safety.

Introduction :

The increasing use of drones in both commercial and
recreational applications has raised significant
concerns regarding security and safety, particularly in
restricted or sensitive airspaces. Drones, while
offering numerous benefits, also present potential
threats such as unauthorized surveillance, smuggling,
and even terrorism, especially in areas like airports,
military installations, and critical infrastructure sites.
As drones become more advanced and harder to detect
with traditional methods, the need for an automated,
reliable, and scalable drone detection system has never
been more pressing.

The Automatic Drone Detection System (ADDS)
project aims to address these challenges by developing
an integrated system capable of autonomously
detecting, tracking, and identifying drones in real-
time. The system leverages a combination of advanced
sensor technologies—such as radar, cameras, and
infrared sensors—along with cutting-edge machine
learning algorithms to distinguish drones from other
airborne objects. By analyzing data from these
sensors, the system can detect the presence of UAVS,
track their movement, and assess potential threats with

high accuracy and minimal false positives.

The goal of this project is to create a solution that
operates in diverse environments and offers enhanced
security and monitoring capabilities for areas
vulnerable to drone-related risks. The ADDS will not
only provide real-time alerts but also enable
authorities to take prompt actions to mitigate potential
threats. With applications spanning from airport
security to military defense, the Automatic Drone
Detection System represents a critical step toward
improving airspace security in an increasingly drone-
centric world.

The rise of unmanned aerial vehicles (UAVS),
commonly known as drones, has revolutionized
various industries, including photography, agriculture,
logistics, and military operations. However, the
increasing prevalence of drones has also raised
significant security and safety concerns, particularly in
restricted airspaces such as airports, military bases,
government buildings, and other critical infrastructure
sites. Unauthorized drone operations in these areas
pose risks, including espionage, smuggling, and
potential threats to public safety.

Traditional methods of detecting drones, such as
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human surveillance or manual radar systems, have
proven to be inadequate in addressing the growing
complexity and scale of drone-related threats. As
drones become smaller, faster, and harder to detect,
there is a pressing need for an automated and reliable
detection system that can accurately identify, track,
and classify drones in real-time.

This project focuses on developing an Automatic
Drone Detection System (ADDS) that integrates
cutting-edge technologies, including radar, machine
learning, and computer vision, to detect and mitigate
potential drone-related threats. The system is designed
to operate autonomously, with minimal human
intervention, by continuously monitoring designated
airspace and providing real-time alerts upon detecting
suspicious drone activity.

By offering an efficient, scalable, and automated
solution, the ADDS aims to improve security,
safeguard critical infrastructure, and enhance airspace
management. This project’s goal is to contribute to the
growing field of drone detection technologies,
providing a robust tool for authorities to respond to
drone-related incidents swiftly and effectively.

Literature Review

A systematic literature review of Automatic
Drone Detection Systems was conducted to explore
the current state of knowledge and trends in the field.
The review analyzed 45 articles from renowned digital
databases such as IEEE, Scopus, ScienceDirect,
SpringerLink, and Google Scholar. The findings
highlight the growing interest and advancements in
technologies used for drone detection, including radar
systems, radio frequency (RF) analysis, computer
vision, and acoustic sensors. The review also
discussed the various benefits of implementing such
detection systems, such as improved security,
prevention of unauthorized drone entry, and real-time
monitoring.

The research identified several challenges in
the field, including the high occurrence of false
positives, difficulties in detecting drones in adverse
weather conditions, and the need for integration across
different detection technologies. Moreover, the study
discussed the limitations of existing models in terms
of scalability, real-time processing, and accuracy.
Future research directions include developing hybrid

detection systems that combine multiple technologies,
such as radar, RF, and computer vision, to enhance
detection reliability and reduce false alarms.

Additionally, the review pointed out the
importance of addressing ethical and legal concerns
regarding drone detection, such as privacy violations
and the potential misuse of anti-drone systems. Future
research may also focus on the development of more
sophisticated machine learning models and data
analysis techniques to improve the overall efficiency
of drone detection systems.  Furthermore,
advancements in Al-based recognition algorithms
could be explored to enhance the capabilities of drone
tracking and classification. The implications of these
findings suggest that, while drone detection
technology is evolving, future efforts should focus on
refining the accuracy, scalability, and adaptability of
these systems to meet the increasing demand for
security in various sectors, including airports, military
zones, and private properties.

Existing Approach:

The existing approach to detecting drones
primarily involves manual or semi-automated
methods, which can be time-consuming and prone to
inaccuracies. Security agencies and businesses often
rely on traditional radar systems, basic frequency
analysis, or rule-based detection methods to identify
drones. Some systems use predefined patterns, such as
specific radar signatures or flight behaviors, to classify
drones. However, these methods have several
limitations:

Scalability: Manual detection or rule-based systems
struggle to handle large areas or vast amounts of drone
activity efficiently.

Accuracy: Traditional radar or frequency-
based methods may misidentify drones or fail to detect
them in complex environments, such as in areas with
a high density of objects or when drones use stealth
modes.

Time-consuming: Human operators or less
automated systems require substantial time and effort
to monitor and track drone activity in real-time,
leading to delays in responding to potential threats.

Limited insights: These detection systems may
only identify the presence of a drone but fail to offer
detailed insights, such as the drone’s type, behavior, or
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the specific risks it poses to the area being monitored.

In the current state of the industry, some
organizations have begun using machine learning
techniques, such as object detection and signal
processing models, but these methods often rely
heavily on manual data labeling and expert knowledge
in drone detection technologies. Additionally, these
models may require large volumes of labeled data and
significant computational power, making them
challenging to implement effectively at a large scale.
Proposed Approach:

The proposed approach addresses the
limitations of existing systems by automating the
detection of drones using advanced computer vision
techniques and machine learning models. This
solution aims to create an efficient, scalable, and
reliable system for identifying drones in real-time.

The first step involves gathering a large dataset
of drone images and videos from various
environments. This data is then preprocessed to
enhance quality and remove noise such as irrelevant
objects, poor lighting conditions, and occlusions.
Preprocessing includes:

Image augmentation: Enhancing dataset
diversity by applying transformations like rotation,
scaling, and flipping to the images.

Feature extraction: Identifying and isolating relevant
features of drones using techniques like edge detection
or histogram of oriented gradients (HOG).

Segmentation: Dividing the input image into

regions to isolate drones from the background.
Once the data is preprocessed, machine learning
models like Convolutional Neural Networks (CNNs)
and Support Vector Machines (SVMs) are used for
drone detection and classification. The models are
trained on labeled datasets where each sample is
categorized based on the presence or absence of a
drone.

Convolutional Neural Networks (CNNs):
Leveraging deep learning for automatic feature
extraction and classification with high accuracy,
particularly effective for complex visual data.
Support Vector Machines (SVMs): A supervised
learning model that constructs hyperplanes to
distinguish drone presence, offering a robust
classification in smaller datasets.

Visualization of Results

The final step involves visualizing the
detection results, such as overlaying bounding boxes
on detected drones in live video feeds or generating
heatmaps for areas with high drone activity. These
visualizations provide security personnel with an
intuitive interface for monitoring drone activity,
enabling timely and informed responses.

Scalability: The proposed system can
efficiently monitor large areas and process high
volumes of data in real-time, far surpassing the
capabilities of manual detection methods.

Improved accuracy: By leveraging advanced
computer vision and machine learning techniques, the
system achieves higher precision and reliability in
detecting drones, even in challenging environmental
conditions.

Actionable intelligence: The automated
system provides stakeholders with detailed insights
into drone activities, enabling them to devise and
deploy effective countermeasures and policies.

Overall, this approach empowers
organizations to monitor drone activities in real-time,
resulting in enhanced security, optimized resource
allocation, and mitigation of risks associated with
unauthorized drones.

Flow diagram:
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List of modules and its working:
User Authentication Module
The sign-in and sign-up modules enable new users to
register on the platform. The login and logout
functionality allows users to securely access their
accounts, ensuring authorized access to drone
detection features.
1. Real-Time Video Feed Processing
The system processes live video feeds from
surveillance cameras. It analyzes the video data
frame by frame to prepare it for drone detection,
ensuring efficient monitoring of the environment.
2. Drone Detection Module
This module identifies and tracks drones in the
video feed. By leveraging advanced machine
learning and computer vision algorithms, it
detects drones based on their shape, size, and
motion patterns, distinguishing them from other
objects in the scene.
3. Data Upload Module
Users can upload images or video files for offline
analysis. The system processes these files to
detect drones, making it versatile for both live
and recorded data scenarios.
4. Detection Insights and Patterns
This module analyzes detection data to extract
actionable insights. It identifies trends such as
high-frequency drone activity areas, peak times
of drone sightings, and suspicious movement
patterns, aiding security decision-making.
5. Alert Notification System
Sends instant notifications to users when a drone
is detected. Alerts include real-time information
about the location and time of detection, ensuring
rapid responses to potential threats.
6. Debugging and Calibration Module
A debugging tool allows system administrators to
optimize detection models. It identifies potential
issues in model performance, such as false
positives or missed detections, and suggests
adjustments for improved accuracy.
This modular structure ensures an efficient, scalable,
and reliable solution for detecting drones and
mitigating potential risks associated with unauthorized
aerial activities.

Result

This Automatic Drone Detection System, equipped
with advanced video feed processing, drone
identification, data analysis, and visualization
capabilities, demonstrates remarkable versatility and
utility across various industries. By integrating these
functionalities, it streamlines surveillance workflows,
improves security response times, and boosts accuracy
for users in diverse sectors such as defense, public
safety, critical infrastructure management, and private
security. In defense and public safety, the system
assists by enabling real-time monitoring of restricted
areas, detecting unauthorized drones, and providing
actionable insights to security teams. Its ability to
process live video feeds and send instant alerts ensures
prompt responses to potential threats. For critical
infrastructure management, the system’s heatmaps
and detection analytics help operators monitor drone
activity around sensitive facilities such as power
plants, airports, and data centers. This allows proactive
measures to prevent potential disruptions or breaches.
In the private security sector, the system aids security
personnel in identifying and tracking drones over large
areas, enhancing perimeter security and reducing the
risk of unauthorized surveillance or delivery of
contraband. The project’s ability to automate
surveillance tasks, analyze patterns, and integrate
multiple functionalities enhances its adaptability and
usefulness. By providing accurate real-time data and
visualizations, this system empowers users to
implement effective countermeasures and improve
overall situational awareness in diverse operational
contexts.

Conclusion and future work:

In this paper, a survey related to the current
status of drone detection and defense systems was
performed and our own solution for a drone defense
system based on SDR platforms (DronEnd) was
presented. Different aspects, such as regulatory issues
and reported incidents that involved drones, were
included in the survey. A classification of the drone
detection systems that were based on the type of
sensors that are used was performed. A detailed
description of the RF-based drone detection and
defense systems was made, with an emphasis on the
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use of SDR platforms for the implementation of such
systems. The drone defense system that was developed
by the authors within the framework of the DronEnd
research project is presented in the final part of the
paper. As future work, we intend to conduct a detailed
testing of the DronEnd ground system, in order to
verify the performance of our solution from the
detection, localization, and annihilation points of view
and we also plan to develop a flying version of the
DronEnd system, by mounting an embedded SDR
platform on a support drone and approaching the target
drones from the air.

Future Work

Introducing models with lower computational power
requirements. Deep learning can achieve adaptive
optimization by adjusting the learning rate, but, when
the data or sample size is large, or when there are high
requirements for convergence, a suitable algorithm
can be chosen to optimize the structure and parameters
of the net to improve the detection effect. As a data-
driven approach, deep learning is not the best solution
to solve a particular problem. A more targeted
algorithm and reasonably allocated weights can be
selected to accomplish the task flexibly and
efficiently.
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