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Abstract— Code review supports software quality by helping identify potential programming errors, security concerns, performance issues, and code-quality problems.
Manual review remains important but can require time and technical expertise. This paper presents AutoShield Al, a web-based application developed to assist
developers and students with initial source-code analysis. Authenticated users can submit source-code files and receive Al-generated feedback about possible bugs,
security vulnerabilities, performance, code quality, and improvements. The system also combines review-history management, source-code-based interview-
question generation, and PDF report generation in one application. The frontend uses React.js and Vite; backend services use Node.js and Express.js; MongoDB and
Mongoose provide data storage; JSON Web Tokens support authentication; and the Groq API provides the external Al-analysis service. The thesis reports 31 functional
test cases across general functionality, authentication, code review, interview questions, and PDF reporting, all marked as passed. These results represent functional
checks rather than an independent measurement of Al accuracy or comparative performance. AutoShield Al demonstrates an integrated implementation of Al-assisted

code-review and learning-support features, while its recommendations still require human verification.
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I. INTRODUCTION

Code review is used in software development to identify defects, discuss
implementation choices, and improve maintainability. Manual inspection
can provide context-sensitive feedback, but it depends on reviewer
availability and experience. Research on modern code review has
examined its relationship with software quality and review practices [8],
while recent work has explored automating parts of review activity [10],
[14].

Advances in pretrained models for code and natural language have
enabled systems to generate code-related representations, explanations,
and suggestions [1], [5], [16], [17]. These capabilities can support initial
review, but generated outputs are not guaranteed to be correct and should
not be treated as a substitute for testing or expert review.

AutoShield Al is a web application that combines Al-assisted source-code
review with user authentication, review history, interview-question
generation, and PDF reporting. The contribution described in this paper is
the integration and implementation of these functions in one application;
this work does not propose a new foundation model or claim a new
code-analysis algorithm.

The remainder of the paper reviews relevant background, describes the
architecture and workflow, summarizes implementation and functional
testing, and discusses limitations and future work.

II. RELATED WORK

A. Models for Code Understanding

Research has explored language models trained on code, including
evaluations of code-generation capability [1], coding benchmarks such as
APPS [2], and pretrained models such as CodeBERT [5]. Further work
has examined graph-based representations of programs [7], code
summarization [3], code generation [4], meaningful code changes [6], and
unified models for code understanding and generation [16], [17]. Studies
of code duplication in machine-learning models [15] also highlight that
code representation and data characteristics matter. Related model
literature includes the GPT-4 technical report [11], few-shot language
models [12], StarCoder [13], Code Llama [18], the Transformer
architecture [19], and BERT [20]. These studies provide context for the
broader use of machine learning in software engineering. AutoShield Al
does not train or fine-tune these models; it sends code to an external Al
service through an APL

B. Code Review and Automated Assistance

Empirical research has studied the effects of modern code-review
practices on software quality [8]. Work on automating code-review
activities and using pretrained models to support review tasks is directly
relevant to Al-assisted development workflows [10], [14]. Static-analysis
tools, including platforms such as SonarQube [9], support code-quality
checks, although rule-based findings and Al-generated explanations serve
different roles. AutoShield AI focuses on presenting Al-generated
feedback alongside supporting application features rather than replacing
static-analysis tools.

C. Identified Application Need

The project thesis identifies a practical integration need: users may need
separate tools for code analysis, saved reviews, interview preparation,
account management, and report creation. AutoShield Al addresses this
application-level need by bringing these capabilities together. The current
evaluation documents whether the implemented functions operate; it does
not compare the system against other tools or measure defect-detection
precision and recall.

III. SYSTEM DESIGN AND METHODOLOGY

A. Architecture

The application follows a client-server architecture. The React.js and Vite
frontend provides screens for registration, login, code submission, review
results, history, profile management, interview questions, and reports. The
Node.js and Express.js backend receives REST requests, applies
authentication checks, coordinates database operations, and calls the Al
service. MongoDB stores user and review-related records, while
Mongoose supports data modelling and database access. JWT-based
authentication protects restricted routes and associates records with the
authenticated user.

[ User / React + Vite Frontend ]
N2

[ Node.js + Express REST API ]
N2

[ Groq API (Al-based code analysis) ]
N2

[ MongoDB / Mongoose (stored records) ]

© 2026, IJSREM | https://ijsrem.com

DOI: 10.55041/IJSREM68477 |

Page 1


https://ijsrem.com/

W Volume: 10 Issue: 10 | Oct - 2026

International Journal of Scientific Research in Engineering and Management (IJSREM)
SJIF Rating: 8.659

ISSN: 2582-3930

B. Code-Review Workflow

After authentication, a user uploads a source-code file through the
frontend. The backend validates the request and forwards the relevant
code to the Groq API for analysis. The service returns generated feedback,
which the backend passes to the frontend for display. The application
stores review information so the user can later retrieve or delete a review.
Separate features generate interview questions from submitted code and
create a PDF version of review results.

History /
Login ¥ Upload code P Al analysis P Review result |7 PDF/
Questions

Conceptual workflow derived from the implemented application

Fig. 2. High-level user workflow.

C. Review Output and Supporting Features

The review is intended to provide structured feedback about potential
bugs, security concerns, performance, code quality, and possible
improvements. Since the Al service may produce incomplete or incorrect
content, users should inspect suggestions before changing source code.
Review history supports retrieval of previous results; interview-question
generation is intended for learning and preparation; PDF output supports
saving and sharing a review summary.

D. Technology Stack

The thesis records React.js and Vite for the frontend; JavaScript, Node.js,
and Express.js for backend application logic; MongoDB and Mongoose
for persistence; JWT for authentication; REST APIs for frontend-backend
communication; and the Groq API using an OpenAl-compatible model
interface for Al analysis. Git/GitHub and Hoppscotch are listed as
development and API-testing tools. The thesis names the configured
model as openai/gpt-oss-120b; this is an integration choice rather than a
model developed by the project team.

IV. IMPLEMENTATION

The implementation organizes user-facing functionality around the
authenticated application workflow. Account creation and login provide
access to protected features. Code-review requests pass from the frontend
to the backend, which handles the request and communicates with the
external Al service. The returned review is displayed in the user interface
and persisted for later access. The history module supports viewing and
deleting review records. The interview-question module generates
questions related to submitted source code, while the PDF module creates
a portable report from review information.

This architecture separates presentation, request handling, persistence,
authentication, and Al-service communication. The separation makes each
component easier to maintain, although reliability of Al review remains
dependent on the external service and the quality of its generated response.

V. TESTING AND RESULTS

The project thesis reports functional testing for the main application
modules. The reported test cases cover registration and login, code upload
and review, review history and deletion, interview-question generation,
profile display, logout, and PDF report creation. Table I summarizes the
counts reported in the thesis. All statuses in the thesis summary are
marked “Pass.”

Module Test cases Reported result
Functional testing 10 Pass
Authentication 5 Pass
Code review 6 Pass
Interview questions 5 Pass
PDF report 5 Pass
Total 31 All marked Pass

Table I. Functional test summary reproduced from the project thesis.

These results indicate that the thesis documents successful completion of
the listed functional checks in its test environment. They do not establish
the accuracy of Al-generated bug reports, the rate of missed
vulnerabilities, response latency, or superiority over other review tools. No
quantitative benchmark dataset or comparative evaluation is reported in
the source thesis, so such claims are not made here.

VL. LIMITATIONS AND FUTURE WORK

AutoShield Al depends on the availability of an external Groq API and an
internet connection for Al-based analysis. Generated feedback may be
incomplete or inaccurate and must be reviewed by a developer. The
current application is an assistance tool and does not replace professional
code review, static analysis, software testing, or security auditing. The
thesis also identifies future work  including  broader
programming-language support, improved handling of large code files,
integration with static-analysis tools, prompt/model improvements,
repository integration, continuous code-quality monitoring, and expanded
learning/reporting features.

VII. CONCLUSION

This paper described AutoShield Al, a web-based application integrating
Al-assisted code review with authentication, review history,
interview-question generation, and PDF reporting. The system uses a
React/Vite frontend, Node.js/Express backend, MongoDB/Mongoose
storage, JWT authentication, and an external Groq API for Al analysis.
The project thesis reports 31 functional test cases across five categories,
all marked as passed. These tests document the operation of application
features but do not measure Al-review accuracy or comparative
effectiveness. AutoShield Al therefore represents a practical integrated
application for initial code-analysis assistance and developer learning,
with human verification remaining essential.
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