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Abstract - This paper introduces Bank-Guard Fusion System, a
decentralized blockchain wallet system designed for secure
cryptocurrency management. Utilizing blockchain's
decentralized, cryptographic strengths, the platform enables
wallet creation, balance checks, and transactions in a user-
friendly, secure environment. Built with React.js, Flask, and
MongoDB, it provides a seamless interface and decentralized data
handling. Integrating Proof of Work (PoW) and Proof of Stake
(PoS) for transaction validation, this solution enhances trust,
transparency, and security, bridging users and blockchain
technology to facilitate sustainable, scalable, and robust digital
transactions.
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React.js, Decentralized Application, Wallet, Secure
Transactions, PoW, PoS, XMSS, Hybrid Security
1. INTRODUCTION
(Bank-Guard Fusion System)
Blockchain  technology, originally developed to support

cryptocurrency transactions, has evolved into a transformative tool
across many sectors, including finance, healthcare, and supply
chain management. Its decentralized architecture eliminates the
need for intermediaries, making it highly suitable for secure and
transparent  transactions.  Blockchain's  key  attributes—
decentralization, immutability, and cryptographic security—offer
numerous benefits for industries dealing with sensitive data or
transactions, such as the banking sector. In traditional banking,
security and trust are managed through central authorities and
intermediaries, leading to issues like high transaction fees, slow
processing times, and vulnerability to cyberattacks. Blockchain
disrupts this model by allowing peer-to-peer transactions that are
recorded in an immutable ledger, which reduces the risks of
tampering, fraud, and unauthorized access. However, blockchain
technology faces challenges in terms of user accessibility,
transaction efficiency, and scalability. This paper, titled the Bank-
Guard Fusion System, proposes a decentralized wallet application
that harnesses blockchain to provide a secure, transparent, and user-
friendly solution for digital asset management. The system is
designed to allow users to create wallets, check balances, and
conduct transactions within a robust and scalable framework. It
utilizes a hybrid consensus model combining Proof of Work (PoW)
and Proof of Stake (PoS), ensuring security and energy efficiency.
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Additionally, it incorporates the ExtendedMerkle Signature Scheme
(XMSS) for quantum resistance, making the system future-proof
against emerging quantum threats. The Bank- Guard Fusion System
employs modern development tools: React.js for the frontend
interface, Flask for backend processing, and MongoDB for
decentralized data storage. By integrating these technologies, the
project addresses several limitations in current financial systems,
such as limited accessibility to secure digital asset management and
reliance on centralized authorities. This blockchain- based wallet
system aims to bridge the gap between users and blockchain, offering
a solution that is as accessible and secure as it is technologically
advanced.

Overview: The Bank-Guard Fusion System is a decentralized
blockchain wallet application that enhances digital asset
management security and accessibility. Using React.js for the
frontend, Flask for backend processing, and MongoDB for
decentralized storage, it offers users a secure platform for
wallet creation, balance checks, and transactions. With a hybrid
PoW and PoS consensus model, combined with XMSS for
quantum resistance, Bank-Guard Fusion System ensures robust
security, efficiency, and scalability, bridging the gap between
users and blockchain for a more secure, transparent financial
experience.
Il.  LITERATURE SURVEY

The paper highlights blockchain’s transformative impact on financial
systems by enabling decentralized, peer-to-peer transactions that
eliminate intermediaries. This shift not only lowers transaction costs
but also enhances overall security. In paper [1] the integration of
guantum-resistant  algorithms into  Ethereum's  blockchain,
highlighting performance and memory usage. It identifies the
Dilithium2 algorithm as a viable alternative, with minimal impact on
blockchain efficiency. This paper discusses the role of blockchain in
reshaping financial systems worldwide. The paper elaborates on how
decentralized systems remove the need for intermediaries, thus
reducing transaction costs and increasing security. Despite the
performance trade-offs, the results indicate that a blockchain using
guantum-resistant algorithms can maintain high performance with
minimal increases in resource consumption (0.029% increase in block
processing time and 0.2% memory savings). The paper concludes that
the integration of quantum-resistant algorithms into blockchains is
feasible without significantly degrading performance, and the
findings support the viability of quantum-safe blockchain systems.
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The paper [2] evaluates the complexity of different consensus
algorithms in blockchain, focusing on Proof-of-Work (PoW), Proof-
of-Stake (PoS), and hybrid protocols. Using Crutchfield's Statistical
Complexity measure, the study shows that PoS protocols (like Nxt
and Qtum) have much higher complexity compared to PoW. The
paper highlights that while PoW is less complex, PoS introduces
unnecessary computational complexity, which may affect
scalability and efficiency. It suggests that this increased complexity
could lead to chaotic system behavior. The paper also calls for
further exploration of next-gen consensus algorithms like DAG,
IOTA, and HashGraph. In this paper, researchers introduced a
hybrid consensus algorithm that combines Proof of Work (PoW)
and Proof of Stake (PoS) mechanisms. This combination enhances
the overall security and reduces energy consumption while
maintaining the decentralized nature of blockchain. Hybrid
Algorithm: Limited analysis of hybrid PoW-PoS protocols, lacking
a detailed examination of impacts on real-world scalability, network
security, or specific attack vectors like 51% attacks. PoW: While
PoW is discussed in terms of low complexity, the paper does not
analyze its energy efficiency or more sophisticated hybrid
mechanisms and their potential for security or performance
optimization. PoS: The paper identifies PoS protocols as overly
complex but does not delve into how PoS complexity impacts
potential vulnerabilities in depth, particularly under conditions of
increasing network load. The paper [3] titled Hybrid Double-
Spending Attack by Akbar, Muneer, EI Hakim, and Fati (2021)
explores vulnerabilities in blockchain systems, specifically focusing
on double-spending attacks. It introduces a hybrid model combining
elements from existing attack vectors to assess the effectiveness of
such threats in decentralized networks. The study evaluates the
impact on both PoW and PoS systems, addressing the challenges
posed by malicious actors attempting to manipulate transactions
through double-spending tactics. The paper [4] shows the success
and popularity of Bitcoin mainly focuses the underlying blockchain
technology which is totally immutable distributed ledger, highly
secured by its P2P network consensus named Proof of Work (PoW).
One of the worst threats to a Proof-of-Work based cryptocurrency
is 51% attack. If one or more dishonest network peer gains more
than 50% of resource such as processing power, then they will
become the majority decision maker in the network. It is already
proved that mixing of two or more existing protocol that is called
hybrid protocol can make the network enough resistive to this
attack. The recent implementations of hybrid protocols have other
limitations and problems that they are facing and striving to resolve.
But their main weakness is in distribution of block mining reward
to the investors. From the perspective of an investor, an investor
invests his hard-earned money in a cryptocurrency for making
proper profit from his investment. The main source of this profit is
the block reward which is generated and given to the miner on
successful mining of a block. So, to ensure this profit is given to
proper user on proper time interval, the consistency of block
generation time interval is a vital factor.

I1l. PROPOSED SYSTEM
A. PROBLEM STATEMENT
The problem statement of the Bank-Guard Fusion
systemaddresses the need for a secure, user-friendly, and
decentralized platform for managing digital assets. In

traditional banking and financial systems, centralization
introduces issues like high transaction fees, slow processing
times, security vulnerabilities, and reliance on intermediaries.
As cryptocurrency and digital assets become more widespread,
users face challenges in managing these assets securely and
efficiently due to the complexity of blockchain technology and
the risk of cyberattacks. This paper seeks to overcome these
challenges by developing a blockchain wallet system that
combines advanced security features, such as Proof of Work
(PoW) and Proof of Stake (PoS) for transaction validation, and
guantum-resistant algorithms to protect against emerging
threats. The goal is to create a decentralized, scalable, and
accessible platform that allows users to manage digital assets
seamlessly, bridging the gap between users and blockchain
technology while providing a robust alternative to traditional
financial systems.

B. OBJECTIVE

The objective of the Bank-Guard fusion system is to develop a
secure, decentralized blockchain wallet system that addresses
key challenges in digital asset management. The system aims to
enhance security by utilizing a hybrid approach of Proof of
Work (PoW) and Proof of Stake (PoS) consensus mechanisms
for reliable transaction validation. Additionally, it incorporates
guantum-resistant algorithms, such as the Extended Merkle
Signature Scheme (XMSS), to safeguard against potential
guantum computing threats, ensuring long-term resilience. The
project also focuses on user accessibility by providing a
simplified interface through React.js, enabling both technical
and non-technical users to interact with blockchain securely. By
leveraging MongoDB for decentralized and scalable data
storage, the system maintains reliable transaction records while
supporting platform growth. To promote energy efficiency, the
project combines PoW and PoS to reduce energy consumption
without compromising security. Furthermore, by enabling peer-
to-peer transactions, the platform minimizes the need for
intermediaries, lowering transaction costs and increasing
financial inclusivity. Ultimately, this project bridges the gap
between users and blockchain technology by offering a secure,
accessible, and scalable wallet system designed for the evolving
needs of the digital financial ecosystem.

C. METHODOLOGY

The methodology of the paper focuses on creating a secure,
decentralized blockchain wallet system by integrating front-end,
back-end, and data management technologies with advanced
consensus and cryptographic methods. The front end of the
system is developed using React.js, providing an intuitive
interface for users to manage wallets, check balances, and
conduct transactions seamlessly. Flask is employed for the
backend, handling API requests and enabling communication
between the user interface and the blockchain network, while
MongoDB serves as the primary decentralized data storage
solution to ensure scalability and efficient transaction handling.

To secure the network, the project uses a hybrid consensus
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model combining Proof of Work (PoW) and Proof of Stake
(PoS). PoW ensures robust transaction validation, while PoS
enhances energy efficiency and network stability. For
quantum-resistant security, the Extended Merkle Signature
Scheme (XMSS) is integrated to protect against future
quantum threats, ensuring that user data and transactions
remain secure. Together, these elements provide a system
architecture that balances security, accessibility, and
scalability. The methodology also includes iterative testing
and refinement, ensuring each component functions
efficiently and meets security standards. The testing phase
involves validating wallet creation, balance checks, and
transactions to confirm accuracy and security. By combining
blockchain’s decentralized architecture with a user-friendly
interface and advanced security protocols, the methodology
aims to deliver a reliable, scalable blockchain wallet system
that addresses the needs of modern digital asset management.

D. ARCHITECTURE DIAGRAM

Fig. 3.1 Architecture Diagram

This design diagram shows the architecture of the Bank-Guard
Fusion system,

1. Registration/Login Process

User Registration Phase: User creates an account on the
NEAR wallet. User is redirected to the login page.

Login Page: The system checks if the user's account is
registered on the application. If not, the user is directed to
the registration page. If yes, the user is logged in.
Registration Page: User provides personal information.
Additional user authentication is mandatory for
transactions.

2. Profile Update Process
Profile Update: The user can update their profile
information. The system logs the changes.
Additional User Authentication: The user is required to
authenticate themselves before making changes to their
profile.
Profile Update Logs: The system stores logs of profile
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updates.

Transaction Logs: The system stores logs of transactions.
3. Transaction Process

Transaction: The user initiates a transaction. The system
verifies the transaction using a hybrid algorithm.

Transaction Verification Using Hybrid Algorithm: The
system verifies the transaction using a combination of
different verification methods.

Transaction Logs: The system stores logs of transactions.

4. Key Terms and Explanations
NEAR Wallet: This is likely a digital wallet used for storing
and managing cryptocurrency.
Hybrid Algorithm: This refers to a combination of different
algorithms used for transaction verification.
Additional User Authentication: This is an extra security
measure to ensure that only authorized users can make
changes to their profile or initiate transactions.

E. MATHEMATICAL MODEL
Transaction: A transaction ti is validated by checking the sender's

signature: ti= { S,R ,A, ci }
Where oi is the valid cryptographic signature that ensures the
transaction's authenticity.

Reward Distribution

Rewards are distributed to miners (PoW) or validators (PoS) as an
incentive for participation:

Reward=f(Mining Effort or Stake)

This function f varies based on the system’s consensus mechanism,
encouraging participation while securing the network.

Block Creation
Each new block Bi is defined as a combination of the previous
block’s hash, the transactions Ti, the nonce n, and the cryptographic
signature G:
Bi=H(BprevVITillnllc)
where:

e  Bprev: Hash of the previous block.

e Ti: Transactions in the current block.

e n: Nonce (in PoW).

e o :Signature ensuring data integrity.

PoW Validation: To validate the block, miners must solve the PoW
puzzle: H( Bprev [ITIl n) < target

If true, the block is accepted as valid.
Where:Bprev is the previous block's hash.

e T isthe current transaction data (e.qg., ti).

e nisanonce (a number used once) that miners adjust to find a
valid hash.

e Histhe cryptographic hash function (e.g., SHA-256).

o target is a predefined difficulty level for the puzzle,
determining the required number of leading zeros in the hash
output.
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proportion of cryptocurrency held:
Validator Selection Probability= Pvalidator / Ptotal
Where:

The expected result of the system is the development of a decentralized,
secure, and user-friendly wallet for managing cryptocurrency. This

e Pvalidator is the amount of cryptocurrency held by the Wallet is designed to provide users with a seamless and safe experience

validator.
o Ptotal is the total cryptocurrency supply in the network.
Quantum-Resistant Security:
Transactions are signed using XMSS: ci = XMSSSign(mi,k)
Where mi is the transaction data and k is the private key.

F. ALGORITHM
The Algorithms used are :

[1] Proof of Work (PoW)
[2] Proof of Stake (PoS)
[3] XMSS (Quantum-Resistant Signature)

The combined algorithm leverages Proof of Work (PoW),
Proof of Stake (PoS), and XMSS (Quantum-Resistant
Signature) to create a robust and secure blockchain system
that balances security, energy efficiency, and future-
proofing. In PoW, transactions are validated through a
cryptographic puzzle, where miners compete to find a valid
hash by solving complex computational challenges. This
process requires substantial computational resources,
ensuring the integrity of the blockchain and securing it
against malicious actors. However, POW can be energy-
intensive due to the computational power required. In
contrast, PoS offers a more energy-efficient alternative by
selecting validators to propose the next block based on the
amount of cryptocurrency they hold, with a higher stake
increasing the probability of being chosen. This method
eliminates the need for resource-heavy mining, offering a
more sustainable way to validate transactions. The XMSS
(eXtended Merkle Signature Scheme) is employed to provide
quantum-resistant  cryptographic  signatures.  Unlike
traditional elliptic curve cryptography, XMSS relies on hash-
based cryptography, which is resistant to potential quantum
computing threats. This is crucial for securing the blockchain
in the face of advancements in quantum technology. The
algorithm works in a coordinated flow: users create and sign
transactions using XMSS, ensuring the transaction’s
authenticity and quantum resistance. These transactions are
then validated using either POW or PoS. In PoW, miners
solve the cryptographic puzzle to add the transaction block to
the blockchain, while in PoS, validators are selected based on
their cryptocurrency stake. Once validated, the block is added
to the blockchain, and rewards, such as transaction fees or
new cryptocurrency, are distributed to the miner or validator.
This hybrid approach combines the strengths of Pow and
PoS, ensuring that the blockchain is not only secure and
resistant to attacks but also energy-efficient and prepared for
future threats like quantum computing. This algorithm offers
a comprehensive solution to the challenges of scalability
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security, and sustainability in blockchain networks.

in handling their digital assets while ensuring the integrity and privacy
of their transaction. By integrating advanced blockchain technologies
such as Proof of Work (PoW) and Proof of Stake (PoS) for consensus,
along with XMSS for quantum-resistant security, the system aims to
deliver a robust platform for cryptocurrency. In terms of performance,
the system is expected to provide fast transaction validation and a
smooth user experience, with PoS reducing energy consumption and
increasing efficiency, while POW ensures strong security through
cryptographic challenges. Overall, the wallet system will empower
users with a secure, efficient, and user-friendly tool for managing their
cryptocurrency assets.

The Fig. 4 .1 Shows the results of task user can perform

A

Create Wallet (heck Baance Send Transadtion

Generate Publc and Frivate Keys rsert Walk in Database Erter Publc Key Relreve Balancefrom Dafabase Enter Sender, Recient, and Ameunt Validate Balance Update Baantes in Database

Fig. 4.1. Task User can Perform

The diagram illustrates the user flow within a cryptocurrency
wallet. It shows the steps involved in creating a wallet, checking
the balance, and sending transactions. The user starts by creating
a wallet, which involves generating a public and private key pair
and storing the public key in the wallet. The user can then check
their balance by entering their public key and retrieving the
balance from the database. To send a transaction, the user enters
the sender's and recipient's addresses, the amount to be sent, and
validates the balance. The system then updates the balances in the
database accordingly.

The Fig.4.2. Shows the Frontend of Bank-Guard Fusion System,
(React.js)

C QO i

Blockchain Wallet

Create Wallet Check Balance Send Transaction

Chock Balies

Fig .4.2 The Frontend of the Bank-Guard Fusion System.
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The provided image showcases a React-based frontend for a
blockchain wallet application. The user interface is composed of
distinct cards, each dedicated to a specific functionality: creating a
new wallet, checking an existing wallet's balance, and initiating a
transaction. The presence of input fields for public keys and
amounts, coupled with interactive buttons, further solidifies the
interactive nature of the application. This design, leveraging the
component-based structure of React, enables efficient development
and maintenance of the user interface.

The Fig. 4 .3 Shows the Backend Output of the Bank-Guard
Fusion System, (MongoDB)

Compass [

0 ke blockehain_db  blockeh Open Honga08 shel Refresh

blockehain

CONNECTIONS

wallets

Storsan i Documents: Avs, document sze: ndonos; Total index size:

Fig.4.3 Output of the Bank-Guard Fusion System, (MongoDB)

This is the representation of MongoDB database management
interface, likely using Compass. The hierarchical structure of
databases and collections, along with the document-oriented
nature of the data, confirms the use of MongoDB as the
underlying database technology. This backend choice is ideal for
applications demanding flexible data modeling and scalability.

IV. CONCLUSION

In conclusion, this blockchain wallet project offers a comprehensive
solution for managing digital assets in a secure, scalable, and user-
friendly manner within a decentralized framework. By leveraging
cutting-edge web development technologies such as Flask, React.js,
and MongoDB, in combination with blockchain consensus
algorithms like Proof of Work (PoW) and Proof of Stake (PoS), we
have created a platform that enables users to securely create wallets,
check balances, and perform transactions. This system not only
addresses key concerns in the cryptocurrency space, including trust,
transparency, and security, but also empowers users to have greater
control over their digital assets in a decentralized environment. The
integration of PoW and PoS ensures both security and energy
efficiency in the transaction validation process, while the use of
XMSS offers quantum-resistant signatures, future-proofing the
system against emerging threats from quantum computing. This
combination of innovative technologies makes the platform
resilient, fast, and scalable, providing users with a seamless
experience in handling their cryptocurrency holdings. Furthermore,

applications  (dApps) in reshaping traditional financial
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