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Abstract - In the dominion of educational institutions, the
security and integrity of examinations are of paramount
importance. Traditional methods of verifying student identities
using photo ID cards and signatures have proven inadequate in
the face of evolving challenges related to impersonation,
cheating, and unauthorized access to examination halls. To
address these concerns, this project introduces a novel
Biometry-Based Exam Door Verification System with SMS
Alert, employing STM32 microcontroller technology for
advanced security and real-time notifications.

The system leverages biometric data, specifically fingerprint
recognition, to ensure swift and accurate student identity
verification. By implementing the STM32 microcontroller as
the system's core, it manages data processing, biometric
authentication, and communication functions seamlessly. The
inclusion of an SMS alert system enables instant notifications
to exam administrators, facilitating immediate responses to
student check-ins and potential security breaches.

The project reflects a forward-thinking approach to
examination security, embracing technological advancements
to address contemporary challenges in educational institutions.
It offers an innovative and scalable solution for institutions
seeking to uphold the integrity of examinations while
improving overall administrative efficiency.
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1. INTRODUCTION

In the landscape of educational institutions, maintaining the
security and integrity of examinations stands as a paramount
challenge. Traditional methods of student identity verification,
typically reliant on photo ID cards and handwritten signatures,
have increasingly revealed vulnerabilities to impersonation,
academic dishonesty, and unauthorized access to examination
facilities. In response to these challenges, the "Biometric-Based
Exam Gate Authentication System with SMS Alert using
STM32" emerges as a transformative solution, powered by
advanced technology and robust security mechanisms.

This innovative system addresses the longstanding
shortcomings of conventional authentication methods by
introducing a biometric approach to student identity
verification. Leveraging the precision and uniqueness of
biometric data, specifically fingerprints, and the system aims to
ensure swift and highly accurate authentication at the
examination gate. At its core, the STM32 microcontroller,
known for its computational prowess and energy efficiency,

orchestrates data processing, biometric recognition, and
communication functionalities with remarkable efficiency.

A distinguishing feature of this system lies in its real-time
SMS alert capability. This functionality enables instant
notifications to be dispatched to exam administrators the
moment a student checks in, thereby equipping institutions with
a dynamic tool to maintain a secure examination environment.
The significance of this real-time alert system cannot be
overstated, as it empowers administrators to promptly respond
to potential security breaches and anomalies.

The overarching goal of the "Biometric-Based Exam Gate
Authentication System with SMS Alert using STM32" is to
revolutionize the landscape of examination security and
administration in educational institutions. By reducing the risks
of impersonation, cheating, and unauthorized access, the system
is poised to bolster the integrity of examinations.
Simultaneously, it streamlines the student entry process,
reducing administrative burdens while ensuring the privacy and
security of biometric data in compliance with data protection
regulations.

This introduction marks the initiation of a journey into an
innovative approach to examination security, underpinned by
the seamless integration of technology, biometrics, and real-
time communication. The subsequent sections of this system
will delve into the technical aspects, benefits, and the intricate
workings of the "Biometric-Based Exam Gate Authentication
System with SMS Alert using STM32," illustrating its
transformative potential for educational institutions seeking to
enhance the examination experience while preserving the
sanctity of academic assessments.

2. Literature review

1. Biometric Authentication in Education:

Biometric authentication, the practice of utilizing
unique physical or behavioral characteristics to verify
identity, has emerged as a potent solution in the context
of education. Its adoption is driven by the need for
reliable, tamper-proof authentication systems capable
of safeguarding the integrity of examinations. The use
of biometric data, such as fingerprints, has proven to
be a robust means of ensuring the authenticity of
individuals entering examination halls [1].
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2. The Significance of STM32 Microcontroller:

At the heart of this system lies the STM32 microcontroller,
a versatile and powerful platform known for its
computational efficiency. The STM32 facilitates data
processing, biometric recognition, and communication
seamlessly, rendering it a favored choice for a wide
spectrum of applications. Its pivotal role in the "Biometric-
Based Exam Gate Authentication System with SMS Alert"
signifies the integration of high-performance hardware to
meet the rigorous demands of educational security [2].

3. Real-Time SMS Alert Systems:

The inclusion of real-time SMS alert systems is a game-
changer in the realm of examination security. These
systems instantaneously  dispatch  notifications to
designated exam administrators upon student check-in,
offering institutions a dynamic tool for monitoring and
maintaining secure examination environments. The
immediate response capacity these alerts provide can
significantly influence the prevention and mitigation of
security breaches [3].

4. Data Privacy and Security:

As the handling of biometric data requires stringent privacy
and security measures, ongoing research explores
encryption techniques, secure storage, and compliance with
evolving data protection regulations [4].

5. Fingerprint Recognition Technology:

Fingerprint Verification stands as one of the most
commonly implemented biometric techniques due to its
high accuracy and non-intrusive nature. Researchers have
developed various fingerprint recognition algorithms and
systems for educational applications, including exam
attendance tracking [5].

6. Real-World Implementations:

An array of case studies and reports detail the practical
implementation  of  biometric-based exam  gate
authentication systems in educational institutions
worldwide. These real-world applications incorporate
diverse biometric modalities, hardware platforms, and alert
mechanisms, showcasing the versatility and adaptability of
this technology [6].

7. Challenges and Solutions:

The implementation of biometric-based authentication
systems is not without challenges. Common concerns
include false acceptance and false rejection rates,
environmental factors affecting sensor accuracy, and, most
critically, data privacy and security. Addressing these
challenges requires rigorous research and engineering

solutions to enhance the robustness and reliability of the
system [7].

8. Case Studies and Success Stories:

There are instances where educational institutions have
successfully implemented biometric authentication systems
to improve exam security and student attendance tracking.
These case studies offer valuable insights into the
practicality and benefits of such systems [8].

3. Objective

Enhanced Security.

Efficient Identity Verification.

Real-time Alerts.

User-Friendly Experience.

Compliance with Data Privacy Regulations
Integration with STM32 Microcontroller.
Scalability and Adaptability.

Reduction of Administrative Burden.
Improved Exam Experience.

0O O 0O O 0O O O O O

4. Problem statement

In educational institutions, the security and integrity of
examinations are paramount. However, traditional methods of
verifying student identities, such as ID cards and signatures,
have proven insufficient in preventing impersonation,
academic dishonesty, and unauthorized access to examination
halls. The existing systems often rely on manual checks,
creating administrative burdens and opportunities for human
error. Additionally, they lack the ability to provide real-time
alerts in case of security breaches.

The problem is further compounded by the growing need for a
seamless and secure authentication process that not only
ensures the integrity of examinations but also offers a user-
friendly experience for both students and administrators. With
the increasing emphasis on data privacy, securely managing
and protecting biometric data is another challenge.

5. Problem solution

The "Biometric-Based Exam Gate Authentication System with
SMS Alert using STM32" addresses the identified problems by
offering a secure, efficient, and user-friendly solution that
enhances the integrity of examinations while reducing
administrative burdens and ensuring data privacy and
regulatory compliance. It redefines the approach to
examination security and administration within educational
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institutions. The "Biometric-Based Exam Gate Authentication
System with SMS Alert using STM32" offers a holistic solution
to the challenges associated with examination security and
administration. Key components of this solution include:

Enhanced Security: By implementing biometric authentication,
specifically fingerprint recognition, the system eliminates the
risk of impersonation and unauthorized access. Students'
unique biometric data ensures the highest level of security.

Efficient Identity Verification: The system streamlines the
identity verification process by automating biometric checks.
Students simply provide their fingerprints, and the system
rapidly and accurately authenticates their identity, reducing the
need for time-consuming manual checks.

Real-time Alerts: The inclusion of an SMS alert system enables
immediate notifications to exam administrators, providing real-
time information about student check-ins and any potential
security breaches. This feature empowers administrators to
respond promptly to security issues.

User-Friendly Experience: The system is designed with a user-
centric approach, ensuring a comfortable and user-friendly
experience for students and exam administrators. It minimizes
user intervention and provides clear instructions for use.

Data Privacy and Security: The system prioritizes strong
security measures to shield biometric data, plus encryption and
secure storage. It guarantees compliance with data protection
regulations, assuaging concerns related to data privacy.

Integration with STM32 Microcontroller: The STM32
microcontroller, known for its efficiency and versatility,
manages data processing, biometric recognition, and
communication functions. Its integration ensures reliable and
efficient system operation.

Reduction of Administrative Burden: By automating the
authentication process and real-time monitoring, the system
reduces the administrative burden associated with traditional
manual verification methods, improving overall administrative
efficiency

6. IMPLEMENTATION
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Fig -1: Proposed Block Diagram

The implementation of the "Biometric-Based Exam Gate
Authentication System with SMS Alert using STM32" involves
a multifaceted approach to enhance the security and efficiency
of exam management. It utilizes the STM32 microcontroller for
central control, integrating biometric data capture and
authentication to verify students' identities. The system
maintains a comprehensive database of student information,
enabling  real-time  verification and record-keeping.
Additionally, it features an SMS alert system to keep students
informed about exam schedules and results. Stringent security
measures ensure data protection, and attendance monitoring
enhances exam integrity. With scalability in mind and
compliance with data privacy regulations, this system offers a
robust solution for secure and streamlined exam authentication
in educational institutions.

A. STM32 Microcontroller

The STM32 series is a group of microcontrollers that
operates on core ARM Cortex-M3, tailored used for
embedded applications seeking high performance
capability, less-cost, and less consumption of power.
These microcontrollers are categorized into various
products based on their core architecture. Notably, the
STM32F series comprises several sub-series, like the
STM32F103 “enhanced series, "basic" series like
STM32F101, "interconnected" series like
STM32F105 & STM32F107, and clock frequency of
72MHz offered by an enhanced series, which is the
high-grade product between its peers. The standard
clock frequency is 36MHz, and it carries substantial
performance enhancements compared to products of
16-bit, all while maintaining a cost structure similar to
16-bit alternatives. This makes it an excellent choice
for users seeking the advantages of 32-bit
microcontrollers. Both sub-series come equipped with
ranging from 32K to 128K built-in flash memory,
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differing mainly in the combination of maximum
SRAM capacity and peripheral interfaces. At a clock
frequency of 72MHz, the microcontroller executes
code from the flash memory while consuming a mere
36mA, which translates to an energy consumption rate
of 0.5mA per MHz’s. A microcontroller is essentially
an integrated circuit chip created using Very-Large-
Scale Integration (VLSI) technology. It amalgamates
a host of essential functions into a single silicon chip,
including the (CPU) “central processing unit”, (RAM)
“random access memory”, (ROM) “read-only
memory”, a range of O/I ports, an interpose system,
timers with data processing abilities, counters, and
also additional functionalities like A/D converters,
display drive circuits, analog multiplexers, pulse
width modulation circuits and more. This integration
results in a compact and self-contained
microcomputer system.

Fig -2: STM32 Microcontroller

Biometric Fingerprint Sensor

The R307 is a fingerprint sensor unit that
communicates through an interface of TTL UART.
Users can save fingerprint information inside the unit
and organize it to operate in either 1:1 or 1: N style for
person verification. The fingerprint unit can be
directly connected to a 3.3V microcontroller.
However, if you intend to interface it with a PC, you
will require a level converter like MAX232.The R307
fingerprint unit offers two ports: USB2.0 & TTL
UART. The USB2.0 port is designed for computer
connectivity, while the RS232 port operates at a TTL
level with a default modem speed of 57600, which can
be modify as needed according to the communication
protocol. It can be interfaced with various
microcontrollers such as ARM, DSP, and other serial
devices directly, and it's compatible with both 3.3V
and 5V microcontrollers. When connecting it to a
computer, you'll need a level conversion circuit, like
the one involving a MAX232, to facilitate the
communication.

Fig -2: Biometric Fingerprint Sensor

C. GSM Module

A GSM module is a specialized device that facilitates
electronic  devices in  establishing  wireless
communication over the GSM (“Global System for
Mobile Communications” network). “GSM” is a
generally adopted standard for digital cellular
communications, serving as the foundation for
wireless communication among mobile devices. The
primary function of a GSM module is to empower a
device to transmit and receive data via the GSM
network. The GSM network plays a fundamental role
in modern communication systems, offering a
standardized framework for wireless interaction
between mobile devices. Its reputation for providing
dependable and secure communication makes it the
preferred choice for numerous applications

LCD Panel or Display

The phrase "LCD" in refers to "Liquid Crystal
Display”, LCD a flat screen 16x2 technology
commonly used in computer screens, and various
mobile and electronics devices. While together with
LCD and CRT (Cathode Ray Tube) displays may
appear similar, their functionality is fundamentally
different. Alternative of using electron emissions on a
glass display, an LCD screen relies on a hind light to
provide illumination to every pixel, ordered in a grid-
like pattern. Each pixel on an LCD screen comprises
three sub-pixels: blue, red, and green, which can be
individually turned on or off. When all the pixels are
shut off, the display looks black, and when all sub-
pixels are activated, the display looks white. By
changing the illumination levels of each light,
different color combo can be achieved. This report
offers a review of the LCD screen 16x2 and delves
into how it operates, along with its various
applications.
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E. Database Of Students Information

The database includes individual profiles for each
student. These profiles typically contain personal
details such as the student's name, contact
information, identification number, and photograph.
Student Profiles The database includes individual
profiles for each student. These profiles typically
contain personal details such as the student's name,
contact information, identification number, and
photograph. Biometric Data For the biometric
authentication process, the database stores the unique
biometric data of each student, which could be
fingerprints, palm prints, or other biometric features.
This data is used for real-time verification during the
authentication process. Academic Information
Student academic records, including their enrolled
courses, subjects, and academic history, are stored in
the database. This information helps in determining
the eligibility of students for specific examinations.
Exam History The database stores the history of
examinations that each student has participated in,
including past exam results, dates, and any relevant
notes or comments.

7. Project diagram

Fig -2: Project diagram

3. CONCLUSIONS

The "Biometric-Based Exam Gate Authentication System with
SMS Alert using STM32" offers a robust and comprehensive
solution to enhance the security and efficiency of exam
management in educational institutions. Through the
incorporation of biometric authentication, it mitigates the risk
of unauthorized access and identity fraud, providing a reliable
method for verifying students. The system's integration of the
STM32 microcontroller and a well-structured database ensures
real-time verification and secure record-keeping, while the
SMS alert system keeps students informed about crucial exam-
related information. With a strong focus on security, scalability,
and compliance with data privacy regulations, this system

emerges as a valuable tool that simplifies exam processes,
safeguards the integrity of exams, and facilitates effective
communication with students.
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