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Abstract—A student, whether a high school student, an un-
dergraduate, or a postgraduate, generates many certificates that
may include results, diplomas, or transcripts during this entire study
duration. For admission, students need to produce these certificates
in institutions or companies. Tracking these certificates and
validating their authenticity manually becomes a tedious job. So,
we are introducing certificate validation using the block chain
process in which we are sorting. The major problem of counterfeit
certificates can be tackled with the help of E-Certify, as it provides
a solution to preserve the genuineness of a certificate.and It works
on the idea that: “Only the issuer can upload the certificate and the
rest people can only view it.” The entire process works on the
blockchain in partnership with the IPFS (to provide data security).
and it Does Everything for certificates like Storing, Validating, and
Sharing and this is a modern and hassle-free solution to manage
certificates and verify them

. INTRODUCTION

In India, the basic structure of a student’s studies goes
like taking admission in kindergarten, after that changing of
school for primary, secondary, and high school studies. Now,
after completing high school students need to get admission
into junior college. For graduation, there’s also once again
changing of college. This is the basic cycle for a student’s
study years. After this, some students continue to pursue
higher studies. So, the problem with this cycle is that a student
needs to produce all his certificates in each stage for
validation. This poses a risk of losing and damaging the
certificate. And it is tedious for the validator to authenticate
each certificate.
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1.Certificate validation using blockchain
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Abstract:

In the digital world, each and everything is digitalized in
which the certificate of SSLC, HSC, and academic certificate
are digitalized in the educational institution and provided to
the students. Students are difficult to maintain their degree
certificates. For the organization and institution, verification
and validation of certificates are tedious and cumbersome.
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Our project will help to store the certificate in the blockchain
system and provide security. First, the paper certificates are
converted into digital certificates. The chaotic algorithm is
used to generate the hash code value for the certificate. Then
the certificates are store in blockchain. And these certificates
are validated by using the mobile application. By using
blockchain technology we can provide a more secure and
efficient digital certificate validation.

Published in: 2020 7th International Conference on Smart
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Abstract:

Mobile devices can both consume and provide services. They
act indeed as a peer, according to the OMA mobile Web
services specification. It is a move from simple data sharing to
full deliver of application services down to mobile devices.
The use of digital certificates to ensure the provision of
services is suitable because devices can belong to different
trust domains without having previously an established
relationship. Besides, by interoperability issues, the use of PKI
continues to grow and move into diverse environments.
However, applications making use of such certificates are
burdened with the overhead of constructing and validating the
certification paths. These processes can become more complex
and costly than fixed-infrastructure networks due to the
wireless communications and restricted processing and power
capabilities. The IETF PKIX WG has specified different
mechanisms for delegating the certificate validation and
making lighter the status information obtaining. However,
these are not supported currently by mobile devices. For these
reasons, we propose to develop an open toolkit for X.509
public key certificate validating based on OpenSSL. This
toolkit is being developed and tested successfully in PDAs.
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Abstract:

Academic certificates are essential for an individual's career
and hence they are more prone to being tampered. This paper
proposes an idea of sharing certificates and verifying their
authenticity using blockchain technology. Blockchain paves
the way for secure storage and sharing of information. Its
main focus is to maintain trust among users. This proposal
focuses on designing and implementing a system that will
prove to be a solution for addressing the issue of fake
certificates using Hyperledger Fabric. The technology here is
tamper-proof and maintains transparency. This system will
have a database of academic certificates awarded by the
University, which is recorded as a transaction using the
Hyperledger Fabric, which further can be referred by other
organizations present in the network to verify the authenticity
of the certificates using the information provided by the
students to the database. This system provides end to end
encryption.
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Abstract:

The purpose of this research is to develop a job training
document storage system based on the public blockchain
platform. The use of public platforms is used to secure
certificate data making it difficult to falsify. The use of smart
contracts is used to form data that will be used in blocks to be
sent to the Ethereum blockchain network. The InterPlanetary

File System (IPFS) is used to store certificate files in a
distributed environment so that access is easy and safe to do.
The results showed that certificate data can be stored in public
blockchain Ethereum infrastructure and its supporting files
stored in the IPFS environment. This means that certificate
data is more secure from counterfeiting because it is stored in
a distributed and transparent blockchain environment.
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Abstract:

Nowadays, existing public key infrastructures (PKIs)
certificate authentication suffers from many security failures.
Trusted certificate authorities (CAs) can issue a valid
certificate for any domain name. Although CA is supposed to
be trusted by a client if the certificate issued to the client links
to the chain of trust (e.g., root CA or subordinate CA). By
compromising any of the latter (e.g., root CAs or subordinate
CAs) an attacker can jeopardize the security of the entire
system. Moreover, third-party CAs have to be trusted by
domain owners. Currently, the trust is not balanced among the
entities involved in the certificate authentication and issuance
process (i.e., CAs and domain owners). To counter this
problem approaches such as Domain authentication name
entity (DANE) and Certificate Authority Authorization (CAA)
offer additional securities for domain authentication. However,
these approaches depend upon DNS/DNSSEC infrastructure
which requires complex requirements for deployment as well
as the adoption rate has been low. In this paper, we design,
implement a robust and scalable domain authentication scheme
based on blockchain technology with privacy-preserving
features for low-constrained devices (e.g., mobile, browser,
and loT devices). The proposed system records a set of trusted
CAs each associated with a specific domain in the blockchain.
That is, each CA has to first verify if it is trusted to perform the
actual issuance process. We compare our scheme with existing
authentication methods and show that it requires less storage
capacity and low bandwidth to authenticate certificates than
other methods.
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Engineering ( Volume: 8, Issue: 2, 01 April-June 2021) are shown in this dashboard, and also students certificate will
https://ieeexplore.ieee.org/document/9387577 be shown here and institute can also add there new certificates

here for the students, all the certificated students have uploaded
6.Efficient Certificate Management in Blockchain based in there dashboard are shown here and it also shown for which

Internet of Vehicles certificate institute has the access to view

The request for approval of certificate from the student will be
Publisher: IEEE shown in the institute dashboard for which the institute can

view that certificate and verify that certificate like this the
Ei Mon Cho; Maharage Nisansala Sevwandi Perera students certificate is verified by the institute.

Change of institute request will be appear in the institute
Abstract: dashboard for which institute can view the students details and

he can approve or disapprove the request of the student to
change his institute

Driving to the research trend to the Internet of Vehicle
(IoV), the issues of privacy and security of each internet
car become popular. We focus on the certificate Il EASE OF USE
management to reduce the cost of certificate validation . . .
securely. In this paper, we use the blockchain technology * To bu[ld _the E—certlf_lc_ate system which reduces the prob- lem
to address the distribution and management of the  Of verifying the certificate - )
Certificate Revocation List (CRL) in vehicle public key * T0 _bwld the system which stores the certificate in decen-
infrastructure (PKI). Our proposed scheme uses the  tralized way using Block-chain system
activation codes to validate the certificate dependson time ¢ To build the system in which student should upload the
to non-revoked vehicle for blockchain mechanism. We certificates and institute should verify that certificate
intend to reduce the verification cost and naturally « Tobuild the system in which verified certificated can be shared
remove the certificate of inactive cars. with originations / institutes

« Tobuild the system in which student dashboard and Institution

dashboard should be created and students can upload there

Published in: 2020 20th IEEE/ACM International certificated, and institutes can verify that certificates
Symposium on Cluster, Cloud and Internet Computing
(CCGRID)

ARCHITECTURE DIAGRAM
https://ieeexplore.ieee.org/document/9139652
Certificate Validation Page
PROPOSED METHODOLOGY {} &
In this project we have two ways for login they are : _ o
1. Stu d ent I 0 g|n Student login Institute login
2. Institute login
jy My Documents Linked ACCOUNt [t
In Student login side student should connect to there institute
by giving institute address key and once the student account e Acomss
is created he will get the option to upload the certificate and | Access Rights =y
that certificate will appear only after approval of the given
institute, once the approval is given from the institute side the ) Pending Approvel
certificate will be visible on the dashboard of the student. —  Chomge lnstlute o e
Student can share/give access to other institute/organization
to his / her certificates only after then the certificated will be A. Existing methods
visible for other organization In the existing system our marks cards and certificates are

In the student login side we have another option for change of  gored and preserved in the colleges and institutes in which

institute request in which student can send the request of e are currently pursuing our education, so our documents
change of institute for the current institute once the approval are stored in hardcopy in our institutes or in university
is given from the current institute the institute will be

changed.
In Institute login side: in this dashboard we have student
accounts which are trying to link there account with institute
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I1l. CONCLUSION

Creating immutable ledgers is one of the main values of
Blockchain. This behavior helps us to achieve a system in
which all the processes are transparent and unchangeable. Our
System automates the process of generating certificates and
reduces the manual work needed for the verification of the
same. Students are also at comparatively minimal risk of losing
the certificate. By using an additional hashing algorithm, we
are decreasing the percentage of data being tampered with.
The Hash of the certificate is stored in the blockchain while the
original document will be in the Inter Planetary File System
(IPFS). This will help us preserve the data and create
transparency.

Drawbacks of existing system

« the certificates and marks cards are stored in our univer-

sity or in our institutes can be lost or can be missing

« the certificates will not be available for the students

on time when they require it because it will be in out
institutes or in our colleges

« the certificates can be manipulated or can be forgery by

students because it is a hardcopy

« the person or a student should carry bunch of certificates

or marks cards with him for an interview and the in-
terviewer should waste his time on validating the given
certificates is proper or not.
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