
          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                         Volume: 10 Issue: 03 | March - 2026                             SJIF Rating: 8.659                                 ISSN: 2582-3930                                                                                                                

  

© 2026, IJSREM      | https://ijsrem.com                                                                                                                                        |        Page 1 
 

Blockchain-Based Certificate Verification Platform 

 

Tejas Parmar1, Saurabh Mishra2, Vishal Nilange3, Ansh Patel4, Ashraf Siddiqui5 

1234 Student, Department of Computer Engineering, Universal College of Engineering, Kaman, Maharashtra, 

India 
5 Assistant Professor, Department of Computer Engineering, Universal College of Engineering, Kaman, 

Maharashtra, India 

---------------------------------------------------------------------***---------------------------------------------------------------------

Abstract - In this paper, we describe a blockchain-based 

certificate verification system, is presented. This system 

is based on blockchain and can be used for secure and 

decentralized certificate management. It can be used by 

institutions to issue unique cryptographic hashes for their 

certificates. This system helps in the efficient and secure 

verification of the authenticity of the certificates. In the 

current system, the process of verification is time-

consuming and inefficient. In addition to this, forgery is 

also a common issue. Therefore, it is important to have an 

efficient system that can ensure the security and trust of 

the users. This system has been presented in this paper. It 

also highlights the challenges faced by the current system 

and how this system can be more efficient. 
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1. INTRODUCTION  

In recent years, the rapid growth of digital technologies 

has significantly transformed the way information is 

created, stored, and shared across the globe. Millions of 

users interact daily through online platforms such as email 

services, social media, and digital applications, forming 

what can be described as a highly interconnected digital 

ecosystem. This evolution has led to the increasing 

reliance on secure and trustworthy digital systems for 

managing sensitive information, including academic and 

professional credentials [2][9]. With the advancement of 

networked systems and data-driven technologies, the need 

for secure verification mechanisms has become more 

critical than ever. Traditional systems rely heavily on 

centralized architectures, where data is stored and verified 

through a single authority. However, such systems are 

vulnerable to cyberattacks, data manipulation, and 

unauthorized access, leading to issues such as credential 

fraud and identity theft [4][10]. 

 

The concept of decentralization has emerged as a 

promising solution to overcome these limitations. 

Blockchain technology enables secure, transparent, and 

tamper-proof data management by distributing records 

across multiple nodes in a network. This eliminates the 

need for intermediaries and ensures data integrity through 

cryptographic mechanisms [5][6]. Unlike traditional 

systems, blockchain-based solutions provide immutable 

records, making them highly suitable for applications 

requiring trust and verification. 

In the context of academic and professional certification, 

the integration of blockchain technology enables the 

development of systems where credentials can be securely 

issued, stored, and verified without relying on centralized 

authorities. Such systems ensure that certificates cannot be 

altered or forged, thereby enhancing trust among 

institutions, employers, and individuals [3][8]. The 

motivation behind this research is to design a secure and 

efficient certificate verification system that addresses the 

limitations of existing approaches. The proposed system 

aims to provide real-time verification, improved security, 

and global accessibility while maintaining scalability and 

interoperability within distributed environments [1][7]. 

 

The rest of the paper is organized as follows: Section 2 

presents the literature review. Section 3 describes the 

problem statement and objectives. Section 4 explains the 

proposed system and architecture. Section 5 outlines the 

system workflow. Section 6 discusses the technologies 

used. Section 7 presents the results and discussion. 

Finally, Section 8 concludes the paper. 

2. Literature Review 

Recent advancements in digital technologies have led to 

increased research in secure data management and 

verification systems. Blockchain technology has emerged 

as a promising solution for ensuring data integrity, 

transparency, and decentralization in various 

applications. Several studies highlight the effectiveness 

of blockchain in eliminating dependency on centralized 

authorities and reducing the risk of data manipulation 

[5][8]. Researchers have explored the application of 

blockchain in cybersecurity and data protection. These 

studies demonstrate that decentralized systems can 

significantly enhance security by preventing 
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unauthorized access and ensuring tamper-proof data 

storage. The integration of blockchain with security 

frameworks has shown potential in mitigating cyber 

threats and improving trust in digital ecosystems [4][10]. 

 

In the field of academic credential verification, multiple 

approaches have been proposed to address issues such as 

certificate forgery and inefficient verification processes. 

These systems utilize cryptographic hashing and 

distributed ledgers to store and validate certificates 

securely. By recording certificate data on blockchain 

networks, these solutions ensure that credentials cannot 

be altered once issued [3][6]. Furthermore, decentralized 

storage technologies have been introduced to overcome 

scalability limitations associated with blockchain 

systems. These approaches store actual documents off-

chain while maintaining their cryptographic proofs on-

chain, thereby improving efficiency and reducing storage 

costs [8]. Such hybrid models have gained attention for 

their ability to balance performance and security. 

 

Despite these advancements, several challenges remain. 

Studies indicate that issues such as scalability, privacy 

concerns, high transaction costs, and integration with 

legacy systems continue to hinder widespread adoption of 

blockchain-based verification systems [7][9]. 

Additionally, regulatory and interoperability challenges 

must be addressed to enable global implementation. The 

proposed system builds upon these existing works by 

combining blockchain technology, cryptographic 

verification, and decentralized storage to create a secure, 

scalable, and efficient certificate verification platform. 

Unlike traditional systems, it enables real-time 

verification while ensuring data integrity and 

transparency across the network [1][2]. 

 

3. PROBLEM STATEMENT AND OBJECTIVE 

 

In the current digital era, academic and professional 

credentials play a crucial role in evaluating an 

individual’s qualifications. However, traditional 

certificate verification systems are largely dependent on 

centralized authorities and manual processes, which are 

inefficient, time-consuming, and prone to errors. 

Verification often requires direct communication 

between institutions and organizations, leading to delays 

that can extend from days to weeks [2][9]. Another major 

concern is the increasing prevalence of certificate forgery 

and document tampering. Centralized databases are 

vulnerable to cyberattacks, unauthorized modifications, 

and data breaches, which compromise the integrity of 

academic records. Such vulnerabilities pose serious risks, 

especially in critical sectors where verified qualifications 

are essential [4][10]. 

 

Furthermore, existing systems lack global accessibility 

and interoperability. Different institutions follow varying 

standards and procedures, making cross-border 

verification complex and inefficient. The absence of a 

unified and secure verification mechanism creates 

challenges in maintaining trust across digital ecosystems 

[5][8]. These limitations highlight the need for a secure, 

decentralized, and automated solution that can ensure 

authenticity, reduce verification time, and eliminate 

dependency on intermediaries. 

 

The primary objective of this research is to design and 

develop a blockchain-based secure and decentralized 

certificate verification system that addresses the 

limitations of traditional methods. 

The key objectives of the proposed system are: 

1. To eliminate certificate fraud by using 

cryptographic hashing and immutable blockchain 

records [3][6]  

2. To reduce verification time from days to seconds 

through automated smart contract-based 

validation [5][8]  

3. To ensure data integrity and security by 

leveraging decentralized and tamper-proof 

blockchain architecture [4][10]  

4. To provide global accessibility by enabling 

instant verification across institutions and 

organizations [1][7]  

5. To reduce administrative workload by 

eliminating manual verification processes and 

intermediaries  

The proposed system aims to create a reliable and 

scalable platform that enhances trust, transparency, and 

efficiency in credential verification. 

 

4. PROPOSED SYSTEM AND ARCHITECTURE 

 

The proposed system is a blockchain-based secure and 

decentralized certificate verification platform designed to 

address the limitations of traditional verification 

methods. The architecture integrates multiple 

components, including a web application, backend 

server, blockchain network, decentralized storage, and a 

database, to ensure efficient and secure certificate 

management. The system involves three main actors: the 

admin (issuer), the student, and the verifier. The admin 

uploads certificates through the web interface, students 
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can view and manage their credentials, and verifiers can 

authenticate certificates in real time without relying on 

intermediaries [5][6]. 

 

 
 

Fig 4.1: System Architecture 

 

The frontend web application serves as the user interface, 

enabling seamless interaction between users and the 

system. It communicates with the backend server through 

API requests to process operations such as certificate 

upload, retrieval, and verification. The backend server 

plays a crucial role in handling application logic, 

generating cryptographic hashes using secure algorithms, 

and interacting with both the blockchain and storage 

systems. This layer ensures secure data processing and 

efficient communication between different components 

of the system [3][8]. The blockchain layer acts as the core 

component of the architecture by storing the 

cryptographic hash of certificates along with issuer 

information through smart contracts. These smart 

contracts automate the verification process and ensure 

that once a certificate is recorded, it cannot be altered or 

tampered with. This immutability property of blockchain 

enhances trust and reliability in the verification process 

[5][6]. 

 

To address scalability challenges, the system utilizes 

decentralized storage solutions such as IPFS, where the 

actual certificate files are stored off-chain while their 

corresponding hashes are maintained on the blockchain. 

This approach reduces storage overhead and transaction 

costs while preserving data integrity and accessibility [8]. 

Additionally, a traditional database is used to store user 

information and certificate metadata, improving system 

performance by handling non-critical data outside the 

blockchain. The overall workflow of the system ensures 

that when a certificate is issued, its hash is generated and 

securely stored on the blockchain. During verification, 

the uploaded certificate is rehashed and compared with 

the stored value, providing instant authentication results. 

Any modification in the certificate results in a mismatch, 

thereby detecting forgery effectively [3][6]. This 

architecture provides a secure, scalable, and efficient 

solution for certificate verification, ensuring 

transparency, data integrity, and real-time validation 

across a decentralized network [4][10]. 

 

 

5. SYSTEM WORKFLOW 

 

The system workflow of the proposed blockchain-based 

certificate verification platform follows a structured and 

secure process that ensures authenticity, integrity, and 

efficiency. The workflow begins when a user or 

administrator initiates an action, which can either be 

certificate issuance or verification. In the case of 

certificate issuance, the administrator must first log in to 

the system. If the administrator is not authenticated, the 

system prompts for login or signup. Once authenticated, 

the administrator connects a digital wallet such as 

MetaMask to authorize blockchain transactions. This step 

ensures secure identity verification and transaction 

approval within the decentralized network [5][6]. 
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Fig 5.1: System Workflow 

 

After successful authentication, the administrator selects 

and uploads the certificate through the web application. 

The system then generates a cryptographic hash of the 

certificate file using a secure hashing algorithm. This 

hash acts as a unique digital fingerprint of the document. 

The certificate file is stored in decentralized storage such 

as IPFS, while the generated hash is recorded on the 

blockchain using a smart contract. The administrator 

confirms the transaction, after which the certificate is 

successfully uploaded and securely registered in the 

system [3][8].For the verification process, a user or 

verifier initiates the verification request by uploading the 

certificate. The system first checks whether the user is 

authenticated; if not, login or signup is required. Once 

authenticated, the system generates a local hash (CID) of 

the uploaded certificate and queries the blockchain to 

retrieve the stored hash corresponding to that certificate. 

The system then compares the locally generated hash 

with the blockchain record. If both hashes match, the 

certificate is verified as authentic; otherwise, the system 

flags it as invalid or not found on the blockchain [3][6]. 

 

This workflow ensures that even a minor modification in 

the certificate results in a different hash value, making 

forgery easily detectable. The integration of blockchain 

and decentralized storage enables real-time verification, 

eliminates reliance on intermediaries, and enhances 

system transparency. Overall, the workflow provides a 

secure, efficient, and scalable approach to certificate 

verification in a decentralized environment [4][10]. 

 

6. TECHNOLOGIES USED 

 

The proposed blockchain-based certificate verification 

system is developed using a combination of modern web 

technologies and decentralized frameworks to ensure 

security, scalability, and efficiency. Blockchain 

technology forms the core of the system, providing a 

decentralized and immutable ledger for storing certificate 

hashes. The system utilizes the Ethereum blockchain, 

which enables the execution of smart contracts for secure 

and automated certificate verification. Smart contracts 

ensure that once a certificate hash is recorded, it cannot 

be altered, thereby maintaining data integrity and trust 

within the network [5][6]. Solidity is used as the 

programming language for developing smart contracts. It 

allows the implementation of logic for certificate 

issuance, storage, and verification directly on the 

blockchain. These contracts are deployed on the 

Ethereum Virtual Machine (EVM), which ensures secure 

and deterministic execution of transactions. The use of 

blockchain and smart contracts eliminates the need for 

intermediaries and enhances transparency in the 

verification process [3][8]. 

 

The frontend of the system is developed using React.js, 

which provides a dynamic and responsive user interface 

for interacting with the platform. It enables users such as 

administrators, students, and verifiers to perform actions 

like uploading, viewing, and verifying certificates 

efficiently. The backend is implemented using Node.js, 

which handles API requests, data processing, and 

communication with blockchain networks and storage 

systems. This combination ensures smooth integration 

between user interfaces and decentralized components 

[3][8].To enable interaction between the web application 

and the blockchain, libraries such as Web3.js or Ethers.js 

are used. These libraries facilitate communication with 

smart contracts and allow users to perform blockchain 

transactions directly from the application. MetaMask is 
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integrated as a digital wallet to handle authentication and 

transaction signing, ensuring secure access to blockchain 

services [5][6]. 

 

The system uses the InterPlanetary File System (IPFS) for 

decentralized storage of certificate files. Instead of 

storing large files directly on the blockchain, IPFS stores 

the documents and generates a unique content identifier 

(CID), which is then recorded on the blockchain. This 

approach improves scalability, reduces transaction costs, 

and ensures data availability across distributed networks 

[8]. 

Additionally, a traditional database is used to store user-

related information and certificate metadata. This hybrid 

approach combines the efficiency of centralized 

databases with the security of decentralized systems, 

ensuring optimal performance and reliability. Overall, the 

integration of these technologies creates a robust and 

scalable platform for secure certificate verification in a 

decentralized environment [4][10]. 

 

7. RESULTS AND DISCUSSION 

 

The implementation of the proposed blockchain-based 

certificate verification system demonstrates significant 

improvements over traditional verification methods in 

terms of security, efficiency, and reliability. The system 

was tested in a controlled environment where certificates 

were issued, stored, and verified using blockchain and 

decentralized storage technologies. The results indicate 

that verification processes, which traditionally take 

several days due to manual validation, can be completed 

within seconds using the proposed system. This 

improvement is achieved through automated smart 

contract execution and direct hash comparison on the 

blockchain [5][8]. One of the key advantages observed is 

the enhanced security provided by cryptographic hashing 

and blockchain immutability. Once a certificate hash is 

stored on the blockchain, it cannot be modified or deleted, 

ensuring a tamper-proof verification mechanism. Any 

alteration in the certificate results in a mismatch of hash 

values, allowing the system to detect forgery instantly. 

This significantly reduces the risk of fraudulent 

credentials and enhances trust among stakeholders [3][6]. 

 

The decentralized nature of the system eliminates the 

single point of failure present in centralized databases. 

Even if one node in the network becomes unavailable, the 

blockchain remains accessible through other nodes, 

ensuring high availability and reliability. This makes the 

system more resilient to cyberattacks and data breaches 

compared to traditional verification systems [4][10]. 

Furthermore, the use of decentralized storage such as 

IPFS improves system scalability by reducing the load on 

the blockchain. Instead of storing large certificate files 

on-chain, only their cryptographic hashes are recorded, 

while the actual files are securely stored off-chain. This 

approach minimizes transaction costs and enhances 

performance without compromising data integrity [8]. 

Comparative analysis with traditional systems highlights 

that the proposed solution offers better transparency, 

faster verification, and improved data security. However, 

certain challenges remain, including blockchain 

transaction fees, network latency, and the need for user 

awareness regarding decentralized technologies. 

Addressing these challenges will be essential for large-

scale adoption of such systems [7][9]. 

 

Overall, the results demonstrate that the proposed system 

provides a secure, efficient, and scalable solution for 

certificate verification, making it highly suitable for 

modern digital ecosystems where trust and authenticity 

are critical [1][2]. 

 

8. CONCLUSIONS 

 

This paper presents a blockchain-based secure and 

decentralized certificate verification system that 

overcomes the limitations of traditional methods. By 

using blockchain, cryptographic hashing, and 

decentralized storage, the system ensures data integrity, 

transparency, and tamper-proof verification. The 

proposed solution enables real-time verification, reduces 

dependency on centralized authorities, and minimizes the 

risk of certificate fraud. The use of smart contracts and 

decentralized storage improves efficiency and scalability. 

Although challenges such as scalability and transaction 

costs remain, the system provides a reliable and efficient 

framework for modern credential verification. Overall, it 

offers a secure and scalable approach suitable for digital 

ecosystems requiring trust and authenticity. 
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