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Abstract—The rise of the internet and digitization has led to
various aspects of our daily lives going online, including the
electoral process. Electronic voting, or e-Voting, has been gaining
popularity in recent years due to its potential to increase voter
turnout and provide greater accessibility. However, traditional e-
Voting systems have been plagued with issues related to security,
transparency, and trustworthiness. Blockchain technology, on the
other hand, offers a promising solution to these challenges by
providing a decentralized and tamper-proof ledger that can enable
secure and transparent e-Voting. In this research paper, we provide
an overview of blockchain technology and its potential for
revolutionizing the e-Voting system. We also discuss the challenges
and limitations of blockchain e-Voting and provide
recommendations for future research.
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I. INTRODUCTION

Electronic voting has become increasingly popular as a way
to conduct elections, but there are concerns around security,
transparency, and the potential for fraud. Blockchain technology
has the potential to provide secure and transparent transactions,
and therefore, blockchain-based electronic voting systems offer a
potential solution to these issues. This research paper will explore
the potential of blockchain technology for electronic voting
systems, with a focus on the Ethereum blockchain.

Blockchain technology has emerged as a promising solution
to address the challenges of electronic voting systems.
Blockchain is a distributed ledger technology that enables secure,
transparent, and decentralized record-keeping of transactions. By
providing a tamper-resistant and auditable record of transactions,
blockchain technology can ensure the integrity and transparency
of electronic voting systems.

A. What Is Blockchain

Blockchain is a digital ledger of transactions that is stored on
a distributed network of computers. Each block in the
blockchain contains a cryptographic hash of the previous block,
creating a chain of blocks that cannot be altered without
changing all subsequent blocks. This ensures that the data stored
in the blockchain is immutable and tamper resistant. Blockchain
technology is decentralized, meaning that there is no central
authority controlling the network. Instead, all participants in the
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network have a copy of the ledger and can verify transactions
independently.

B. Key Features

1) Decentralization: Blockchain technology is
decentralized, meaning that there is no central authority
controlling the network. Instead, all participants in the network
have a copy of the ledger and can verify transactions
independently.

2) Transparency: All transactions in the blockchain are
visible to all participants, ensuring transparency and
accountability

3) Immutability: The data stored in the blockchain is
immutable and tamper-resistant, ensuring the integrity of the
ledger.

4) Security: The use of cryptography in the blockchain
ensures the security and privacy of transactions.

5) Efficiency: Blockchain technology enables fast and
efficient transactions, reducing the need for intermediaries.

C. How blockchain works

Blockchain technology is a distributed database system that
uses cryptography to maintain a secure and tamper-proof record
of transactions between multiple parties. It is a decentralized and
transparent ledger that can be used for a variety of applications,
including digital currencies, supply chain management, identity
verification, and more.

At its core, a blockchain is a chain of blocks containing data
that are cryptographically linked together. Each block contains
a set of transactions, and once a block is added to the chain, it
cannot be altered or deleted. This makes the blockchain a secure
and transparent way to record and verify transactions.

The process of adding new blocks to the chain is known as
mining. In a blockchain network, multiple nodes work together
to validate and verify transactions. These nodes are often
referred to as miners, and they compete with each other to solve
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complex mathematical equations. The first miner to solve the
equation is rewarded with a new block, which is then added to
the chain.

Once a block is added to the chain, it is broadcast to all nodes
in the network. Each node in the network then verifies the
validity of the block and its transactions. If the block is found to
be valid, it is added to the node's copy of the blockchain. If the
block is found to be invalid, it is rejected by the node, and the
miner who created it is not rewarded.

The cryptographic process used to link blocks together is
known as hashing. Each block contains a hash, which is a unique
identifier for that block. The hash is created by running the
block’s data through a complex algorithm. If any data in the
block is altered, the hash will be different, making it easy to
detect any tampering.

In addition to the hash, each block also contains the hash of
the previous block in the chain. This creates a chain of blocks
that are linked together, with each block containing a record of
all the transactions that have occurred since the last block was
added.

Because the blockchain is decentralized, it is not controlled
by any single entity. Instead, it is maintained by a network of
nodes that work together to validate transactions and add new
blocks to the chain. This makes the blockchain resistant to
tampering and censorship.

One of the most well-known applications of blockchain
technology is in the creation of digital currencies, such as
Bitcoin. In a cryptocurrency network, each transaction is
recorded on the blockchain, creating a transparent record of all
transactions that have occurred. This makes it easy to verify the
ownership and transfer of digital assets.

Blockchain technology has the potential to revolutionize a
wide range of industries, from finance to healthcare to supply
chain management. By creating a secure and transparent ledger
that is resistant to tampering, blockchain technology can help to
increase trust and efficiency in a variety of applications.

D. Ethereum Blockchain

Ethereum is a blockchain platform that was introduced in
2015 by Vitalik Buterin. It is a decentralized, open-source
platform that allows developers to create and deploy smart
contracts and decentralized applications (dApps) using its native
cryptocurrency, ether (ETH).

The Ethereum blockchain is similar to Bitcoin in that it uses
a decentralized network of nodes to validate transactions and
maintain the ledger. However, Ethereum is designed to be more
flexible and programmable, allowing developers to build a wide
range of applications on top of the platform.

One of the key features of Ethereum is its smart contract
functionality. Smart contracts are self-executing contracts that

can automatically trigger actions based on predefined
conditions. They are written in Solidity, a programming
language specifically designed for Ethereum, and can be used to
create a wide range of applications, from decentralized finance
(DeFi) to voting systems to supply chain management.

In addition to smart contracts, Ethereum also supports
decentralized applications (dApps). These are applications that
are built on top of the Ethereum blockchain and can be accessed
and used by anyone with an internet connection. Some popular
examples of Ethereum dApps include Uniswap, a decentralized
exchange for trading cryptocurrencies, and CryptoKitties, a
digital collectibles game.

Ethereum's native cryptocurrency, ether (ETH), is used to
pay for transaction fees and gas, which is the computational
power required to execute smart contracts and transactions on
the network. Ether can be bought and sold on a variety of
exchanges and can also be used as a store of value or a means of
payment.

One of the challenges facing Ethereum is scalability. As
more users and applications are added to the network, the
number of transactions that can be processed at any given time
is limited. To address this, Ethereum is currently undergoing a
major upgrade known as Ethereum 2.0, which will introduce a
new consensus mechanism and increase the network's capacity.

Overall, Ethereum is a powerful blockchain platform that is
driving innovation in a wide range of industries. With its support
for smart contracts and decentralized applications, Ethereum has
the potential to revolutionize the way we interact with
technology and each other.

E. Ethereum Blockchain Features

1) Smart Contracts: Ethereum enables the creation of smart
contracts, which are self-executing contracts that automatically
enforce the terms of an agreement. Smart contracts can be used
to automate complex processes, such as voting.

2) Decentralized Applications: Ethereum enables the
creation of decentralized applications (dApps) that run on the
blockchain. These dApps can be used for a variety of purposes,
such as voting and governance.

3) Ethereum Virtual Machine (EVM): The EVM is a
decentralized computer that can execute code on the blockchain.
The EVM is programmed using the Solidity programming
language, which is specifically designed for writing smart
contracts.

4) Ether: Ethereum has its own cryptocurrency called Ether,
which is used to pay for transactions and services on the
network. Ether can also be used as a form of payment for dApps
and other services on the network.
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F. What Is A Smart Contract

Smart contracts are self-executing computer programs that
can automatically enforce the terms of a contract without
requiring a central authority or intermediary. They are built on
blockchain technology, which allows for secure, transparent,
and immutable transactions.

The basic idea behind a smart contract is that it contains a set
of rules and conditions that the parties involved in a contract
agree to. These rules and conditions are written in code and
stored on a blockchain, which acts as a decentralized ledger that
records all transactions.

When certain conditions are met, such as the completion of
a task or the payment of a fee, the smart contract automatically
executes the agreed-upon terms of the contract. This process is
done without the need for human intervention or oversight,
making smart contracts more efficient, cost-effective, and secure
than traditional contracts.

Smart contracts have a wide range of potential applications,
including in finance, real estate, supply chain management, and
more. For example, a smart contract could be used to automate
the payment process for a shipment of goods, with payment
being released automatically once the goods have been received
and verified.

One of the key benefits of smart contracts is their ability to
increase trust and transparency in business transactions. Because
smart contracts are stored on a decentralized blockchain ledger,
they are tamper-proof and transparent, meaning that all parties
can see and verify the terms of the contract and the execution of
the contract.

In conclusion, smart contracts have the potential to
revolutionize the way we conduct business by automating
contract execution and increasing trust and transparency in
transactions. While there are still challenges to be addressed in
the development and adoption of smart contracts, their benefits
are clear, and they are likely to play an increasingly important
role in the future of commerce and finance.

Il. BLOCKCHAIN VOTING

Blockchain voting, also known as “crypto voting", is a form
of electronic voting that utilizes blockchain technology to
provide a secure, transparent, and tamper-proof voting system.
It enables individuals to cast their votes online using a digital
ballot, which is then recorded on a decentralized blockchain
ledger.

The key advantage of blockchain voting is its ability to
provide a high level of security and transparency in the voting
process. Because blockchain technology is decentralized, all
voting data is distributed across the network, making it highly
resistant to hacking and fraud. Each vote is encrypted and
recorded in a way that makes it impossible to alter or delete,
ensuring the integrity of the vote.

Blockchain voting also offers a high level of transparency,
as all votes are publicly visible on the blockchain. This means
that anyone can verify that their vote was counted and that the
election results are accurate. It also provides a high level of
auditability, as the entire voting process is recorded on the
blockchain and can be audited at any time.

Another advantage of blockchain voting is its accessibility.
Voters can cast their ballots from anywhere in the world if they
have an internet connection. This makes it easier for people who
may not be able to physically attend a polling station, such as
individuals with disabilities or those who are living abroad.

However, there are also some challenges to implementing
blockchain voting. One challenge is ensuring voter privacy, as
the blockchain ledger is publicly visible. While cryptographic
techniques can be used to protect voter privacy, this is an area
that requires further development and research.

Another challenge is ensuring accurate voter identification.
Digital identification methods, such as biometrics or
government-issued digital 1Ds, can be used to verify the identity
of voters. However, these methods may not be accessible to
everyone, and there is also the risk of hacking or identity theft.

In conclusion, blockchain voting has the potential to
revolutionize the way we conduct elections by providing a
secure, transparent, and tamper-proof voting system. While
there are challenges to overcome, the benefits of blockchain
voting are clear, and it is likely to play an increasingly important
role in the future of democracy.

Feature Traditional voting Blockchain Voting
. Vulnerable to fraud and Highly secure due to
Security - cryptography and
hacking
consensus
Transperency | Limited High
Accessibility In person Online
Cost High Low
Efficiency Slow Fast
Trust Trust on officials Trust on cryptography
Verifiability Limited High
- . Private ballot with
Privacy Private ballot additional cryptography
Voter Physical Identification Digital identification
identification | required required

TABLE I. BLOCKCHAIN VOTING VS TRADITIONAL VOTING
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I1l. ARCHITECTURE AND FUNDAMENTALS OF OUR APPLICATION

Fig. 1. Blockchain e-voting architecture diagram.
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The architecture of a blockchain e-voting application can
be divided into three main layers: the client layer, the application
layer, and the blockchain layer.

The client layer is the interface that enables voters to
interact with the e-voting application. This layer includes the
user interface and the client-side logic that handles user input
and output. The user interface should be designed to be intuitive
and user-friendly, while the client-side logic should be designed
to ensure the security and integrity of the voting process. This
layer also includes the digital identification mechanisms that
verify the identity of voters and ensure that only eligible voters
can participate in the election.

The application layer is responsible for processing and
verifying the votes. This layer includes the server-side logic that
runs on a centralized or decentralized network of servers. The
server-side logic is responsible for ensuring the accuracy and
integrity of the voting process. This layer includes the digital
signature and encryption mechanisms that ensure that each vote
is unique, confidential, and tamper-proof. It also includes the
mechanisms for vote counting, tallying, and reporting the
election results.

The blockchain layer is the backbone of the e-voting
application. It is responsible for storing and distributing the
voting data across a decentralized network of nodes. The
blockchain layer ensures the transparency, immutability, and
auditability of the voting process. It also provides a mechanism
for consensus, which ensures that all nodes agree on the validity
of each vote and the election results.

The architecture of a blockchain e-voting application is
implemented using Ethereum. The code is written in solidity and
then run on a local blockchain network which was bootstrapped
using ganache.

A. Technologies We Use

1) Frontend:
e HTML

e CSS

e Javascript

e React

2) Backend:
¢ Node

e EXpress
o Truffle

3) Blockchain:
e FEthereum

e Ganache
e Solidity
o Metamask

IV. FEASIBILITY

Blockchain e-voting has the potential to revolutionize the
way we conduct elections, but its feasibility depends on a
number of factors, such as cost, security, and usability. One of
the main challenges of implementing a blockchain e-voting
system is the cost associated with the use of blockchain
technology.

Gas fees are one of the costs associated with using
blockchain technology. Gas fees are paid in cryptocurrency to
miners who process transactions on the blockchain network. Gas
fees are necessary to incentivize miners to process transactions
and maintain the network, but they can also be a significant
barrier to the adoption of blockchain e-voting systems,
particularly in regions where the cost of cryptocurrencies is high.

The feasibility of a blockchain e-voting system depends
on the cost of gas fees, as well as other costs such as
development and maintenance costs. In order for a blockchain e-
voting system to be feasible, the cost of gas fees must be
reasonable and affordable for the voters and the election
organizers.

However, the benefits of using blockchain technology in
e-voting may outweigh the costs. Blockchain e-voting can
provide a more secure and transparent voting process, which can
increase trust and confidence in the election results. It can also
increase accessibility and efficiency in the voting process, by
enabling remote and mobile voting.

To ensure the feasibility of blockchain e-voting, it is
important to consider the cost of gas fees, as well as other costs
and challenges associated with the implementation and adoption
of blockchain e-voting systems. Further research and
development are needed to address these challenges and to
ensure that blockchain e-voting systems can be effectively
implemented at scale.
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V. RECOMMENDATION FOR FUTURE RESEARCH

Despite the challenges and limitations of blockchain
eVoting, it is still a promising solution for improving the
electoral process. To overcome the challenges, future research
should focus on developing scalable blockchain eVoting
systems that can handle a large number of voters without
sacrificing security or transparency. Additionally, efforts should
be made to increase accessibility for all voters, regardless of
their access to technology.

To increase trust in the technology and the process, future
research should also focus on educating the public about the
benefits of blockchain e-Voting and how it works. This can help
to increase awareness and reduce scepticism about the use of
blockchain technology in the electoral process.

VI. CHALLENGES AND LIMITATIONS

Despite the potential benefits of blockchain e-Voting,
there are several challenges and limitations that need to be
addressed. One of the main challenges is the issue of voter
anonymity. While the blockchain ledger can ensure the security
and transparency of the voting process, it can also reveal the
identity of the voter.

Another challenge with blockchain e-Voting is
scalability. Blockchain technology relies on a network of nodes
to validate transactions, and as the number of transactions
increases, so does the computational power required to validate
them. This can lead to slow transaction times and high
transaction fees, making it difficult to scale the blockchain e-
Voting system to handle a large number of voters.

Another limitation of blockchain e-Voting is
accessibility. While blockchain technology can provide greater
accessibility compared to traditional paper-based voting, it still
requires access to technology and the internet. This can create a
barrier to entry for certain groups of voters who may not have
access to the necessary technology or who may not feel
comfortable using it.

Finally, there is also the challenge of trust. While
blockchain technology can provide a high level of security and

transparency, it still requires trust in the technology and the
process. Some individuals may be sceptical of the accuracy and
fairness of the voting process, even with the use of blockchain
technology.

VIl. CONCLUSION

In conclusion, blockchain technology offers a promising
solution for the development of secure, transparent, and tamper-
proof e-voting systems. The key advantages of blockchain e-
voting include its high level of security, transparency, and
auditability, as well as its potential to increase accessibility and
efficiency in the voting process. However, there are also
challenges that must be addressed in the development and
implementation of blockchain e-voting systems, such as ensuring
voter privacy, accurate voter identification, and user-friendliness.
Overall, the findings of this research suggest that blockchain e-
voting has the potential to revolutionize the way we conduct
elections and enhance the integrity and legitimacy of democratic
processes. Further research and development are needed to
address the challenges and limitations of blockchain e-voting,
and to ensure that it can be effectively implemented at scale.
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