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Abstract- A drug traceability system is needed to protect public
health and aid pharmaceutical companies by tracking the drug
movement in the supply chain. The system provides the means to
monitor where a drug has been and where it is going, helping to
protect the integrity of the pharmaceutical supply chain while
preventing counterfeit products. Such demands are hardly met by
traditional centralized server-client architectures, which in turn
fail to address the core problems of data integrity, privacy,
resilience, and adaptability while leaving significant gaps in
security and operational efficiency.
In response to these drawbacks, we propose an advanced and
unique blockchain-based approach with Ethereum technology and
smart contracts. This system facilitation provides a secure,
scalable, and tamper-proof structure for end-to-end drug
traceability. The use of decentralized off-chain storage and the
negation of the need for intermediaries will both reduce
operational inefficiency and enhance transparency and trust
throughout the drug-supply chain. Smart contracts make sure that
rules and transactions are executed automatically, consistently,
and in a reliable way, thus upholding data authenticity and
privacy. One of the innovations of this system lies in its efficient
storage pruning mechanism that enables prudent data
management to foster stable and sustainable blockchain. Such a
facility combined with immutable record-keeping and enhanced
data provenance presents a daunting means for mitigating the risk
of counterfeit drugs. Transparency and verifiability across the
system present a transformative proposition for ensuring
regulatory compliance, public safety, and enabling trust among all
its stakeholders, namely manufacturers, distributors, regulators,
and consumers.
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L. INTRODUCTION

Medicines are extremely potent tools for any country in terms of
progress and solace for public health. But even the existence of
these health supply chains is under constant threat due to
counterfeiting, poor distribution channels, and lack of
transparency. This demands credible systems to ensure drug
quality, traceability, and compliance with regulations.
Generalized centralization for the tracing of the drugs is called
traditional traceability, thus has huge drawbacks, potential
security breaches, less possible control by any agent, or lack
thereof. With these factors arise some lingering questions about
the accuracy and reliability of that information and thus makes

drug verification cumbersome and sometimes opens space for
more illegal counterfeiting. To meet those challenges, this
project aims to utilize blockchain technological advancements to
enhance tracking in the provision of medicines in the healthcare
supply chain. The decentralized and tamper-proof architecture
greatly enhances the security, transparency, and trust of the data.
This project proposes a framework to provide decentralized
storage of data, with each block being encrypted in a way which
enhances privacy. Using Ethereum's blockchain, it is envisioned
that transactions will be recorded and smart contracts created to
facilitate and secure various supply chain processes. Pointer
creation will be provided for all encrypted data stored on any
blockchain, hence boosting integrity and security to a great
extent. This project aims to provide an immutable traceability
used to trace drugs between all stakeholders in the supply chain.
This way there is protection against counterfeited drugs while
passing on the information in an open and trustworthy manner to
those stakeholders. The system, furthermore, also takes care of
data privacy, especially for sensitive information like production
volume and sales figures. In harmony with international
regulatory frameworks, such as the U.S. Drug Supply Chain
Security Act (DSCSA), regulating traceability across
prescription drug supply chains, the system is integrated with
decentralized storage. This innovation seeks to establish a
secure, transparent, and efficient traceability option for
pharmaceuticals benefiting patients, industries, and regulatory
agencies while sustaining the integrity of all healthcare supply
chains.

A. Problem Statement.

The healthcare supply chain historically faces a lot of challenges
related to authenticity, quality, and traceability of the
pharmaceutical products. Counterfeit medicines, ineffectual
distribution networks, and lack of clarity compromise patient
safety and erode trust among stakeholders. Traditional
centralized drug traceability systems are susceptible to security
flaws, data tampering, and limited user control; hence, they are
inadequate in addressing these concerns. Besides, compliance
with international regulations such as the U.S. Drug Supply
Chain Security Act necessitates formidable systems that can
track and trace drugs throughout the supply chain. Hence, there
is far more need for an overall innovative, secure, and
transparent solution that will provide the end-to-end tracing,
safeguard the sensitive data, and ensure compliance with
authority norms. This project aims to address these challenges
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by utilizing blockchain technology to decentralize data storage,
increase security by encryption, and enable transparent tracking
of pharmaceutical products that are tamper-proof during the
supply chain.

B. Existing System

The current centralized drug traceability system in the
pharmaceutical supply chain is under serious challenge in
governance: transparency, data accuracy, security, and
scalability. However, this platform does not generally allow for
comprehensive visibility across the pharmaceutical value chain,
creating inconsistencies in database, as well as mistrust among
stakeholders. Other problems include susceptibility to hacking,
exploitation, and the massive growth in workloads resulting
from increased data-sets and the number of stakeholders, with
those being some of the most important problems facing them
other than scale. Moreover, Centralized systems do not provide
enough safeguards against counterfeiting and thus present
severe risks for the safety of both patients and public health. In
addition, centralization presents tenancy failures susceptible to
either shutdowns or cybersecurity attacks that may cause lapses
in essential operations. The delays, among other problems, in
real-time data up-date defer the resolution of pressing cases,
such as detection of counterfeit drugs or drug recalls. Finally,
such systems fall short on a number of counts concerning strict
regulations and resort to a monolithic authority to oversee
action. These limitations show that there is indeed a pressing
need for a solution that is highly secure, decentralized, and
transparent to mitigate the challenges of drug traceability.

II. PROPOSED SYSTEM

A. Architecture of Proposed System.

This blockchain solution aims at transforming the whole
pharmaceutical supply chain by improving the traceability,
transparency, and efficiency of its operations. This framework
utilizes smart contracts and decentralized off-chain storage
technology on the Ethereum blockchain to follow the moves of
pharmaceutical products from the point of manufacture to the
final consumer. The system none other than utilizes the
Ethereum blockchain as a decentralized and incorruptible ledger
that allows tracking of the product movement and authentication.
The smart contract is unique for each drug lot, thus contributing
to the traceability by triggering real-time event notifications each
time ownership changes, so that end users and others can be
alerted to their product's movement without human intervention.
The gain from this process would be to realize transparency and
visibility along the supply chain to this end of reducing
inefficiencies within drug storage and distribution while at the
same time earning the confidence of other key stakeholders such
as that of the regulators, manufacturers, suppliers, distributors,
pharmacies, and patients. The system further works in concert to

monitor drug storage conditions that provide drugs through the
supply chain to their end-users with utmost quality while other
parameters are observed to avoid delays in emergencies. The till
now proposed approach, however, views all existing drawbacks,
therefore bringing up the decentralized scheme wherein all
parties had a role in the designing, as well as a framework, to

allow better management of the healthcare supply chain.

B. Advantages of Proposed System.
*  Enhanced Traceability
*  Couterfeit Prevention
*  Real-time Updates
* Improved Storage Monitoring

III. LITERATURE SURVEY

This review paper explores the transformative potential of
blockchain technology in healthcare supply chains, focusing on
improving security, transparency, and traceability. The authors
analyze 124 studies, highlighting blockchain applications such
as preventing drug counterfeiting, enhancing electronic health
record (EHR) management, and streamlining supply chain
operations. The paper identifies current challenges, including
scalability issues, high implementation costs, slow transaction
speeds, and privacy concerns, as well as difficulties in
integrating blockchain with existing systems. Furthermore, it
emphasizes the importance of addressing regulatory compliance
and achieving industry-wide standardization to enable effective
adoption. While most studies remain theoretical, the review
underscores the need for empirical research to advance practical
applications in the field [1].

This paper presents a blockchain-based system for secure
electronic medical record (EMR) sharing that integrates
consumer devices with Mobile Edge Computing (MEC). It
utilizes advanced cryptographic techniques (AES, RSA,
EdDSA, ECDSA) and Interplanetary File System (IPFS) for
enhanced data integrity and controlled access. The proposed
system exhibits improved efficiency compared to existing
solutions. However, scalability, unauthorized access risks,
interoperability challenges, high resource demands, and
regulatory compliance concerns remain significant barriers to
adoption in healthcare [2].

TISVSchain is a blockchain framework aimed at optimizing
vaccine supply chain management. It enhances transparency,
security, and traceability while mitigating counterfeit vaccine
issues and improving transaction efficiency. Despite its
strengths, scalability and latency challenges in larger networks,
synchronization issues during offline system integration, and
high implementation complexity and costs pose obstacles to its
broader application [3].
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The paper introduces BlockHeal, a blockchain-powered
telehealth framework designed to improve healthcare delivery
by ensuring secure, transparent, and efficient data management.
It integrates decentralized storage and applications to enhance
accessibility and data integrity within telehealth services.
Despite its potential, widespread adoption faces hurdles such as
integration challenges across diverse healthcare systems and the
technical complexities associated with  decentralized
technologies like Hyperledger Fabric and decentralized
applications (DApps) [4].

This paper proposes a blockchain system built on Ethereum,
using smart contracts and decentralized storage to bolster
pharmaceutical supply chain traceability. The system ensures
secure and transparent data handling while combating
counterfeit drugs. Nevertheless, the approach faces challenges
such as immutability, data privacy concerns (e.g., GDPR
compliance), scalability limitations, blockchain interoperability
issues, and efficiency constraints inherent in smart contracts and
consensus mechanisms [5].

IV. CONCLUSION

This project on the blockchain-based drug traceability system
represents a breakthrough potential to enhance transparency,
security, and efficiency in the pharmaceutical supply chain. The
Ethereum blockchain is employed such that every transaction
relating to the movement and verification of pharmaceutical
products has been securely recorded into a decentralized ledger.
This treatment of the events deals with counterfeiting, lack of
traceability, and inefficiencies of the conventional supply chain
model. The smart contracts thus make these processes
automatic, which provide real-time tracking of goods and
notification to all the stakeholders on every change of
ownership and storage conditions. Thus, fast-tracking
operational efficiency whilst eliminating human error
opportunities in drug tracking. Furthermore, this system gives
credence to all stakeholders, from manufacturers to suppliers
and distributors to pharmacies and patients. This decentralized
system therefore becomes a trust and integrity enhancer of data
which leads to providing a reliable system where the drug
deliveries to end-users are guaranteed to be maintained in an
intended quality such that it further restores confidence within
the healthcare supply chain while further securing patient
safety.
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