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Abstract - The paper introduces an innovative approach to 

healthcare data security, addressing the critical concerns 

surrounding privacy and data integrity in the modern 

healthcare landscape. By amalgamating blockchain 

technology, AWS S3 services, and attribute-based access 

control (ABAC), the proposed solution offers a robust 

framework for safeguarding sensitive medical information. 

Through the implementation of ABAC, the solution enables 

dynamic and precise access control, ensuring that only 

authorized entities can access and manipulate healthcare data. 

Additionally, the utilization of a blockchain-based XML 

ledger on AWS S3 services enhances data security by 

providing an immutable and tamper-proof storage mechanism. 

This comprehensive solution not only addresses the privacy 

challenges inherent in the digitization of healthcare but also 

facilitates secure data sharing among authorized parties. By 

leveraging the combined strengths of ABAC, blockchain 

technology, and AWS S3 services, the proposed framework 

delivers a scalable and efficient infrastructure for managing 

healthcare data securely. It represents a significant 

advancement in healthcare information security, promising to 

safeguard patient privacy and maintain the accuracy and 

reliability of medical data in an increasingly interconnected 

digital ecosystem. 
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1.INTRODUCTION  
 

The purpose of this survey is to explore the role of 

blockchain technology in revolutionizing medical data 

storage and management within the healthcare sector. It 

aims to examine how emerging technologies are 

reshaping information management practices, 

particularly in light of the increasing volume of medical 

data generated globally. This survey will focus on the 

integration of blockchain technology as a decentralized 

solution for securely storing and managing medical 

information. It will explore the challenges posed by 

traditional centralized data management systems and the 

potential of blockchain to address these challenges by 

providing reliability, security, and transparency. With 

the exponential growth in medical data generation and 

the transition from paper to electronic medical records, 

there is a pressing need for robust storage systems that 

can ensure the security and privacy of patient 

information. Blockchain technology offers a promising 

solution by leveraging its decentralized architecture and 

tamper-resistant properties to enhance data integrity and 

confidentiality. 

The objectives of this survey are to:  

• Investigate the limitations of traditional 

centralized medical data management systems. 

• Explore the potential of blockchain technology 

in addressing these limitations and 

revolutionizing medical data storage and 

management. 

• Examine the transformative impact of 

blockchain on data security, privacy, and 

interoperability within the healthcare sector. 

• Assess the challenges and opportunities 

associated with the adoption of blockchain 

technology in healthcare information 

management. 

This survey paper is organized into several sections, 

including an introduction outlining the significance of 

the topic, a literature review discussing existing research 

in the field, a discussion of the transformative potential 

of blockchain technology in medical data storage and 

management, and a conclusion summarizing key 

findings and recommendations. 

The survey draws upon a variety of sources, including 

academic databases, journals, conference proceedings, 

and reputable websites related to healthcare information 

technology and blockchain technology. The inclusion 

criteria for selecting studies include relevance to the 

topic of blockchain technology in healthcare, publication 

in peer-reviewed journals or conferences, and recent 

publication dates to ensure currency. Studies that focus 

on real-world implementations, case studies, and 

empirical research are prioritized. The literature search 

employed a combination of keywords and search queries 

related to blockchain technology, healthcare information 

management, data security, and privacy. Searches were 

conducted across multiple databases, using Boolean 

operators to refine search results. 

The literature review is organized thematically, with key 

themes including the limitations of centralized data 
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management systems, the potential of blockchain 

technology in healthcare, and the challenges and 

opportunities associated with blockchain adoption. The 

survey summarizes key findings from the reviewed 

literature, highlighting the benefits of blockchain 

technology in enhancing data security, privacy, and 

interoperability within the healthcare sector. A critical 

analysis of existing literature is provided, identifying 

trends, discrepancies, and areas of consensus. The 

survey evaluates the strengths and limitations of 

blockchain technology in addressing the challenges of 

medical data storage and management. 

The discussion synthesizes findings from the literature 

review, emphasizing the transformative potential of 

blockchain technology in revolutionizing medical data 

storage and management. It highlights the decentralized 

architecture and tamper-resistant properties of 

blockchain as key factors contributing to its 

effectiveness in ensuring data integrity and 

confidentiality. Identified gaps in the existing literature 

include limited empirical research on real-world 

implementations of blockchain in healthcare, as well as 

the need for further exploration of the challenges and 

barriers to blockchain adoption in the healthcare sector. 

The discussion explores the implications of the surveyed 

literature for practice, policy, and further research. It 

suggests that the adoption of blockchain technology in 

healthcare information management has the potential to 

enhance patient care delivery, foster collaboration 

among stakeholders, and improve overall healthcare 

outcomes. 

The conclusion summarizes the main insights and 

contributions of the survey, highlighting the 

transformative potential of blockchain technology in 

revolutionizing medical data storage and management. It 

emphasizes the need for further research to address 

existing gaps and challenges in blockchain adoption in 

healthcare. Overall, this survey highlights the 

significance of blockchain technology in addressing the 

challenges of medical data storage and management 

within the healthcare sector and provides insights into 

future research directions in this emerging field. 

 

2. Literature Survey 

Yan Zhuang et.al [1] in this study, the author proposed 

Health Information Exchange (HIE) holds significant 

promise in enhancing patient care by improving 

healthcare quality and streamlining coordinated care 

efforts. However, the existing HIE framework faces 

challenges in adopting patient-centric designs that 

empower individuals with ownership of their health 

data. The Office of the National Coordinator (ONC) for 

Health Information Technology recognizes the need for 

innovative solutions to overcome barriers such as 

security and privacy concerns, data consistency issues, 

and ensuring timely access to comprehensive records 

across various healthcare facilities. This paper proposes 

a novel approach to address these challenges by 

leveraging blockchain technology, renowned for its 

immutable and secure distributed ledger architecture. 

Through the utilization of smart contracts and 

programmable self-executing protocols on a blockchain 

network, we present a blockchain-based model aimed at 

safeguarding data security and preserving patients' 

privacy while ensuring data provenance and granting 

individuals full control over their health records. By 

implementing personalized data segmentation and an 

access control mechanism via an "allowed list" for 

healthcare providers, our proposed design achieves a 

patient-centric HIE system. We further validate the 

feasibility, stability, security, and robustness of our 

model through comprehensive large-scale simulations. 

Tsung-Ting Kuo et.al [2] in this study, the author 

proposed Blockchain technologies have gained 

significant attention for their potential applications in the 

biomedical and healthcare domains. This paper aims to 

provide a comprehensive overview for biomedical and 

healthcare informatics researchers interested in 

understanding the fundamentals of blockchain 

technology and its diverse applications in healthcare. 

The scope encompasses various topics, including an 

introduction to blockchain technology through the lens 

of the renowned cryptocurrency Bitcoin, an exploration 

of blockchain features, a review of alternative 

blockchain technologies, and an examination of 

emerging non-financial distributed ledger technologies 

and their applications. Additionally, the paper delves 

into the specific benefits that blockchain offers for 

biomedical and healthcare applications compared to 

traditional distributed databases. Furthermore, it 

highlights the latest developments in the integration of 

blockchain technology within the biomedical and 

healthcare sectors, showcasing innovative applications 

and use cases. Finally, the paper discusses the potential 

challenges associated with the adoption of blockchain in 

healthcare settings and proposes solutions to mitigate 

these challenges. 

Saurabh Rahurkar et.al [3] in this study, the author 

proposed Health Information Exchange (HIE) has been 

widely implemented to improve efficiency, reduce costs, 

and enhance patient outcomes within the healthcare 
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industry. This paper examines the effects of HIE on 

various healthcare measures, including cost, service 

utilization, and quality, through a meta-analysis of 

twenty-seven scientific studies. Despite the significant 

adoption of HIE, the evidence regarding its overall 

impact remains inconclusive. While a majority of 

published analyses (57%) report some benefits 

associated with HIE, studies employing rigorous study 

designs, such as randomized controlled trials or quasi-

experiments, are less likely to find positive effects. 

Among studies with strong internal validity, findings are 

mixed, with some reporting no effect or even negative 

consequences of HIE implementation. Notably, studies 

with narrower focuses tend to report positive outcomes, 

suggesting potential benefits in specific contexts. 

Overall, the current body of evidence lacks 

generalizability, highlighting the need for further 

research to elucidate the true impact of HIE on 

healthcare measures. 

Robert S. Rudin et.al [4] in this study, author proposed 

the increasing adoption of Health Information Exchange 

(HIE) among healthcare providers has been driven by 

the aim of addressing the fragmentation of patient care, 

enhancing care quality, improving patient satisfaction, 

and reducing redundant healthcare services. In the 

United States, over 100 organizations facilitate HIEs 

among provider organizations, with participation rates of 

30% in hospitals and 10% in ambulatory clinics. This 

trend has been bolstered by financial incentives 

established by the Health Information Technology for 

Economic and Clinical Health Act of 2009 and 

subsequent meaningful use rules outlined by the Centers 

for Medicare & Medicaid Services. While these policies 

incentivize HIE adoption, there is limited understanding 

of how HIE capabilities are utilized in clinical care and 

their observed effects. To address this gap, we 

conducted a systematic review to evaluate the existing 

literature on HIE, focusing on its impact on health 

outcomes, healthcare utilization, clinician usage, 

financial sustainability of HIE organizations, as well as 

patient and provider attitudes towards HIE, and barriers 

or facilitators to its use. 

Nir Menachemi et.al [5] in this study, author proposed 

Widespread adoption of Health Information Exchange 

(HIE) is a national objective driven by the potential for 

improved care delivery and cost reduction in healthcare. 

While previous reviews have yielded limited evidence 

supporting these anticipated benefits, early studies of 

HIE were methodologically constrained. This study aims 

to provide an updated review of recent literature on the 

impact of HIE, employing rigorous methodologies to 

evaluate its effects on healthcare outcomes. Following 

the Preferred Reporting Items for Systematic Reviews 

and Meta-Analyses (PRISMA) guidelines, we conducted 

a systematic review using PubMed and Scopus 

databases. Our search identified 24 articles comprising 

63 individual analyses, primarily from the United States 

with a focus on nine states. Approximately 40% of the 

analyses originated from HIEs in New York. Seven 

studies utilized designs suitable for causal inference, all 

of which reported positive effects from HIE 

implementation, with no adverse outcomes observed. 

The findings of this review suggest that studies 

employing rigorous designs consistently report benefits 

from HIE, including reductions in duplicated 

procedures, imaging, costs, and improvements in patient 

safety. Additionally, community-based HIEs were more 

likely to demonstrate benefits compared to enterprise 

HIEs or vendor-mediated exchanges. These results are 

promising for the potential of HIEs to deliver on 

anticipated improvements in care delivery and cost 

reduction. 

3.Tabulated Survey 
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The paper 

presents a 

blockchain-

based 

framework 
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electronic 

health records 

(EHR) and 

share them 
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across 

different 

healthcare 
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authors 
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time required 

for clinicians 

to receive 

permissions 

and decryption 

keys from 

different 
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average time 
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seconds for 

permissions 

and 23.844 

seconds for 

decryption 

keys. 
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implemented 

a private 

Ethereum 

blockchain 

system with 

smart 

contracts that 

store 

touchpoints, 

which are 

summaries of 

each patient 

visit. 

2 The 

paper 

does not 

explicitly 

mention 

any 

specific 

dataset 

that was 

used for 

the 

analysis 

or 

evaluatio

n of the 

blockchai

n 

technolog

ies 

outcome 

measure. 

The 

implementati

on of the 

system 

involves four 

categories of 

applications 

based on the 

main goals of 

using the 

blockchain-

stored data: 

(1) improved 

medical 

record 

management 

(2) enhanced 

insurance 

claim 

process, (3) 

accelerated 

clinical/biom

edical 

research and 

(4) advanced 

biomedical/he

alth care data 

ledger. 

Blockchain is a 

distributed 

ledger 

technology 

with benefits 

for biomedical 

and healthcare 

applications, 

such as 

decentralized 

management, 

immutable 

audit trail, data 

provenance, 

robustness/avai

lability, and 

security/privac

y. 

Transpare

ncy and 

Confident

iality, 

Speed and 

Scalabilit

y The 
threat of a 

51% 

Attack. 

And all 

reported 

some 

beneficial 

effects 

from HIE, 

none 

reported 

adverse 

effects. 

3 PubMed 

and 

Scopus 

databases 

(from 

January 

1980 to 

May 

2014) 

with 

HIE-

related 

search 

terms. 

The authors 

followed the 

PRISMA 

guidelines for 

conducting 

and reporting 

systematic 

reviews. They 

searched two 

databases 

(PubMed and 

Scopus) with 

HIE-related 

keywords and 

terms related 

to 

effectiveness. 

They 

included only 

empirical 

studies 

The research 

does not 

provide 

sufficient 

rigorous 

evidence to 

support the 

benefits of 

Health 

Information 

Exchange 

(HIE). It 

suggests that 

future research 

should focus 

on improving 

study designs 

to reduce 

selection bias 

and 

confounding. 

Limited 

Sample 

Size, 

Robust 

Findings, 

Potential 

Omission, 

Snowball 

Technique

s 

published in 

peer-

reviewed 

English 

language 

journals that 

evaluated 

HIE and 

some discrete 

healthcare 

measures. 

They 

extracted 

various 

information 

from each 

study, such as 

study design, 

setting, 

outcome type, 

and effect. 

They also 

performed 

bivariate and 

multivariate 

analyses to 

examine the 

associations 

between 

study 

characteristic

s and finding 

a beneficial 

effect of HIE. 

They 

identified 27 

articles that 

met their 

inclusion 

criteria, 

which 

consisted of 

94 individual 

analyses. 

The text also 

highlights the 

need to include 

diverse 

settings, 

populations, 

and outcome 

measures, 

which are 

currently 

underrepresent

ed in the 

research. It 

calls for 

government 

agencies and 

exchange 

organizations 

to support the 

use of stronger 

evaluation 

designs by 

providing more 

resources. 

4 Health 

informati

on 

exchange 

(HIE) 

from 

PubMed, 

Web of 

Science, 

the 

Cochrane 

Database

s, and 

gray 

literature 

from 1 

January 

2003 to 

This 

systematic 

review is 

reported 

according to 

PRISMA 

(Preferred 

Reporting 

Items for 

Systematic 

Reviews and 

Meta-

Analyses) 

guidelines. A 

formal 

protocol was 

developed 

and submitted 

Health 

information 

exchange use 

probably 

reduces 

emergency 

department 

usage and 

costs in some 

cases. Effects 

on other 

outcomes are 

unknown. All 

stakeholders 

claim to value 

HIE, but many 

barriers to 

acceptance and 

Publicatio

n bias, 

possible 

selective 

reporting 

of 

outcomes, 

and a 

dearth of 

reporting 

on context 

and 

implement

ation 

processes 
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31 May 

2014. 

to 

PROSPERO, 

which 

included the 

key 

questions, 

search 

strategy, and 

inclusion and 

exclusion 

criteria 

(CRD420140

07469). A 

technical 

expert panel 

provided 

input on the 

protocol and 

preliminary 

results. 

sustainability 

exist. A small 

portion of 

operational 

HIEs have 

been 

evaluated, and 

more research 

is needed to 

identify and 

understand 

success 

factors. 

5 We 

identified 

24 

articles 

for 

inclusion 

that were 

published 

between 

May 

2014 and 

June 

2017. 

These 24 

articles 

included 

63 

discreet 

analyses, 

which 

were of 

interest 

given that 

a study 

may have 

evaluated 

more 

than one 

outcome 

measure. 

Used by the 

Preferred 

Reporting 

Items for 

Systematic 

Reviews and 

Meta-

Analyses 

guidelines to 

conduct our 

systematic 

review. 

PubMed and 

Scopus 

databases 

were used to 

identify 

empirical 

articles that 

evaluated 

HIE in the 

context of a 

healthcare 

outcome. 

The search 

strategy 

identified 24 

articles that 

included 63 

individual 

analyses. The 

majority of the 

studies were 

from the 

United States 

representing 9 

states, and 

about 40% of 

the included 

analyses 

occurred in a 

handful of 

HIEs from the 

state of New 

York. Seven of 

the 24 studies 

used designs 

suitable for 

causal 

inference and 

all reported 

some 

beneficial 

effects from 

HIE, none 

reported 

adverse 

effects. 

Data use 

limitation

s, Data 

quality 

issues, 

Patient 

matching 

challenge, 

Structural 

barriers, 

Patient 

matching 

challenge, 

Cost, and 

Complexit

y. 

 

 

 

 

 

 

 

3. CONCLUSIONS AND FUTURE 

ENHANCEMENT 
 

In summary, the project presents a novel approach to 

enhancing authentication and confidentiality in the 

secure sharing of patient medical records, specifically 

focusing on Patient Treatment Data. It introduces a 

system centered around the utilization of a Patient 

Universal ID, ensuring restricted and controlled access 

to patient medical data. By transitioning from manual 

and paper-based processes to a digitalized framework, 

the system addresses inherent limitations, leveraging 

blockchain and AWS S3 service technologies. The 

integration of blockchain establishes a decentralized and 

tamper-resistant ledger, guaranteeing the integrity and 

security of patient medical data, while the AWS S3 

service enhances scalability and accessibility. Based on 

the findings of the project, recommendations are 

provided for practitioners, policymakers, and 

researchers. Practitioners in healthcare settings are 

encouraged to explore the adoption of similar secure 

information exchange systems to streamline access to 

patient treatment records while maintaining 

confidentiality. Policymakers are urged to consider 

policies that support the implementation and regulation 

of such systems to ensure patient privacy and data 

security. Researchers are recommended to further 

explore the potential applications and enhancements of 

blockchain and AWS S3 technology in healthcare data 

management. 

Looking ahead, potential areas for future research or 

exploration include: 

• Further investigation into the interoperability of 

blockchain-based healthcare systems with 

existing electronic health record (EHR) systems. 

• Exploration of additional security measures and 

protocols to enhance patient data protection in 

decentralized healthcare data exchange 

platforms. 

• Examination of the scalability and performance 

of blockchain-based solutions in handling large 

volumes of patient treatment data. 

• Research into the potential integration of 

emerging technologies such as artificial 

intelligence (AI) and the Internet of Things 

(IoT) with blockchain-based healthcare systems 

for enhanced data analytics and patient care 

delivery. 

Overall, this survey highlights the significance of 

blockchain technology in addressing the challenges of 

medical data storage and management within the 

healthcare sector and provides insights into future 

research directions in this emerging field. 
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