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Abstract—The increasing adoption of digital payment systems
such as Unified Payments Interface (UPI) and mobile banking has
significantly transformed the financial ecosystem in India. Despite
this growth, a substantial portion of the population continues to
rely on physical cash, especially in semi-urban and rural regions
where access to formal banking infrastructure remains limited.
Users frequently encounter challenges in converting digital money
into physical cash and depositing cash into digital accounts due
to issues such as ATM unavailability, long queues, restricted
banking hours, and lack of trustworthy service providers.

To address these limitations, this paper proposes CASHLYT, a
smart and secure location-based Cash-In and Cash-Out (CICO)
platform that facilitates seamless interaction between users and
verified agents. The system utilizes real-time location services
to identify nearby agents and enables users to generate cash-
in or cash-out requests through a mobile application. Upon
request acceptance, a one-time password (OTP) is generated to
authenticate the transaction, ensuring secure and reliable cash
exchange between users and agents.

Unlike conventional digital payment platforms, the proposed
system does not handle financial transactions within the applica-
tion, thereby reducing complexity and security risks. Instead,
it focuses on enabling safe coordination and verification for
offline cash exchange while maintaining transaction logs for
transparency and accountability. The architecture integrates user,
agent, and administrative modules along with location-based
services and secure authentication mechanisms.

The proposed solution aims to bridge the gap between digital
and physical financial systems, improve last-mile cash accessibil-
ity, and enhance user trust through verified agents. By reducing
dependency on traditional banking channels and providing a
scalable and user-centric platform, the system contributes to ad-
vancing financial inclusion and strengthening the overall fintech
ecosystem.

Index Terms—Cash-in, Cash-out, Fintech, Financial Inclusion,
Agency Banking
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1. INTRODUCTION

Due to significant advancements in technology, the field of
finances has drastically changed due to the development of
digital payments, including UPI, mobile banking, and digital
wallets. Despite their benefits, digital payments are not enough
to substitute physical cash since the latter is used for financial
transactions across semi-urban and rural areas, where digital
literacy and banking are yet to develop. Therefore, one of
the main problems faced by users is the conversion of digital
money to cash, which can be done using ATMs, but these
are often unavailable or do not contain necessary funds. In
addition, banks operate at certain times only and can be hard
to reach; thus, users have to rely on unverified sources and face
various difficulties related to safety and fraudulent activities
[6].

Fintech developments have helped improve the process
of digital payments, but none of them provide solutions
to the aforementioned problem. Current solutions primarily
concentrate on transaction facilitation within their applications,
neglecting the aspect of coordination of safe exchanges of cash
[6]. Therefore, there is a need to fill this gap by creating an
application that helps to find a local trusted agent who will
perform a cash exchange.

In order to do that, this paper offers to develop CASHLYT a
smart location-based Cash-In and Cash-Out (CICO) platform,
which allows to find nearby verified agents who accept cash
from customers in exchange for their digital payments. Such
platform would use GPS and secure mechanisms like OTP for
ensuring the safe and fast exchange of money.
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II. PROBLEM STATEMENT

With increasing advancements in technologies like Unified
Payment Interface (UPI) and mobile banking, one major
concern faced by the industry is that of bridging the gap
between digital transactions and physical money. Even after
such innovations, a majority of people still continue to use
cash as their means of carrying out day-to-day financial trans-
actions. This issue stems from problems related to availability
of ATMs, cash shortage, long queues, and unavailability of
banking facilities during odd hours [7].

Without any systematic process in place, the only option
available to the users is turning to informal agents who act as
mediators between digital money and physical currency. Such
practices expose users to fraudulent transactions and lack of
transaction visibility [1]. In addition to this, the user does not
get any information regarding trustworthy agents located near
him/her at the time of need.

Current technologies facilitate digital transactions without
addressing the issue of cash accessibility and secure coordi-
nation between users and agents in a systematic manner. In
other words, there are no location-based platforms available
today which would provide users with secure and verified cash
exchange services.

A much needed technology in such cases would be one
wherein users can easily identify trusted agents located nearby
and conduct cash operations along with maintaining transac-
tion records.

III. LITERATURE REVIEW

A number of studies have already been carried out on the
significance of fintech such as digital payment systems and
how they help in improving financial inclusion and facilitate
the transaction process. Some of these studies have recog-
nized the rapid adoption of technology systems such as UPI,
mobile banking, and digital wallets, which help to make the
process easier. There are several studies on security aspects of
mobile payment systems by developing secure architectures
and methods of ensuring authentication and fraud detection
mechanisms. Apart from that, studies conducted on the issue
of financial inclusion emphasize the need for digital means
of offering banking facilities to underprivileged segments of
society, especially those in remote rural areas.

Unfortunately, very few studies are available on this topic
focusing only on transaction processes. Many researchers have
also studied some aspects such as agent-based financing and
location-based services. However, there is no comprehensive
study on how to facilitate easy and secure cash-in and cash-
out operations in a real-time manner. In today’s world, there
is a dearth of offline systems for facilitating cash transfer.

IV. PROPOSED SYSTEM

The proposed solution has been named Cashlyt which is
a location based innovation in the form of a CICO network
meant to make the transition from physical to digital currency
seamless and secure. The application is meant to solve the
problem of connecting the popularity of electronic payment
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networks and continued usage of physical currencies for daily
transactions. This would be done by creating a connection
between the user and the nearby agents making sure that the
cash exchange process takes place in an organized manner [6].
The software is expected to perform the two functions of
cash-in and cash-out. In case of the cash-in, a person pays
the physical cash to the agent in exchange for which the
agent will deposit equivalent value of digital currency to the
account of the user. As far as the cash-out is concerned, the
user will pay the digital cash to the agent who will provide
the equivalent physical cash to him/her. It can also be used
for facilitating indirect cash transactions through conversion
process from physical to digital currency.

One of the salient features of the proposed system in-
cludes real-time location services, thereby making the system
highly accessible. Using GPS technologies, this application
would detect the available agents around the particular user
and enable the same for completing any kind of requested
transaction. The use of location services enables the users
to perform transactions without necessarily visiting ATMs or
banks, which might not be available always [5]. Further, the
availability status of the agents would be maintained inside
the application itself.

In order to achieve a secured system, OTP authentication is
employed in the transaction process. Upon making a request
from the user, an accepted request generates a One Time
Password. Once the transaction takes place between the two
parties, the user would provide the received password to the
agent. The agent then uses the application to verify whether
the transaction is legitimate or not. Thus, the OTP acts as an
important step in preventing fraud [7].

Apart from authentication processes, detailed logs of each
transaction with regard to status of request and verification
details are captured by the system. This provides greater
clarity and monitoring ability along with dispute resolution
capabilities in case any arises. Also, there exists an ad-
ministrative module to supervise agent verification process,
system activities and resolve operational problems for greater
reliability and effectiveness of the system.

Overall, the discussed model presents an effective solution
for overcoming the barriers between cash and electronic finan-
cial transactions. Combining location-based services with ver-
ified agents and secure methods of authentication, it increases
financial inclusiveness while reducing the necessity of relying
on conventional bank structures for last mile cash services [1].

V. SYSTEM ARCHITECTURE

The architecture of CASHLYT has been established on
a resilient, loosely coupled architecture that aims to create
an effective link between digital finance and physical cash
transactions through a modular and secure structure. First,
the backend server has been implemented using Node.js and
Express.js as the main orchestrators of all the processes in
the system through the use of secure REST APIs. These
orchestrators facilitate communication between the mobile
applications of both the user and agent and the web dashboard,
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which have been designed using Flutter and React respectively.
The use of real-time technology has been facilitated by the
Google maps API, which allows for the identification of
nearby agents, and the Firebase Cloud Messaging System that
sends instant notifications of transaction requests.

On the other hand, the architecture features multiple layers
for data protection and security. The security layer takes care
of important activities such as authenticating users and logging
the transactions through OTP. In terms of storing information,
the PostgreSQL database has been used.

Fig. 1: System Architecture of CASHLYT Platform

The system consists of the following components:
- User Interface (Web/Mobile Application)

- Agent Module

- Backend Server

- Database

Payment Gateway

.

VI. WORKING OF THE SYSTEM
A. Cash-In Process

Cash-In procedure allows for an easy transformation of
cash money into electronic currency by providing a secured
interaction with the certified agent. First, the user signs in to
the app and clicks on the Cash-In button; here the amount
that the user wishes to deposit should be typed in. Then,
the system uses location services (GPS, mapping software)
to locate nearby agents and show the user their availability
[5].

Afterward, the user chooses an appropriate agent, and sends
him or her the request to approve the transaction. When the
request is accepted, the system generates a unique one-time
password (OTP) that will be used as the security token for this
particular transaction. The generated OTP can be used by the
client alone within a certain time period in order to avoid any
kind of misuse [7].

From the side of the agent, the OTP supplied by the user
is used by the system for the verification process. The OTP is
validated with the help of the system data so as to ascertain
the authenticity of the OTP, and whether the request has
expired[1]. After successful validation, the agent proceeds to
complete the process by sending the amount to the user’s bank
account or mobile wallet using external payment methods like
UPI or mobile banking.
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Additionally, the system maintains records for all the trans-
action details, which include the user ID, agent ID, transaction
amount, date and time of the transaction, and the verification
status. In essence, the Cash-In process provides a secure and
efficient way of converting cash to digital money without
necessarily using banking services.

B. Cash-Out Process

Cash-Out allows the user to withdraw cash from the virtual
balance in possession using the services of an approved agent.
It starts with the user logging into the application and initiating
a Cash-Out procedure, where they enter the amount that they
want to withdraw [5]. Next, the system searches for available
agents near the user’s current location and presents the results
for selection [5].

Once the user has selected the agent, they send a request for
withdrawing the funds, which can be accepted or rejected by
the agent depending on their availability. Upon acceptance of
the request, the system generates a One-Time Password (OTP)
and communicates it to the user [5][7]. At this point, the user
needs to go to the agent’s place.

In the case of the transaction, the user sends the designated
digital amount to the agent via a secure payment mode like
UPL. Once the digital payment is successfully received by the
agent, they input the OTP into the system for validation [6].
OTP is validated to authenticate the transaction and ensure it
is valid and not modified.

Once the OTP is successfully validated, the agent gives the
physical cash of an equal amount to the user. Just like the
Cash-In procedure, all details about the transactions such as
the request information, payment confirmation, OTP validation
information, among others, are logged in the system for
security purposes.

Overall, the Cash-Out process provides a secure and effi-
cient alternative to traditional cash withdrawal methods such
as ATMs, particularly in areas where banking infrastructure is
limited or unavailable.

VII. RESULT

The execution of Cashlyt takes advantage of a scalable
backend system that guarantees a smooth and secure envi-
ronment for CICO transactions. The combination of Node.js
and PostgreSQL as back-end components enables a highly
responsive “digital witness” system. Node.js supports non-
blocking I/O processes that make it ideal for use in the
discovery module because it allows for the real-time matching
of users and agents based on geolocation.

A. User Onboarding and Profile Management

The process guarantees that both the users and agents have
a single access point to begin the financial transaction process
seamlessly.
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Fig. 4: Interface showing Cashlyt Agent Discovery.

— Transaction Interface: Users can create a request
by specifying the required amount that needs to be
Fig. 2: User Interface showing the Cashlyt User Login Page. deposited or withdrawn. Once the agent accepts the
request, an OTP is generated for a secure transaction.
- User Profile: This dashboard provides users with a
comprehensive view of their account details, transaction e IO
history, and personalized settings. 6 e -
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Fig. 3: User Interface showing the Cashlyt User Profile.

— Verification and Completion: An agent verifies the

B. jons: -1 - . .
Core Operations: Cash-In and Cash-Out OTP provided by the customer through the applica-
The core feature is powered by real-time location tracking tion to complete the process.

and authentication to fill the gap between online and
offline cash.

— Home Page and Agent Discovery: Users can create
a request by specifying the required amount that
needs to be deposited or withdrawn. Once the agent
accepts the request, an OTP is generated for a secure
transaction.
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Fig. 6: Interface showing the Cashlyt Transaction Completion.

C. Administrative Oversight

The online Admin Dashboard maintains system integrity
and accountability through centralized administration and
live data monitoring.

— Agent Registration: Agent Registration is done the
Agent and admin review and approve agent applica-
tions, checking submitted documentation to maintain
the security and reliability of the network.

s €29 W

Fig. 7: Interface showing the Cashlyt Agent Registration .

— System Monitoring: A centralized interface tracks
all transaction logs, request statuses, and user feed-
back in real-time to resolve any potential disputes.
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VIII. ADVANTAGES OF THE PROPOSED SYSTEM

Improved Financial Accessibility: Helps in con-
verting money into digital money and digital money
into cash easily, particularly in semi urban and rural
areas.

Reduced Dependency on ATMs and Banks: Elim-
inates dependency on banks or ATM, which may not
be available or can be crowded.

Location-Based Convenience: Identifies nearby
agents through GPS.

Secure Transactions using OTP Authentication:
Transactions done are always verified and secure
from any kind of security threats.

Verified Agent Network: Only those agents who are
authorized are able to conduct the transaction.

Time-Saving and Efficient: Reduces waiting time
through quick agent connectivity.

Offline Cash Exchange Capability: Enables secure
offline cash transactions between users and agents.

Transparency through Transaction Logging:
Maintains secure and reliable transaction logs for
transparency and accountability.

User-Friendly Interface: Easy-to-use mobile appli-
cation designed for individuals who have some level
of experience with smartphones.

Supports Financial Inclusion: Facilitates access
to financial services by unbanked and underbanked
communities.

Real-Time Agent Availability: Shows live agents
which speeds up the process.

Reduced Risk of Informal Transactions: Elim-
inates risk of dealing with people without proper
verification.

Enhanced Trust and Reliability: Uses OTP and
agent verification to instill user trust.

Minimized Transaction Errors: Ensures transac-
tion is completed properly using OTP method.
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Centralized Monitoring and Control: Admin panel
can help with monitoring of system activity.

Audit and Record Keeping: Transaction history is
available for auditing purposes.

Low Operational Cost: Does not need costly facil-
ities such as ATMs.

Faster Service Compared to Traditional Methods:
Rapid processing and verification save time.

Encourages Digital Payment Adoption: Assists
individuals with cash to digital transition.

Reduced Geographical Barriers: Gives access to
financial services in rural or distant places.

Customizable and Upgradable: Allows integration
of extra features like rating or fraud protection.

IX. LIMITATIONS OF THE PROPOSED SYSTEM

Need for Availability of Agents: The system is
dependent on local agents; without their availability,
any transaction cannot take place.

Requirement for Internet Connection: This appli-
cation needs an internet connection for the creation
of request, validation of OTP, and geolocation ser-
vices.

Limited Initial Reach: At the beginning, there may
not be many agents who would register themselves
with the system, limiting its use in some areas.

Dependence on External Transaction System:
Digital transactions will be done using the UPI or
banking system, where issues of delays and failures
can occur.

Security Risks for Physical Transactions: Being
offline, cash transactions can involve risks of steal-
ing, counterfeit money, or other related disputes.

Concern about Trustworthiness: Users might have
concerns about trusting the verified agents during the
initial stage of operation.

Failure of OTP Generation/Use: Issues with the
process of OTP generation or entering the wrong
code can make the process of transaction fail.

Dependency on Smartphones and Technology:
The system uses smartphone devices and technology,
which may not be available with some users.

Risk of Conducting Fraudulent Activities: The
possibility of making any fake request and misusing
the system by the users or agents exists.

System Scalability Issues: With increasing users
and agents, more advanced infrastructure might be
required.

— Legal and Regulatory Restrictions: The system
should follow financial laws in terms of the handling
and management of cash.

— Maintenance Overhead: Monitoring the system,
verifying agents, and upgrading the system regularly
are necessary for optimal functioning.

X. CONCLUSION

A proposed system suggests an innovative, practical and
secure solution that allows users to convert cash into
digital money by using a geographic-aware platform that
allows to switch from one currency form to another
[6]. Being connected to nearby agents, users will be
able to perform financial operations easily and reduce
dependence on banking infrastructures, such as ATMs and
banking offices [1]. Using a real-time location services
system will make it easy to find a suitable agent, while
OTPs-based security will increase the security level and
minimize risks of unauthorized actions[7].

In addition, the proposed system provides great possibil-
ities of ensuring financial inclusion since a reliable tool
of entering the digital finance sector has been developed.
Using transaction logging and verifying the identity of
agents will promote more accountability and trust [10].
Though some challenges exist in relation to the system
and its usage, such as a need to rely on the presence of
agents and use external payment platforms, overall, this
system seems to have a great future perspective.

XI. FUTURE SCOPE

There is a great deal of scope available for further
improvement and extension of the proposed system for
increased functionality, security, and better user experi-
ence. Some of the possible improvements that can be
made in the future include the introduction of QR-code
based authentication mechanism as an alternative to OTP
for providing a faster and more convenient option for
transaction processing. Feedback and ratings for agents
can also be included in the system as a means of evalu-
ating their performance and ensuring greater reliability
in this regard. Moreover, through the incorporation of
machine learning and Al techniques, the system will be
able to detect fraud cases and analyze transaction patterns
to make better decisions.

In the future, some additional features could be incor-
porated in the system to enhance its effectiveness. For
example, direct integration with the banking systems
and digital wallets will allow the platform to facilitate
transactions more easily. Moreover, the reach of the
system can be increased in terms of covering as many
rural and remote areas as possible. Some additional im-
provements could include multilingual interface support
and biometric authentication for enhancing security and
user experience.
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