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ABSTRACT : 

The Dynamic Host Configuration Protocol (DHCP) 

stands as a foundational pillar of modern Internet 

Protocol (IP) networks, automating the configuration of 

network interfaces, subnet masks, default gateways, and 

Domain Name System (DNS) servers. As networks have 

transitioned from small, static localized entities to 

massive, highly dynamic corporate, cloud, and Internet 

of Things (IoT) ecosystems, the operational reliance on 

DHCP has intensified exponentially. However, the 

original design parameters of DHCP, codified in RFC 

2131 for IPv4 and subsequently updated in RFC 8415 

for IPv6 (DHCPv6), focused primarily on operational 

efficiency, plug-and-play convenience, and cross-

platform interoperability, deliberately omitting intrinsic 

cryptographic authentication and validation 

mechanisms. Consequently, DHCP remains highly 

susceptible to severe security exploits, including DHCP 

starvation attacks, rogue server insertions, man-in-the-

middle (MitM) interceptions, and IP address spoofing. 

This research paper provides an exhaustive, multi-

dimensional architectural analysis of DHCP across both 

IPv4 and IPv6 implementations. It dissects the finite 

state machine models governing client-server-relay 

communications, conducts a systematic threat modeling 

analysis of known protocol vulnerabilities, evaluates 

existing defense mechanisms such as DHCP Snooping 

and IP Source Guard, and proposes a next-generation, 

cryptographically secure framework leveraging modern 

public-key infrastructure (PKI) and zero-trust 

verification principles. 

Through mathematical modeling of address pool 

depletion vectors and detailed operational flowcharts, 

this study aims to establish a definitive reference for 

network architects seeking to harden core infrastructure 

services against sophisticated network-layer 

interventions. Keywords: Dynamic Host Configuration 

Protocol (DHCP), DHCPv6, Network Security, Rogue 

DHCP Server, DHCP Starvation, Cryptographic 

Authentication, DHCP Snooping, Finite State Machine  

 

INTRODUCTION : 

The early epochs of computer networking, address 

assignment and localized configuration parameters were 

handled 

entirely via manual provisioning. Network 

administrators were tasked with hardcoding unique Internet 

Protocol (IP) addresses, subnet masks, default gateways, and 

name resolution criteria directly into the configuration files 

of individual host systems. While manageable within small-

scale architectures, this localized approach quickly proved 

unviable, error-prone, and unsustainable with the advent of 

large organizational networks and the rapid expansion of 

TCP/IP-based infrastructures. The operational bottleneck 

prompted the development of the Bootstrap Protocol 

(BOOTP) in 1985 (RFC 951), designed to allow diskless 

workstations to discover their own IP addresses and locate a 

boot image path from a centralized network server. 

Although BOOTP introduced the concept of centralized 

configuration automation, it retained distinct limitations. It 

lacked the facility to dynamically allocate addresses from a 

shared pool and could not automatically reclaim addresses 

when host systems disconnected from the network 

infrastructure. To address these architectural gaps, the 

Internet Engineering Task Force (IETF) introduced the 

Dynamic Host Configuration Protocol (DHCP) in 1993, 

with its definitive IPv4 specification formalized under RFC 

2131 in 1997. 

DHCP revolutionized modern systems engineering by 

implementing a dynamic leasing mechanism. 

This protocol allowed network nodes to request, acquire, 

maintain, and return IP configurations on an on demand 

basis, significantly preserving finite IPv4 address spaces 

and reducing administrative overhead. As the contemporary 
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paradigm shifts toward ubiquitous cloud computing, 

hyper-dense wireless enterprise networks, and massive 

Internet of Things (IoT) networks, the dependency on 

robust, available, and scalable DHCP infrastructures has 

never been more pronounced. 

A single minute of DHCP server downtime can 

completely paralyze an entire enterprise campus, 

rendering new devices unable to communicate beyond 

their local links and leaving existing devices stranded as 

their leases expire. 

Despite this critical structural position, DHCP’s lack of 

built-in security features poses a constant operational 

hazard. 

Designed in an era of implicit internal network trust, 

DHCP contains no native cryptographic verification 

routines to confirm the authenticity of servers or clients. 

This design oversight opens up major attack vectors, 

allowing malicious entities to execute large-scale 

network redirections, data sniffing, and denial-of-

service (DoS) operations with minimal technical 

complexity. This comprehensive paper is structured to 

offer a deep dive into the operational mechanics, 

structural vulnerabilities, and modern countermeasures 

associated with DHCP. Section 2 establishes the core 

technical architecture, defining the underlying message 

structures and the four-step handshake mechanism. 

Section 3 expands this paradigm into IPv6 environments 

through a detailed exploration of DHCPv6. Section 4 

presents the Finite State Machine (FSM) model, 

mapping the internal mathematical transitions of a 

DHCP client. Section 5 evaluates the deployment of 

DHCP Relay Agents across multi-subnet boundaries. 

Section 6 provides an exhaustive taxonomy of security 

vulnerabilities and attack execution models. Section 7 

reviews contemporary mitigation frameworks 

implemented at the layer-2 switching fabric. Section 8 

introduces a conceptual next-generation cryptographic 

verification architecture designed to eliminate rogue 

server propagation. Finally, Section 9 and 10 summarize 

the empirical conclusions and outline future vectors of 

protocol standardization . 

 

2. CORE ARCHITECTURE AND MESSAGE 

FORMATS: 

(IPV4) The operational framework of IPv4 DHCP is 

built upon a well-defined client-server paradigm 

utilizing the User Datagram Protocol (UDP) as its 

transport Layer mechanism. Centralized servers listen 

on UDP destination port 67, while client devices 

broadcast requests and listen on UDP destination port 

68. The utilization of a connectionless, best-effort transport 

layer is structurally necessary because a newly initializing 

client lacks an established IP network layer identity and 

cannot construct a stateful TCP connection. 

2.1 The DHCP Message Packet Field Layout: 

To understand the exact data exchanges taking place during 

network initialization, we must examine the specific 

internal binary layout of a standard DHCP message packet. 

Every DHCP packet shares a uniform structural format 

consisting of fixed-length fields followed by a highly 

flexible, variable-length options field. 

2.2 The DORA Four-Way Handshake: When an 

unconfigured client joins an active local link, it navigates a 

strict four-step transactional handshake colloquially 

abbreviated as the DORA process. This interactive 

sequence is executed as follows: 

1. DHCPDISCOVER: The client broadcasts a layer-2 and 

layer-3 message across the local subnet. The destination 

MAC address is set to FF:FF:FF:FF:FF:FF and the 

destination IP address is directed to 255.255.255.255. This 

message seeks any operational DHCP server capable of 

providing a configuration lease. 

2. DHCPOFFER: Any server receiving the discovery 

broadcast evaluates its internal address pools. If a valid 

address is available, the server reserves it and transmits a 

unicast or broadcast DHCPOFFER packet containing the 

proposed IP (yiaddr), subnet mask, lease duration, and the 

server’s own identifying IP. 

3. DHCPREQUEST: Upon receiving one or more offers, 

the client selects a server (typically the first offer received). 

It broadcasts a DHCPREQUEST message to the entire 

network. This packet contains Option 54 (Server Identifier) 

to explicitly signal which server's offer was chosen. This 

informs all other competing DHCP servers that their 

proposed leases have been declined, allowing them to 

release their reserved IPs back into their respective 

allocatable pools. 

4. DHCPACK: The selected server receives the client's 

confirmation and issues a final DHCPACK packet. 

This maps the final lease configuration parameters, 

including lease expiration constants T1 (renew timer) and 

T2 (rebind timer). 

Upon receipt of this packet, the client initializes its network 

interface stack with the designated configuration. 

 

3. NEXT-GENERATION IMPLEMENTATION: 

DHCPV6 With the architectural transition to Internet 

Protocol Version 6 (IPv6), the mechanism for dynamic 

configuration underwent comprehensive modifications, 
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culminating in the design of DHCPv6, standardized 

under RFC 8415. Unlike IPv4, where DHCP is the 

primary tool for automated IP assignment, IPv6 treats 

DHCPv6 as a complementary or alternative framework 

to Stateless Address Autoconfiguration (SLAAC). 

3.1 SLAAC vs Stateful DHCPv6 Integration : 

In an IPv6 environment, host nodes utilize Neighbor 

Discovery Protocol (NDP) Router Advertisement (RA) 

messages to discover link-local and global network 

attributes. 

Router Advertisements contain critical configuration bits 

that determine how hosts acquire their addresses: 

Managed Address Configuration Flag (M-bit): When set 

to 1, this bit explicitly commands the host to ignore 

SLAAC and query a stateful DHCPv6 server to obtain a 

dynamically managed global unicast IPv6 address. Other 

Configuration Flag (O-bit): When set to 1, this bit 

instructs the host to utilize SLAAC to generate its 

primary IPv6 address, but to simultaneously leverage a 

stateless DHCPv6 server to retrieve auxiliary 

infrastructure settings, such as DNS server listings and 

search domain matrices. 

3.2 Message Taxonomy and Ports DHCPv6: changes 

the transport layer destination metrics. Clients listen on 

UDP port 546, while servers and relay agents monitor 

UDP port 547. Furthermore, broadcast addressing is 

completely absent in IPv6. Instead, DHCPv6 clients 

transmit initial requests to a well-known link-scoped 

multicast address: ff02::1:2, which targets all DHCPv6 

servers and relay agents residing on the local link 

segment. The standard four-way exchange in DHCPv6 

uses different nomenclature than its IPv4 predecessor. 

The handshake relies on the SOLICIT - ADVERTISE - 

REQUEST - REPLY 

message matrix. The client issues a Solicit multicast to 

discover servers; eligible servers respond with an 

Advertise message detailing configuration availability; 

the client responds with a Request packet confirming 

choice; and the server delivers the final bindings via a 

unicast Reply message. 

 

4. FINITE STATE MACHINE (FSM) MODEL OF 

DHCP CLIENTS: 

To ensure robust operational continuity and prevent 

configuration collisions, a DHCP client operates as a 

precise mathematical Finite State Machine (FSM). The 

client transitions through explicit states based on internal 

timer expirations or external network inputs. 

Understanding these states is critical for diagnosing 

systemic network issues and debugging driver-level 

network behaviors. 

4.1 The Primary Operational States The complete life 

cycle of a standard DHCP client lease involves the 

following state INIT State: The foundational initialization 

state. The client has no IP assigned and boots up by sending 

out a broadcast DHCPDISCOVER packet, immediately 

transitioning into the SELECTING state. SELECTING 

State: The client listens for incoming DHCPOFFER 

messages. It collects offers over a short window, selects a 

suitable option, and issues a DHCPREQUEST broadcast 

while shifting into the REQUESTING state. 

REQUESTING State: The client awaits the definitive server 

acknowledgment (DHCPACK). If a DHCPNAK (Negative 

Acknowledgment) arrives or a timeout occurs, the client 

falls back to the INIT state. Upon receiving a valid 

DHCPACK, it reads the lease timers and enters the 

BOUND state. BOUND State: The active operational state. 

The client actively utilizes its lease to process network 

traffic. It maintains three distinct timers: T1 (Renewal 

Timer, defaulting to 0.5 

{Lease Duration}), T2 (Rebinding Timer, defaulting to 

0.875 {Lease Duration}), and T3 (The total lease expiration 

threshold). 

4.2 Mathematical Modeling of Lease Renewal Mechanics: 

When internal clock tracking indicates that timer T1 has 

expired, the client transitions from the BOUND state into 

the RENEWING state. In this state, the client must attempt 

to renew its allocation directly with the specific server that 

originally granted the lease. This transaction is conducted 

strictly via directed unicast DHCPREQUEST packets sent 

directly to the server's IP address. 

If the original server is online and operational, it responds 

with a unicast DHCPACK, resetting the T1 and T2 timers 

and returning the client to the BOUND state. If the original 

server remains unresponsive and timer T2 expires while the 

client is stuck in the RENEWING state, the client 

immediately shifts into the REBINDING state. In this state, 

the client assumes the original server is offline or 

permanently unreachable and attempts to renew its 

configuration with any available DHCP server on the local 

broadcast domain. To achieve this, it switches from unicast 

transmission back to broad-scale broadcast 

DHCPREQUEST messages. 

 

5. DHCP RELAY AGENTS AND MULTI-SUBNET 

ARCHITECTURE: 

By design, standard IP routers do not forward layer-2 or 

layer-3 broadcast transmissions across localized interface 

boundaries. Broadcast traffic is strictly contained within its 

originating collision and broadcast domain to preserve 

https://ijsrem.com/


     
         International Journal of Scientific Research in Engineering and Management (IJSREM) 

                           Volume: 10 Issue: 06 | Jun - 2026                              SJIF Rating: 8.659                                            ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                                                                                                      |        Page 4 
 

wide-area network bandwidth. This constraint 

introduces an architectural challenge: if a distinct DHCP 

server had to be deployed on every single logical subnet, 

large-scale enterprise environments would suffer from 

extreme server sprawl, high licensing costs, and 

complex administrative fragmentation. To overcome 

this limitation, network engineering relies on DHCP 

Relay Agents (codified under RFC 1542). A relay agent 

is a software routine embedded within a multi-layer 

switch or a central routing interface that acts as an 

intermediary proxy between isolated client subnets and 

a centralized DHCP server array. 

 

6. COMPREHENSIVE SECURITY 

VULNERABILITIES AND THREAT 

TAXONOMY: Because the fundamental specifications 

of DHCP (RFC 2131) prioritize open interoperability 

over secure data validation, the protocol is highly 

vulnerable to exploitation. Attacks against DHCP can 

compromise the availability of network services or 

expose data flows to unauthorized interception. This 

section breaks down the mechanics of these core 

exploits. 6.1 DHCP Starvation Attacks A DHCP: 

Starvation attack is a highly disruptive Denial of Service 

(DoS) exploit designed to completely drain an active 

DHCP server's address pool. Attackers execute this by 

utilizing specialized network utilities like yersinia or 

gobbler to generate thousands of synthetic 

DHCPDISCOVER packets within a matter of seconds. 

6.2 Rogue DHCP Server Insertion and Man-in-the-

Middle (MitM): Exploits In a Rogue DHCP Server 

attack, an unauthorized, malicious DHCP server is 

introduced onto the local broadcast link. Because DHCP 

lacks cryptographic authentication, clients accept 

configurations from whichever server responds first. If a 

rogue server beats the legitimate corporate server to a 

client request, it can provision the client with a 

malicious configuration designed to intercept or redirect 

its traffic. 

 

7. INDUSTRY-STANDARD LAYER-2 

MITIGATION FRAMEWORKS Because these network 

attacks originate on the local link, network architects 

implement defense mechanisms within the layer-2 

switching fabric. These defenses prevent malicious 

DHCP messages from traversing switch ports and 

neutralizing attacks before they reach the core routing or 

server infrastructures. 

 

 

7.1 DHCP Snooping Mechanics : 

• DHCP Snooping is a fundamental security feature 

integrated into modern managed layer-2 switches. When 

enabled, it splits the switch's physical and logical interfaces 

into two distinct classifications Trusted Interfaces Ports that 

connect directly to legitimate corporate DHCP servers, 

upstream core switches, or authorized relay routing points. 

These interfaces are permitted to transmit all types of 

DHCP messages, including DHCPOFFER and DHCPACK 

packets. 

• Untrusted Interfaces: Ports that connect to standard edge 

user terminals, wireless access points, or unverified wall 

jacks. If a switch receives an inbound DHCPOFFER, 

DHCPACK, or DHCPNAK packet on an untrusted port, it 

immediately drops the packet, blocks the interface, and logs 

an automated SNMP security alert. This design prevents 

unauthorized or rogue DHCP servers from operating on 

untrusted edge links. Furthermore, DHCP Snooping tracks 

client activity by dynamically building and maintaining a 

DHCP Snooping Binding Database. The switch inspects 

legitimate client handshakes to map the client's MAC 

address, assigned IP, remaining lease duration, VLAN ID, 

and physical interface port into a secure lookup table. 

7.2 Dynamic ARP Inspection (DAI) and IP Source Guard 

(IPSG): Once populated, the DHCP Snooping Binding 

Database serves as the foundation for advanced 

layer-2 security systems like Dynamic ARP Inspection 

(DAI) and IP Source Guard (IPSG). DAI protects networks 

against Address Resolution Protocol (ARP) poisoning and 

spoofing exploits. When an edge host transmits an ARP 

broadcast to associate its MAC address with an IP, the 

switch intercepts the message and verifies it against the 

secure bindings database. If the MAC and IP pairing does 

not match an active DHCP lease entry, the switch drops the 

unauthorized ARP frame. Concurrently, IP Source Guard 

(IPSG) thwarts layer-3 source address spoofing. It programs 

the switch's internal hardware ASIC filters to block all 

incoming IP packets unless their source IP and source MAC 

perfectly match a validated entry in the DHCP binding 

database, preventing attackers from impersonating other 

nodes on the network. 

 

8. PROPOSED CRYPTOGRAPHICALLY SECURE 

DHCP (CS-DHCP) 

FRAMEWORK :While layer-2 defenses like DHCP 

Snooping provide robust localized protection, they are 

operational stopgaps that require specialized, managed 

network hardware . 

A more permanent solution requires modifying the protocol 

itself to introduce native cryptographic security. This 
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section proposes a comprehensive framework called 

Cryptographically Secure DHCP (CS-DHCP), which 

leverages asymmetric Public-Key Infrastructure (PKI) 

and mutual validation parameters within the standard 

DHCP options payload. 

8.1 Algorithmic Implementation 

Matrix :The CS-DHCP framework introduces 

digital signatures into the variable options payload 

using asymmetric cryptography. Under this model, 

the enterprise root authority provisions every 

authorized DHCP server with a validated 

X.509 certificate and an associated private key. The 

public verification key is embedded into the secure 

operating images of all network client nodes during 

manufacturing or initial device provisioning. 

9. DISCUSSION AND COMPARATIVE 

PERFORMANCE ANALYSIS: Deploying 

security mechanisms across enterprise network 

environments always introduces performance and 

operational trade-offs. While the proposed CS-DHCP 

framework offers robust end-to-end cryptographic 

protection, it increases computational overhead on both 

servers and client nodes. This section analyzes the 

performance differences between traditional DHCP, 

layer-2 hardware defenses, and the proposed 

cryptographic framework. 

Traditional DHCP provides the highest throughput and 

lowest latency because it processes unencrypted UDP 

datagrams without cryptographic verification. 

However, this leaves the protocol exposed to the severe 

vulnerabilities detailed in Section 6. Implementing 

layer-2 DHCP Snooping adds minimal hardware latency 

because verification is handled inline by the switch’s 

application-specific integrated circuits (ASICs). 

However, it requires managed network hardware across 

the entire infrastructure and does not protect against 

threats within trusted areas of the network fabric. 

In contrast, the proposed CS-DHCP framework 

provides end-to-end security that does not depend on 

specific network hardware configurations. 

However, it requires additional CPU cycles to compute 

hashes and verify signatures on client nodes during 

device boot-up sequences. In dense enterprise environments where hundreds of devices may connect simultaneously—such as during a power restoration or morning shift start—this computational load can lead to higher server queue delays and increased packet processing 

times. 

To mitigate this overhead, network architects can deploy 

dedicated hardware security modules (HSMs) or 

hardware cryptographic accelerators within the central 

DHCP server cluster to handle signature processing 

efficiently 

10. CONCLUSION AND FUTURE 

DIRECTIONS The Dynamic: 

Host Configuration Protocol remains an essential 

foundation of IP network automation, but its inherent lack of 

security leaves modern infrastructures exposed to 

significant risks. 

This paper has explored the operational architecture of 

DHCP, analyzed its major security vulnerabilities, and 

evaluated both current layer-2 defenses and a proposed 

cryptographically secure alternative. 

While hardware-level protections like DHCP Snooping and 

IP Source Guard remain crucial components of a defense-

in-depth strategy, long-term security requires upgrading the 

protocol itself to incorporate native cryptographic 

verification. 

Future research and standardization efforts should focus on 

optimizing the cryptographic performance of protocols like 

CS-DHCP to reduce processing overhead on low-power IoT 

devices. 

Additionally, integrating zero-trust architecture principles 

with dynamic network access control (NAC) frameworks 

will help ensure that automated configuration systems can 

adapt to evolving threat landscapes and secure next-

generation network environments. 
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