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Abstract – This paper introduces CHHAVI—a bio-inspired, 

autonomous ornithopter designed for hazard assessment and 

visual intelligence in defense applications. Mimicking avian 

flight, CHHAVI uses flapping-wing locomotion for low-noise, 

camouflaged surveillance. It is built on a custom TriShakti 

architecture, integrating ESP32-S3, STM32F401, and 

RP2040 microcontrollers for distributed control, flight 

stability, and sensor fusion. The platform supports real-time 

telemetry, SWARM communication via ESP-NOW and LoRa, 

and features a blockchain-secured flight data logger for 

mission integrity. Preliminary testing confirms stable flight, 

perching, and autonomous operation, with ongoing validations 

for field deployment in military-grade reconnaissance. 
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I. INTRODUCTION 

 

The integration of autonomous systems in the fields of 

defense, disaster response, and environmental monitoring 

has become increasingly critical due to the growing demand 

for real-time intelligence, safety assurance, and terrain 

adaptability. Among the aerial robotic solutions developed in 

recent years, bio-inspired  

 

platforms—particularly ornithopters—offer a compelling 

advantage due to their stealth, energy efficiency, and 

terrain-interactive capabilities [vii], [viii]. These systems 

mimic avian flight, allowing them to blend naturally into the 

environment, produce minimal noise, and exhibit flexible 

maneuverability, thereby making them ideal for military 

surveillance and reconnaissance operations. 

While traditional UAVs such as quadcopters and fixed-wing 

drones offer high-speed data acquisition and mapping 

abilities, their auditory and visual signatures, limited flight 

endurance, and lack of perching or passive surveillance 

capabilities often reduce their effectiveness in sensitive or 

prolonged missions [iii], [xxv]. In contrast, biologically-

inspired aerial vehicles can achieve non-linear flight paths, 

passive gliding, and terrain-perching behaviors, offering 

strategic advantages in both urban and forested settings [ii], 

[iii]. 

This paper presents CHHAVI (Compact Hawk for Hazard 

Assessment and Visual Intelligence)—an autonomous 

ornithopter designed specifically for tactical hazard 

monitoring and reconnaissance. CHHAVI distinguishes 

itself through a custom-built TriShakti controller 

architecture, which distributes computational tasks across 

three specialized microcontrollers: ESP32-S3, STM32F401, 

and RP2040 [xii], [xiii], [xiv]. Each MCU is assigned a 

dedicated role—communication, real-time control, and sensor 

logging—ensuring modularity, failover safety, and real-time 

performance. 

To support extended missions and SWARM coordination, 

CHHAVI employs mesh-based communication using ESP-

NOW and long-range telemetry via LoRa, validated in prior 

works on SWARM robotics and wireless optimization [iv], 

[xix], [xx]. Additionally, the inclusion of a blockchain-

backed blackbox system enhances mission traceability and 

auditability, particularly vital for defense applications that 

require tamper-proof logs and forensic-grade telemetry [xi], 

[xvii]. 

Complementing its robust hardware and flight logic, CHHAVI 

features a custom-developed software suite called C-CTRL, 

which acts as a mission control interface with real-time 

telemetry, RTSP video feeds, and map-based geolocation of 

multiple aerial units. Its splash-based boot process and 

RAM/camera/network checks ensure deployment readiness 

across varied platforms. These innovations position CHHAVI 

not merely as a UAV, but as a tactical aerial agent with 

modular intelligence, embedded stealth, and resilient 

communication pathways. 

Despite these advancements, many aspects of CHHAVI 

remain classified, and the system is still undergoing final 

software integration and military-grade environmental 

validation. However, the results obtained so far in flight 

trials, perching tests, communication experiments, and 
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GUI validations demonstrate significant promise for future 

battlefield, border surveillance, and emergency assessment 

scenarios. 

This paper details the design philosophy, mechanical and 

electrical architecture, communication protocols, and 

results of experimental testing for CHHAVI. Used to 

benchmark CHHAVI against conventional aerial systems, 

while references to biomimetic research [i], [ii], [viii], control 

logic frameworks [x], [xxii], and embedded MCU 

optimizations [xii–xiv] provide a foundational context. 

 

 

II. RELATED WORK 

 

The CHHAVI system is developed as a fully autonomous, 

bio-inspired aerial robot with embedded intelligence for real-

time hazard detection and tactical reconnaissance. While its 

mechanical design enables flapping-wing flight and terrain 

perching, the core innovation lies in its modular, software-

driven flight architecture, multi-layered control logic, and 

intelligent data handling via custom software pipelines. 

A. Embedded Software Architecture 

CHHAVI’s flight intelligence is distributed across three 

microcontrollers on a custom-designed TriShakti board, with 

each MCU handling a defined domain of operation: 

• ESP32-S3: Responsible for mesh communication 

(ESP-NOW), LoRa telemetry, and GUI data handling. 

• STM32F401: Dedicated to flight stabilization, IMU 

data fusion (via Kalman filters [xx]), and control loop 

execution. 

• RP2040: Handles sensor collection (thermal, 

environmental) and hashes mission data into a blockchain-

based blackbox. 

These MCUs run firmware stacks written in C/C++ and 

MicroPython, structured as concurrent finite state machines 

(FSMs), which communicate over UART/I²C links. Watchdog 

timers and health-check feedback loops are built into the 

firmware to prevent subsystem lockups and ensure graceful 

recovery. 

B. Control Logic and Flight Management 

CHHAVI uses a hybrid control model combining: 

• Sensor-driven FSM logic for autonomous state 

transitions (takeoff, glide, perch, observe). 

• PID controllers for stabilizing flapping dynamics 

and heading correction. 

• Event-based triggers (e.g., thermal anomaly 

detection or loss of altitude) to initiate evasive maneuvers or 

communication with ground control. 

The flight planner module allows both manual waypoint 

definition and autonomous decision-making. Each mission can 

be pre-scripted, uploaded via the GUI, and monitored in real-

time. 

C. Mission Control Interface: C-CTRL 

A Python-based GUI named C-CTRL serves as the operator 

dashboard. It includes: 

• Splash-based boot sequence with system checks 

(RAM, camera availability, internet). 

• Drone manager window for real-time configuration 

of SWARM nodes. 

• Main dashboard displaying: 

o RTSP camera feeds from each drone. 

o GPS position overlays using 

OpenStreetMap. 

o Status panels showing battery, altitude, and 

thermal sensor data. 

The GUI backend communicates with ESP32-S3 over a Wi-Fi 

link using WebSocket and MQTT protocols, ensuring low-

latency telemetry transmission and operator control. Failover 

mechanisms switch to LoRa when Wi-Fi links degrade, 

maintaining mission continuity. 

D. Communication Protocols and Data Logging 

CHHAVI supports resilient, multi-modal communication: 

• ESP-NOW (Wi-Fi mesh) for peer-to-peer short-

range messaging. 

• LoRa (sub-GHz) for long-range, low-bandwidth 

telemetry. 

• Serial fallback (via RF module) for manual override. 

Data from all flight sessions is cryptographically hashed using 

SHA-256 and stored in an onboard ledger managed by the 

RP2040. This blockchain-based blackbox structure ensures 

tamper-proof audit trails, essential for defense-grade 

accountability. 

E. Power Optimization and Battery Selection 

To support long-duration surveillance, CHHAVI uses 21700 

lithium-ion cells, specifically the Molex Cell 71200, which 

outperforms standard 18650 cells in energy density and cycle 

life. 

 

Parameter 18650 Cell 21700 Cell (Molex 

71200) 

Capacity 2500–3000 

mAh 

4000–5000 mAh 

Weight ~45 g ~65 g 

Energy 

Density 

~200 Wh/kg ~270 Wh/kg 

Lifecycle 300–500 cycles 500–800 cycles 

Size 

Compatibility 

Compact builds Endurance-focused 

designs 

Table 3.1: Comparison of Lithium-Ion Battery Formats 

 

The software monitors voltage levels and automatically shifts 

to low-power or standby modes during idle periods or 

perching states, extending mission time without operator 

input. 
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III. PROPOSED WORK 

 

The CHHAVI project introduces a modular, bio-inspired 

robotic ornithopter optimized for defense-oriented hazard 

assessment and visual reconnaissance. While its mechanical 

flapping flight mimics avian movement, the true novelty lies 

in its distributed embedded software architecture, 

decentralized mesh communication system, and secure, real-

time data handling pipeline. The following subsections detail 

the architecture and operational workflow. 

 

A. TriShakti-Based Distributed Flight Intelligence 

CHHAVI’s core is the custom-designed TriShakti flight 

controller, a hardware-software co-designed module 

integrating three dedicated microcontrollers: 

• ESP32-S3: Manages mesh-based communication (ESP-

NOW), RTSP camera stream coordination, and operator 

interaction via Wi-Fi or LoRa. 

• STM32F401: Acts as the primary flight computer, 

processing inertial sensor data and executing PID-based flight 

stabilization algorithms. 

• RP2040: Handles peripheral sensor input, blackbox data 

logging, and periodic system diagnostics. 

These microcontrollers exchange data over UART/I²C buses 

using an event-driven messaging protocol, ensuring real-time 

synchronization of flight behavior, telemetry, and state 

transitions. 

 

   B. Software Stack and GUI Control 

CHHAVI's software stack is organized into three key layers: 

1. Embedded Firmware Layer 

o C++ (STM32, ESP32) and MicroPython (RP2040) 

implement modular FSMs. 

o Includes watchdog systems, Kalman filter fusion, 

PWM-based servo control, and voltage monitoring. 

2. Communication Abstraction Layer 

o Uses ESP-NOW for peer-to-peer SWARM 

messaging and LoRa for base telemetry. 

o WebSocket and MQTT protocols are used for real-

time GUI interaction. 

3. Operator GUI Layer (C-CTRL) 

o Built using Python (Tkinter + OpenStreetMap). 

o Provides mission visualization, drone linking, 

battery/thermal monitoring, and manual overrides. 

 

Figure 3.1: Software Architecture and Communication Flow 

Diagram 

 

C. Mesh Networking and SWARM Coordination 

CHHAVI’s SWARM capability is made possible by a mesh 

networking protocol based on ESP-NOW, enabling fast, 

low-power communication between multiple CHHAVI units 

without reliance on centralized infrastructure. This system 

supports: 

• Node discovery and authentication 

• Status relay (e.g., battery, thermal alerts) 

• Command propagation (mission sync, abort, 

override) 

Nodes maintain dynamic routing tables, and fallback 

communication through LoRa ensures operational continuity 

during node failures or RF interference. 

 

Figure 3.2: CHHAVI Mesh Network Conceptual Layout 

 

This mesh system supports both leader-follower and 

decentralized voting models, making CHHAVI deployable as 

a standalone unit or in coordinated teams. 

 

D. Blockchain-Based Blackbox Logging 

To ensure mission integrity, CHHAVI logs all telemetry—

including GPS, IMU, thermal data, and state transitions—into 

a blockchain-structured ledger managed by the RP2040. 

Each log entry is: 

• Hashed using SHA-256 

http://www.ijsrem.com/
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• Timestamped with mission context 

• Stored locally and mirrored to the base station via 

LoRa when possible 

This tamper-resistant logging mechanism provides secure 

forensic-level insights in case of crashes, interference, or 

mission loss. 

 

E. Power Management and Intelligent Perching 

The power subsystem is designed around high-efficiency 

21700 Molex lithium-ion cells. RP2040 monitors energy 

levels and triggers power-saving modes such as: 

• Servo detachment 

• Perch-based idle state 

• Deep sleep with wake-on-movement 

 

 

IV. RESULTS 

 

The CHHAVI system, after iterative development and 

subsystem-level integration, has successfully demonstrated 

functionality across its mechanical, embedded, and 

communication components in controlled environments. 

While final field deployment and military certification are still 

in progress, current results from software simulation, 

hardware-in-the-loop testing, and GUI-based interaction trials 

affirm the feasibility of CHHAVI as a stealth-capable, 

autonomous aerial surveillance platform. 

 

A. Functional Verification of Embedded Subsystems 

Each microcontroller in the TriShakti board has undergone 

isolated and integrated testing to ensure task-specific 

performance. The STM32F401 successfully manages real-

time stabilization loops, executing PID-based control of 

flapping mechanisms with sensor feedback latency below 25 

ms. The ESP32-S3, operating as the communication 

controller, demonstrated stable ESP-NOW-based mesh 

propagation with round-trip message latency under 40 ms in 

SWARM simulations involving up to five nodes. The RP2040, 

acting as the data logger, consistently performed block-wise 

SHA-256 hashing and local storage of telemetry with 

timestamp integrity. 

 

B. GUI and Command Interface Evaluation 

The Python-based C-CTRL interface has been evaluated for 

responsiveness, data visualization accuracy, and ease of 

operator control. The GUI displayed: 

• Live telemetry from all connected CHHAVI nodes, 

including battery level, signal strength, and orientation. 

• RTSP video feed streaming from onboard ESP32-

CAM units with minimal delay (~200–300 ms). 

• Dynamic map tracking of each drone's GNSS 

coordinates using OpenStreetMap integration. 

• Manual override features, emergency commands, and 

auto-switching to LoRa fallback under Wi-Fi dropouts. 

 

The splash screen module, system pre-flight checks (camera, 

internet, RAM), and device configuration tools all performed 

within acceptable parameters, reducing user burden and 

improving field readiness. 

 

C. SWARM and Mesh Networking Trial Outcomes 

The implementation of ESP-NOW mesh networking yielded 

promising results. Peer-to-peer message broadcast, route 

discovery, and node state synchronization were verified in an 

indoor obstacle-simulated environment. Each CHHAVI unit 

was able to detect, link, and relay messages from peers, 

forming a resilient communication graph. 

    Nodes responded accurately to command propagation 

within 3-hop range, and fallback to LoRa ensured telemetry 

persistence beyond mesh coverage. 

These outcomes support CHHAVI’s intended use in 

decentralized, GPS-compromised terrains such as forests, 

ruins, and tunnels. 

 

D. Autonomous Mode Behavior 

The finite-state machine running across the TriShakti system 

was validated for the following autonomous transitions: 

 

INIT → TAKEOFF → GLIDE → PERCH → STANDBY → 

WAKE → GLIDE 

 

    Transitions triggered by predefined altitude, sensor readings 

(thermal anomaly), or mission timer. 

The behavior was visualized in both software logs and real-

time GUI updates, confirming correct mode activation and 

deactivation. 

 

E. Blackbox Logging Integrity 

The blockchain-secured blackbox module successfully 

recorded: 

• Time-stamped GPS locations 

• IMU orientation data 

• Sensor readings (thermal, battery voltage, perching 

status) 

• Flight state transitions 

 

Cross-verification of hashes confirmed log tamper-resistance 

across multiple simulated mission runs. 

 

F. Performance Summary 

Metric Result 

Mesh Communication 

Latency 

< 40 ms (3-node SWARM) 

RTSP Stream Delay 200–300 ms 

Sensor Fusion 

Processing Time 

~18–25 ms 

Blackbox Hash 

Logging Time (avg) 

0.8 s per event 

GUI Update Rate ~1 Hz telemetry refresh 

http://www.ijsrem.com/
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LoRa Fallback Uptime 98% message recovery under RF 

test 

Tested Under a Controlled Environment  

 

 

V. CONCLUSION 

 

This paper presented the design and implementation of 

CHHAVI, a bio-inspired autonomous aerial platform 

developed for defense-oriented hazard assessment and visual 

reconnaissance. Through a combination of ornithopter flight 

mechanics, modular embedded control, and resilient mesh 

communication, CHHAVI addresses key limitations of 

traditional UAVs in stealth, endurance, and terrain 

adaptability. 

The proposed TriShakti architecture, comprising ESP32-S3, 

STM32F401, and RP2040 microcontrollers, enabled 

distributed processing for communication, control, and secure 

telemetry. The custom-developed C-CTRL interface 

provided real-time interaction with the system, supporting 

manual overrides, telemetry visualization, and SWARM 

management across mesh and LoRa-based communication 

channels. A blockchain-secured blackbox system further 

ensured mission integrity and tamper-proof data logging—

features rarely found in conventional surveillance drones. 

CHHAVI successfully passed key validation stages such as 

FSM-based autonomous state switching, real-time GUI 

operation, and communication stress tests under simulated 

mission conditions. Its software stack demonstrated 

modularity, low-latency performance, and operational 

robustness. While real-world deployment remains restricted 

due to ongoing military validation and confidentiality 

requirements, the system has shown clear potential for covert 

reconnaissance, disaster assessment, and multi-node 

tactical surveillance. 

Ultimately, CHHAVI exemplifies the convergence of bio-

robotics, embedded intelligence, and secure systems 

engineering—paving the way for next-generation 

autonomous platforms in high-risk, data-critical defense 

applications. 
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