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Abstract-- In the rapidly advancing field of educational
technology, academic institutions face persistent challenges in
streamlining attendance tracking, automating assessments, and
maintaining academic integrity due to manual processes and
fragmented tools. This paper presents a modular college
management system that integrates a portable ESP32 based
biometric attendance device and intelligent software modules-
including an Al-powered question paper generator, interactive
quizzes, and a computer vision-based online proctoring system-
within a secure, scalable microservices architecture built on
Django, Flask, Node.js, and React. Real-world deployments
demonstrated the system’s effectiveness, with the biometric
device achieving over 98% fingerprint recognition accuracy,
the Al question paper generator producing 95% faculty-
accepted questions, and the online proctoring module detecting
97% of simulated suspicious behaviors. User satisfaction was
high, with 92% of administrators, 89% of faculty, and 94% of
students rating the system as easy to use and effective, as
summarized in Table 1.1. These results confirm that the
platform  significantly reduces administrative workload,
improves data accuracy, and provides a robust, scalable
solution for digitally enabled institutions.
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L.INTRODUCTION

In the evolving landscape of educational technology, the
demand for integrated, efficient, and secure digital solutions has
become paramount for modern academic institutions.
Traditional methods for managing attendance, creating
assessments, and overseeing examinations are often fragmented
and labour-intensive, resulting in inefficiencies, data
inconsistencies, and a lack of real-time analytics. These
challenges are further intensified by the increasing adoption of
online and blended learning environments, which necessitate
robust mechanisms for upholding academic integrity and
supporting dynamic, data-driven decision-making. Recent
advancements in embedded systems and biometric
authentication have enabled the development of more reliable
and portable attendance solutions, with fingerprint-based and
IoT-enabled devices offering significant improvements in
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accuracy and operational flexibility over conventional paper-
based or static terminal systems. The integration of wireless
communication and real-time data synchronization has
facilitated proactive monitoring and intervention, while
durable, 3D-printed enclosures ensure device longevity and
adaptability to diverse classroom settings. Additionally, the
application of machine learning and artificial intelligence in
attendance systems has shown promise in enhancing both
security and user experience, paving the way for smarter,
responsive educational environments.

Assessment automation and academic integrity represent
further frontiers of innovation in educational technology.
Manual question paper generation is not only time-consuming
but also susceptible to inconsistencies in question quality,
difficulty distribution, and alignment with learning objectives.
Al-driven systems that can extract and generate diverse
assessment items from uploaded resources, with automated
mapping to course outcomes and Bloom’s taxonomy, have
emerged as effective solutions to these challenges. The
integration of real-time quiz and survey modules supports
interactive classroom engagement and immediate feedback,
fostering a more responsive and adaptive learning environment.
Meanwhile, maintaining academic integrity in online
assessments remains a persistent concern, prompting the
exploration of computer vision, behavioural analytics, and
multi-factor authentication to develop robust online proctoring
systems. When combined with centralized dashboards and
analytics, these solutions empower administrators, faculty, and
students with unified access to attendance records, assessment
management, and institutional insights. Building upon these
advancements, our project introduces a comprehensive,
modular college management ecosystem that holistically
addresses the challenges of attendance tracking, assessment
automation, real-time feedback, and examination integrity.
Featuring a portable ESP32-based attendance device with
biometric fingerprint sensing, Al-driven assessment tools, and
a microservices software architecture leveraging Django, Flask,
Node.js, and React, the system ensures secure, scalable, and
extensible management of academic workflows. Practical
deployment and evaluation demonstrate that this integrated
approach reduces administrative workload, improves data
accuracy, and enhances the overall educational experience,
offering a robust blueprint for future-ready institutions.
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2. RELATED WORK

Traditional attendance management in educational
institutions has long depended on paper registers or fixed
computer terminals, methods that are time-consuming, error-
prone, and lack real-time data capabilities. These manual
processes not only increase administrative workload but also
impede timely interventions for absenteeism and limit data-
driven decision-making. Similarly, conventional assessment
creation requires faculty to manually prepare question papers,
often resulting in inconsistencies in question quality, difficulty
distribution, and alignment with learning objectives. The
absence of integrated feedback and analytics tools further
restricts opportunities for continuous improvement in teaching
and learning. To address these limitations, recent advancements
have introduced biometric authentication and IoT technologies,
such as fingerprint-based attendance devices using
microcontrollers like ESP32 and Raspberry Pi. These systems
offer improved accuracy, portability, and operational
flexibility, enabling real-time attendance capture and wireless
data synchronization while reducing manual intervention.
Research has also explored face recognition, NFC, and multi-
factor authentication to enhance security and user experience,

though challenges remain regarding device durability,
adaptability, and  cost-effectiveness  for large-scale
deployments.

In parallel, the automation of assessment creation has
advanced with the development of Al-driven question paper
generators that leverage semantic tagging, natural language
processing, and machine learning to extract and generate
diverse assessment items aligned with course outcomes and
Bloom’s taxonomy. These innovations reduce faculty workload
and improve assessment quality and fairness, while real-time
quiz and survey modules foster interactive classroom
engagement and immediate feedback. However, many existing
solutions are closed-source, lack modularity, and are not easily
extensible to new workflows or hardware. Maintaining
academic integrity in online and blended learning environments
also remains a significant challenge, with recent research
focusing on computer vision, behavioural analytics, and multi-
factor authentication for robust online proctoring. Despite these
efforts, issues related to cost, invasiveness, and scalability
persist. The use of embedded hardware platforms like ESP32
and Arduino, combined with 3D-printed PETG enclosures, has
further enabled the creation of durable, customizable, and cost-
effective educational devices, supporting robust deployments in
diverse classroom settings and addressing challenges related to
device protection, sustainability, and user experience.

3. SYSTEM ARCHITECTURE

3.1 Overview

The architecture of our college management system is
designed to seamlessly integrate embedded hardware and
intelligent software, providing a robust and scalable solution for
the diverse operational needs of educational institutions. The
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system unifies real-time attendance tracking, automated
assessment generation, interactive feedback, and secure online
proctoring, supporting both academic and administrative
workflows in a cohesive manner. The platform’s modular and
extensible design allows for easy adaptation to evolving
institutional requirements and technological advancements [2],
[5], [8]. To provide a comprehensive understanding of the
system’s operational logic, a high-level flowchart is presented
in Fig. 1. This diagram outlines the roles of deans, teachers, and
students, and depicts the sequence of operations from user
authentication to attendance recording, quiz and question paper
generation, and data management. The flowchart also
highlights the integration of the fingerprint-based attendance
device, wireless data transmission via ESP32, backend
processing, and data export functionalities.
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Fig. 1. System flowchart of the ClassSphere Academic
Platform, illustrating user roles, hardware integration, and
data flow.
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3.2 Hardware Components

A robust hardware foundation is essential for reliable data
acquisition and user authentication. Our system’s hardware is
engineered to be portable, durable, and user-friendly, enabling
deployment across a variety of classroom environments. The
design leverages recent advances in embedded systems and 3D
printing to ensure both functionality and longevity.

To illustrate the detailed hardware integration, the circuit
diagram of the biometric attendance device is shown in Fig. 2.
This schematic presents the connections between the ESP32
microcontroller, R307 fingerprint sensor, Arduino Mega, LCD
display, and power supply, providing a clear overview of the
system’s electronic architecture.
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Fig. 2. Circuit of the biometric attendance device.

3.2.1 Biometric Attendance Device

At the core of the hardware subsystem is a portable biometric
attendance device. The device is built around the ESP32
microcontroller, selected for its low power consumption and
integrated Wi-Fi capabilities, which facilitate real-time data
transmission. The R307 fingerprint sensor is integrated to
provide secure and accurate biometric authentication,
significantly reducing the risk of proxy attendance and manual
errors [2], [5], [8], [18].

An Arduino Mega 2560 is included to ensure stable power
delivery and manage peripheral connections. Real-time
feedback is provided to users through a 16x2 12C LCD display,
which communicates attendance status and system prompts.
Power is supplied by a 10,000mAh portable power bank,
allowing the device to operate independently of fixed
infrastructure and supporting mobility across multiple
classrooms. To ensure durability and portability, all hardware
components are housed in a custom-designed 3D-printed PETG
enclosure. The 3D model of this enclosure, depicted in Fig. 3,
demonstrates the compact and ergonomic design that facilitates
easy deployment and maintenance in classroom environments
[10], [13].

Fig. 3. 3D-printed enclosure model for the attendance system.
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3.2.2 Wireless Communication

Reliable and secure data transmission is a critical
requirement for any real-time attendance system. The ESP32
microcontroller manages Wi-Fi connectivity, enabling the
device to transmit attendance data to the backend server via
secure HTTP requests. This wireless communication capability
ensures that attendance records are synchronized in real time,
allowing administrators to monitor student presence and
intervene proactively, when necessary [4], [6]. The portability
and wireless nature of the device overcome the limitations of
traditional, static attendance systems, making it suitable for
dynamic academic environments.

3.3 Software Architecture

Complementing the hardware, the software architecture is
designed to be modular, scalable, and secure. The system
leverages a microservices-based approach, which enhances
flexibility and maintainability while supporting a wide range of
academic and administrative functions.

3.3.1 Backend Services

The backend is structured around the Django REST
Framework, which manages user authentication, role-based
access control, and the core data models for students, faculty,
courses, and attendance records. A dedicated Flask
microservice handles Al-driven question paper generation,
processing uploaded resources such as PDFs and PPTs to create
diverse assessment items mapped to course outcomes and
Bloom’s taxonomy [9], [19], [20]. For online proctoring, a
Node.js/Express subsystem is integrated, leveraging computer
vision and behavioral analytics to monitor exam sessions and
uphold academic integrity in remote and blended learning
environments [1], [14], [15], [17].

3.3.2 Frontend and Dashboards

The frontend of the system is developed using React,
providing a responsive and intuitive interface for all user roles,
including administrators, faculty, and students. Centralized
dashboards aggregate attendance records, assessment results,
and institutional analytics, empowering stakeholders to make
informed, data-driven decisions and supporting continuous
improvement in teaching and learning [7]. The user interface is
designed to be accessible and user-friendly, ensuring that even
non-technical users can navigate the system with ease.

3.3.3 Data Management and Security

Data security and integrity are paramount in educational
environments. All data generated and processed by the system
is securely stored in scalable databases such as PostgreSQL and
MongoDB. Strict authentication protocols are enforced to
protect sensitive information and ensure that only authorized
users have access to critical data. The system’s architecture is
designed to comply with best practices in data security and
privacy, safeguarding both institutional and personal
information.
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3.4 Integration and Workflow

A user-focused, iterative approach guided the integration of
hardware and software components, ensuring the system
effectively addresses the practical needs of academic
institutions. The design process began with a thorough analysis
of user requirements and existing system limitations, leading to
a modular platform that clearly separates hardware and
software responsibilities. The hardware subsystem was
engineered for portability and durability, utilizing the ESP32
microcontroller and R307 fingerprint sensor to enable secure,
real-time attendance capture. The enclosure was refined
through multiple rounds of prototyping and testing with PETG-
based 3D printing, resulting in a robust device suitable for
diverse classroom environments. Simultaneously, the software
architecture was structured using a microservices approach,
with dedicated backend services for user management,
attendance logging, Al-driven question paper generation, and
online proctoring. Each service was developed and validated
independently, with well-defined APIs ensuring seamless
integration. The frontend dashboards were crafted for
accessibility and ease of use, providing real-time analytics and
intuitive navigation for all user roles.

The integration process involved incremental combination
and rigorous testing of hardware and software modules in both
simulated and real classroom settings. This ensured that data
captured by the biometric device was accurately transmitted,
securely stored, and promptly reflected in user dashboards. The
Al-powered assessment module was evaluated using a variety
of teaching materials to ensure the quality and relevance of
generated questions, while the online proctoring subsystem was
tested in controlled exam scenarios to verify its effectiveness in
maintaining academic integrity. Throughout the development,
special attention was given to security, scalability, and user
experience, with regular feedback from end-users guiding
refinements. The result is a robust, user-friendly, and scalable
academic management solution that streamlines attendance
tracking, assessment automation, and examination integrity
within a unified digital ecosystem.

4. IMPLEMENTATION

The implementation of the college management system was
accomplished through a systematic and iterative process,
ensuring robust integration of both hardware and software
components. The hardware implementation began with the
assembly of the biometric attendance device, which was
constructed using an ESP32 microcontroller, an R307
fingerprint sensor, an Arduino Mega 2560 for stable power
delivery, and a 16x2 I2C LCD display for real-time user
feedback. The device was powered by a 10,000mAh portable
power bank, providing several hours of uninterrupted operation
and supporting mobility across multiple classrooms. All
components were securely housed in a custom 3D-printed
PETG enclosure, designed for durability and ease of
maintenance in classroom environments.

The ESP32 microcontroller was programmed using the
Arduino IDE, with custom firmware routines developed for
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fingerprint enrolment, matching, and attendance logging. The
R307 fingerprint sensor was interfaced with the ESP32 via
UART communication, and the LCD display was configured to
provide immediate feedback to users, indicating successful
authentication or error states. The device’s wireless capabilities
enabled real-time transmission of attendance data to the
backend server, ensuring that records were synchronized
promptly and accurately.

On the software side, the backend services were
implemented using a microservices approach. Django REST
Framework was employed for wuser management,
authentication, and core data models, while a dedicated Flask
microservice handled Al-driven question paper generation. The
question generation module utilized natural language
processing and machine learning algorithms to extract and
generate assessment items from uploaded resources, ensuring
alignment with course outcomes and Bloom’s taxonomy. The
Node.js/Express-based proctoring subsystem was integrated to
provide real-time monitoring of online assessments, leveraging
computer vision and behavioral analytics to detect suspicious
behavior and uphold academic integrity.

The frontend was developed using React, providing a
responsive and intuitive interface for all user roles. Centralized
dashboards were created to aggregate attendance records,
assessment results, and analytics, empowering administrators,
faculty, and students to make informed decisions. The user
interface was designed with accessibility in mind, ensuring that
even non-technical users could navigate the system with ease.

0 e 4 atocars @

Fig. 4. Main dashboard of the college management system,
showing navigation options for different user roles.

System integration was approached incrementally, with each
hardware and software module tested independently before
being combined into the unified platform. The biometric
attendance device was tested across multiple classrooms, with
various user profiles enrolled to validate the accuracy and
reliability of fingerprint authentication. Wireless data
transmission was evaluated under different network conditions
to ensure robust synchronization with the backend server. The
Al-driven question paper generation module was tested using a
variety of resource formats, and the quality of generated
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assessments was reviewed by faculty members for alignment
with curricular objectives. The online proctoring subsystem
was evaluated in simulated exam environments to assess its
effectiveness in detecting and flagging suspicious behavior.

Teacher Dashboard

Reviewed/Annotated Papers

Course: Operabing Systom (CS124)
Paper 1D: 40
Status: revowod
Revieweod At: 070072003, 00 3518
Annotated Path:
meda/annotated pepery/TST24_17S1HZ270217)_guestaon_papes _ancotabed, podf

Courpe: TOC (151270%)
Paper 1D: 56
Status: reviewed
Revieweod At: 07/07/2035, 12:02:00
Annotated Path:
A annctated pepery15123x 1 751860802599 quedicn pagwr arectabed pof

Course: Inbro 1o C orogrameming (CS1249)
Paper 1D: 50
Status: reviewed
Raviewsd At: 0707/2024, 124705
Annotated Path:
meda/annctated _papery/CS1299 1737505881 guaston_paper _sevatated pdf

Fig. 5. Example of a generated question paper as displayed in
the faculty dashboard.

Throughout the implementation process, feedback from end-
users—including administrators, faculty, and students—was
collected and incorporated into iterative design improvements.
This user-centric approach ensured that the final system was not
only technically robust but also aligned with the practical needs
and workflows of educational institutions. The successful
integration of hardware and software components, as well as
the positive results from real-world testing, demonstrate the
viability and effectiveness of the proposed college management
system.

5. RESULTS AND EVALUATION

The effectiveness of the proposed college management
system was evaluated through a series of real-world
deployments and controlled testing scenarios. The evaluation
focused on key performance metrics such as accuracy,
reliability, user satisfaction, and system scalability, as well as
qualitative ~ feedback  from  stakeholders  including
administrators, faculty, and students. During classroom trials,
the biometric attendance device demonstrated high accuracy
in authenticating users, with successful fingerprint recognition
rates consistently exceeding 98%. The system was tested with
a diverse set of users, and both false acceptance and rejection
rates were found to be minimal, confirming the reliability of the
R307 sensor and the robustness of the ESP32-based firmware.
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Wireless data transmission was stable, with attendance records
being synchronized to the backend server in real time, even
under varying network conditions. The device’s portability and
battery life were also validated, with the power bank supporting
uninterrupted operation for an entire academic day.

X |

Muttiple Facer Detected

Fig. 6. Proctoring interface showing detection of suspicious
behavior during an online exam.

On the software side, the website platform was evaluated for
its Al-driven question paper generation, real-time quizzes,
surveys, and online proctoring. The question paper generator
was tested using a range of uploaded resources, including PDFs
and PPTs. Faculty members reviewed the generated questions
for quality, diversity, and alignment with course outcomes and
Bloom’s taxonomy. Feedback indicated that the system
significantly reduced the time required for assessment
preparation, while maintaining high standards of question
quality and relevance. The online proctoring subsystem was
tested in simulated exam environments, where it successfully
detected and flagged instances of suspicious behavior, such as
multiple faces in the camera frame or prolonged absence from
the screen. A screenshot of the proctoring interface highlighting
detection of suspicious behavior is shown in Fig. 6. The
website’s dashboards and analytics modules were also
evaluated for usability and responsiveness. Administrators
highlighted the value of real-time analytics and centralized
dashboards for monitoring attendance and assessment data, as
shown in Fig. 4 (dashboard screenshot). Faculty appreciated the
streamlined workflow for quiz and exam creation, while
students reported that the system was easy to use and provided
clear feedback during attendance and assessment activities.

Table 1. Website Platform Test Results and User Feedback

Feature/Metric Test Result/ User
Feedback
Al Question Paper 95% of generated questions
Generation accepted by faculty
reviewers
Assessment Preparation Reduced by ~60%
Time compared to manual process
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Online Proctoring Accuracy

97% detection rate for
simulated suspicious
behaviors (see Fig. 6)

Real-Time Quiz/Survey
Response

<2 seconds average
response time

Dashboard Analytics

100% data synchronization

with hardware attendance
device (see Fig. 4)
92% rated dashboards as
“very useful”

89% found workflow
“streamlined and efficient”
94% found system “easy to

use”
0+ users with no significant
performance degradation
99.8%

User Satisfaction (Admin)

User Satisfaction (Faculty)

User Satisfaction (Students)

Concurrent Users Supported

System Uptime (Testing
Period)

In terms of scalability, the system was able to handle
concurrent usage by multiple classrooms and user roles without
significant degradation in performance. The microservices
architecture facilitated efficient load distribution and simplified
maintenance, supporting the addition of new features and
modules as needed. Overall, the results of the evaluation
confirm that the proposed college management system meets
its design objectives, delivering high accuracy, reliability, and
user satisfaction. The successful integration of hardware and
software components, combined with positive feedback from
real-world deployments and robust website performance,
demonstrates the system’s potential for widespread adoption in
educational institutions.

6. CONCLUSION AND FUTURE WORK

Through the development and deployment of our integrated
college management system, our team has gained valuable
insights into both the challenges and opportunities inherent in
uniting hardware and software for academic environments.
From the outset, we designed and assembled a portable
attendance device utilizing the ESP32 microcontroller, R307
fingerprint sensor, and Arduino Mega, all housed within a
custom 3D-printed PETG enclosure. This hands-on process
underscored the importance of hardware reliability, user
ergonomics, and rapid prototyping—key factors in creating a
solution capable of withstanding daily classroom use and
frequent handling by students and faculty.

On the software front, we adopted a modular, microservices-
based architecture, distributing responsibilities among Django
REST Framework for user and data management, Flask for Al-
powered question paper generation, Node.js/Express for online
proctoring, and React for the frontend dashboards. This
approach enabled independent development and integration of
each component, facilitating quick iteration, thorough testing,
and the flexibility to evolve modules without disrupting the
entire system. The real-time dashboards and analytics we
implemented have empowered users to monitor attendance,
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assessments, and academic progress with unprecedented
transparency and immediacy.

Deploying the system in real classroom settings presented
both challenges and rewards. The ESP32 and R307 fingerprint
sensor combination delivered fast and accurate authentication,
even during peak usage periods, while wireless data
transmission and battery performance met the demands of a full
academic day. Faculty feedback confirmed that the Al-driven
question paper generator significantly reduced preparation time
while maintaining high standards of quality and curriculum
alignment. The online proctoring module, leveraging computer
vision, effectively flagged suspicious behaviors and contributed
to maintaining academic integrity during remote assessments.

Perhaps most gratifying was the positive response from
users. Administrators valued the centralized management of
courses and timetables, teachers found the quiz and attendance
tools intuitive, and students appreciated the clear feedback and
easy access to their records. These interactions reinforced our
belief that thoughtfully designed technology can meaningfully
enhance the educational experience for all stakeholders.

Looking ahead, we are eager to build upon this foundation.
Future plans include experimenting with additional biometric
modalities, such as facial recognition, to provide even more
secure and flexible authentication options. We aim to expand
our Al assessment tools to support adaptive testing and a
broader range of question types. Developing a mobile
application is a priority, recognizing the importance of
accessibility for both students and faculty. We also plan to
introduce advanced analytics, such as predictive alerts for at-
risk students, and to integrate our platform with external
learning management systems to streamline data exchange.

We recognize that continuous feedback and real-world
testing are essential for ongoing improvement. As we move
forward, we intend to conduct longer-term deployments and
gather more comprehensive data to further refine our system.
Our experience thus far has demonstrated that with the right
combination of hardware innovation, software engineering, and
user-centered design, it is possible to create a scalable, reliable,
and impactful solution for modern academic management. We
are proud of our accomplishments and look forward to the
continued evolution and contribution of our platform to the
future of education.
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