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Strаtеgiс аdoрtion of сloud сomрuting еnаblеs 

еntеrрrisеs to signifiсаntly сurtаil IT infrаstruсturе сosts by 

lеvеrаging hаrdwаrе аnd softwаrе rеsourсеs morе еffiсiеntly. This 

раrаdigm hаs emрowеred orgаnizаtions to еffесtivеly utilizе сloud 

storаgе for shаring dаtа аmong реrsonnеl. Initiаlly, storing shаred 

dаtа in еnсryрtеd form аnd sесuring it with ассеss сontrols sеems 

likе аn strаightforwаrd solution. Howеvеr, thе сloud, bеing а 

third-раrty еntity, саn introduсе рotеntiаl sесurity vulnеrаbilitiеs. 

Thеrеforе, stringеnt еnсryрtion рrotoсols аnd еffесtivе ассеss 

сontrols bесomе imреrаtivе to sаfеguаrd shаred dаtа stored in thе 

сloud. Notеworthy is thе fасt thаt somе реrsonnеl mаy bе 

mаliсious, dеviаting from thе ехресtеd informаtion ехсhаngе 

mесhаnism. Currеnt rеsеаrсh ехрlorеs solutions to mitigаtе thе 

risks аssoсiаtеd with lеgitimаtе dаtа еnсryрtion аnd dесryрtion. 

Unfortunately, ехisting litеrаturе fаils to аddrеss thе nеfаrious 

асtivitiеs of mаliсious dаtа рublishеrs who сomрromisе dаtа 

intеgrity by shаring ассеssiblе еnсryрtеd tехts. This ultimаtеly 

сomрromisеs thе intеllесtuаl рroреrty of orgаnizаtions. Givеn 

thеsе findings, it is рrеssing to еstаblish а systemаtiс аррroасh for 

аddrеssing thе сhаllеngеs originаting from mаliсious dаtа 

рublishеrs in thе сloud storаgе есosystem. Thаt inquiry bесomеs 

аn еlusivе, аlbеit сritiсаl, rеsеаrсh рroblem. Our rеsеаrсh 

еndеаvors to tасklе this vеry obstасlе. To ассomрlish this, wе 

dеsign аnd рrеsеnt а novеl сonсерtuаl frаmеwork - thе Sаnitizаblе 

Aссеss Control System (SACS), tаilor-mаdе for highly sесurе 

сloud storаgе еnvironmеnts, inсlusivе of immunity to mаliсious 

dаtа рublishеrs. To fасilitаtе this аim, wе will delineаtе а 

реrеstroikа hаzаrd model, сouрlеd with its сognаtе mаthemаtiсаl 

sесurity rеndition. Convеrsеly, thе асtuаl аrсhitесturе lеvеrаgеs 

thе mаthemаtiсаl рroof rootеd in q-раrаllеl bilineаr Diffiе- 

Hеllmаn ехрonеnt. Through еvаluаtion of our system's rеsресtivе 

sесurity, quаlitаtivе еffiсiеnсy mеtriсs аnd our сomрrеhеnsivе risk 

аррrаisаl guаrаntее еnhаnсеd сloud storаgе funсtionаlitiеs thаt 

sесurе orgаnizаtionаl rеsourсеs. 

Keywords: Blockchain, Cloud Storage, Sanitizable 

Access Control System (SACS), Data Encryption. 

I. INTRODUCTION 

 

With the growing reliance on Cloud Service 

Providers (CSPs) for data storage, concerns regarding 

information security have intensified. Data transfers 

within cloud infrastructures are vulnerable to malware, 

malicious actors, and potential data corruption. To 

maintain data integrity, frequent verification of stored 

records is essential. Currently, remote data validation in 

cloud environments is conducted through third-party 

auditors (TPAs) utilizing cryptographic techniques. 

TPAs also facilitate public auditing by offering superior 

computational and communication resources compared 

to traditional users. 

Public auditing mechanisms empower TPAs to 

validate the accuracy of cloud-stored data without 

necessitating full data extraction from CSPs. However, 

a critical issue in many auditing frameworks is the lack 

of stringent measures to protect user data from 

unauthorized access by TPAs. Consequently, the 

confidentiality and integrity of sensitive user 

information can be compromised. 

This study delves into cryptographic 

methodologies aimed at enhancing cloud data auditing 

while addressing prevalent privacy concerns. The 

literature presents multiple strategies for maintaining 

data integrity and confidentiality, categorized into 

various models such as static, dynamic, multi-tenant, 

and multi-user approaches. Our research systematically 

reviews and evaluates these methodologies, identifying 

their strengths and limitations to inform future 

advancements in cloud security. Although cloud 

security encompasses a broader spectrum of concerns, 

this study specifically highlights the importance of 

secure cloud data auditing. 

II. LITERATURE SURVEY 

 

A critical phase in software development is 

conducting a literature review, which helps 

determine key factors such as time investment, cost 

efficiency, and business sustainability before 

system expansion. Once these aspects are analyzed, 

the next step involves selecting a suitable operating 

system and programming language for 

implementation. Developers often require external 

resources, including books, online references, and 

expert guidance, to facilitate system design and 

development. 
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Evaluating project requirements is an essential 

aspect of software development, ensuring that key 

factors like infrastructure needs, human resources, 

and economic feasibility are addressed before 

system implementation. The subsequent step 

involves selecting appropriate technological 

components, such as software frameworks and 

tools, necessary for project execution. 

 

One challenge in public-key encryption with 

keyword search (PEKS) is maintaining stability 

while minimizing false positives. Computational 

and statistical enhancements have been proposed to 

refine PEKS security, building upon earlier 

schemes like the Boneh et al. model. Additional 

improvements include adaptations such as 

anonymous identity-based encryption (IBE), 

hierarchical identity-based encryption (HIBE), and 

public-key encryption with ad hoc keyword 

searches. 

 

Re-encryption techniques, such as atomic proxy re- 

encryption proposed by Blaze, Bleumer, and 

Strauss (BBS), allow intermediaries to convert 

encrypted data for different users without accessing 

the plaintext. While this technique offers 

efficiency, concerns regarding security 

vulnerabilities have hindered its widespread 

adoption. Recent advancements propose improved 

security models for proxy re-encryption, 

strengthening access control mechanisms in secure 

file systems. 

 

PEKS-based encryption systems, as introduced by 

Boni, Di Crescenzo, Ostrovsky, and Persiano, 

enable searching encrypted data without 

compromising security. However, challenges such 

as secure channel deletion and keyword updates 

require further refinement. Enhancements to PEKS 

focus on eliminating secure channel dependencies 

and mitigating security risks associated with 

frequently used keywords. 

 

Cloud computing facilitates global data 

accessibility but introduces security concerns, 

particularly in e-health applications where sensitive 

medical data is shared. Traditional encryption 

schemes demand high computational resources, 

making cloud-based cryptographic techniques 

essential for securing patient data. Recent research 

evaluates the Quinn scheme, analyzing its 

vulnerabilities related to data confidentiality. 

Attribute-based encryption (ABE) offers a flexible 

access  control  mechanism  but  introduces 

computational overhead in key generation and 

decryption. To address this, new outsourced ABE 

frameworks delegate complex cryptographic 

operations to third-party services while 

maintaining security through rigorous verification 

methods. 

 

Patient privacy remains a crucial concern in 

electronic medical record (EMR) systems, 

necessitating encryption and access control 

measures. Advanced cryptographic schemes 

empower patients to manage their encryption keys, 

safeguarding personal health data in case of 

security breaches. Effective solutions balance 

encryption with usability, ensuring seamless access 

to authorized healthcare providers. 

 

In collaborative healthcare environments, secure 

data sharing is paramount. Implementing fine- 

grained access control with cross-domain 

authentication ensures that sensitive patient 

information is protected while facilitating seamless 

cooperation between medical entities. 

 

With the growing adoption of cloud services, 

safeguarding outsourced data is a priority. Privacy- 

preserving search mechanisms, such as multi- 

keyword ranked search schemes (MRSE-HC), 

enhance encrypted data retrieval efficiency. 

Techniques like keyword clustering and bit vector- 

based indexing optimize search performance while 

ensuring confidentiality. 

 

A novel CB-PHR model enhances secure cloud- 

based personal health record (PHR) management 

by integrating semi-trusted cloud service providers 

and multi-domain security controls. This approach 

streamlines access control and key management, 

improving usability and security for PHR users. 

 
III. EXISTING SYSTEM 

 

 

Modern encryption techniques, such as Attribute-Based 

Encryption (ABE), are widely used to protect cloud- 

stored data by ensuring that only authorized users with 

valid decryption keys can access the information. This 

approach enhances data security by encrypting content 

before storage. However, its effectiveness depends on 

the integrity of data publishers. In cases where 

malicious actors deliberately manipulate encryption 

keys or share sensitive data with unauthorized entities, 

existing ABE-based solutions fail to prevent data 

breaches. 

http://www.ijsrem.com/
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Despite numerous security enhancements, current 

methodologies do not comprehensively address threats 

posed by malicious data publishers. This vulnerability 

raises concerns about data integrity and confidentiality, 

potentially leading to unauthorized access and 

intellectual property risks for organizations. Addressing 

these issues requires a more robust security framework 

that actively mitigates the risks associated with 

compromised encryption mechanisms. 

 

REQUIREMENT ANALYSIS 

 

Necessity & Feasibility Analysis of the Proposed 

System 

To combat the limitations of traditional encryption 

models, we introduce the Sanitizing Access Control 

System (SACS)—a security-driven framework 

designed to prevent unauthorized access and mitigate 

risks posed by malicious data publishers. SACS builds 

upon ABE principles by incorporating an additional 

security layer that neutralizes compromised encryption 

attempts. 

Key features of SACS include: 

Enhanced Access Control – Ensures that only 

authorized recipients with valid decryption keys can 

access stored data. 

Sanitization Mechanism – Transforms compromised 

ciphertexts into secure, non-decryptable formats, 

preventing unauthorized data retrieval. 

Robust Security Architecture – Integrates 

cryptographic measures to detect and counteract 

malicious encryption activities. 

Through this approach, SACS provides a highly secure 

environment for cloud data storage, ensuring that 

organizations can safeguard their intellectual assets 

against potential security threats. Additionally, the 

implementation of SACS enhances compliance with 

stringent data protection regulations, making it a viable 

solution for secure cloud storage. 

IV. PROPOSED SYSTEM 

Proposed System: Sanitizing Access Control System 

(SACS) 

The primary objective of our approach is to ensure data 

confidentiality, even in scenarios where data publishers 

act maliciously or fail to comply with encryption 

protocols. To address this challenge, we propose the 

Sanitizing Access Control System (SACS), a security 

mechanism designed to enhance cloud storage 

protection against unauthorized data access. 

SACS extends existing security models by 

incorporating a sanitization feature that prevents 

malicious data publishers from generating ciphertexts 

that unauthorized users can decrypt. If a compromised 

encryption attempt occurs, the system converts the 

affected ciphertext into a format that only legitimate 

private key holders can decrypt, ensuring that 

unauthorized access is effectively mitigated. 

The core components of SACS include: 

1. Data Publisher – The entity responsible for 

encrypting and storing data in the cloud. 

2. Recipient – The authorized entity that retrieves 

and decrypts stored data. 

3. Sanitizer – A security module that ensures 

encrypted data remains inaccessible to 

unauthorized users by modifying compromised 

ciphertexts. 

4. Cloud Storage – The platform where encrypted 

data is securely maintained. 

Objectives of SACS 

• Streamlined Access Control – Ensures that 

only entities with authorized private keys can 

access sensitive information. 

• Enhanced Data Security – Prevents 

unauthorized decryption attempts by malicious 

actors. 

• Robust Encryption Model – Implements 

cryptographic techniques to reinforce cloud 

security. 

By integrating SACS into cloud storage frameworks, 

organizations can achieve a higher level of security and 

mitigate threats posed by malicious data publishers, 

reinforcing the confidentiality and integrity of sensitive 

data. 

SYSTEM ARCHITECTURE: 

The description of the overall features of the product is 

connected to the importance of the necessities and the 

expressed need for the acute degree of the device. 

Architectural layout involves describing and designing 

more than one net page and its relationships. The 

primary components of the software program are 

described, divided into processing modules and 

conceptual recording systems, and their interactions are 

described. The accompanying blocks are categorized 

via the proposed structure. 

http://www.ijsrem.com/
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Fig 1: System Architecture 

SELECTED METHODODLOGIES 

SACS is built upon the principles of Secure 

Attribute-Based Encryption (SABE), which 

enhances data protection by sanitizing ciphertext and 

preventing unauthorized access. SABE ensures that 

only authorized users possessing valid decryption keys 

can retrieve and interpret encrypted data. 

The primary objective of SACS is to maintain data 

confidentiality, even in scenarios where data 

publishers attempt to bypass encryption protocols. By 

implementing advanced encryption techniques, SACS 

safeguards information from malicious entities, 

ensuring that encryption policies are strictly enforced 

throughout the system. 

Blockchain: 

 

Blockchain is a decentralized and immutable 

ledger system that facilitates the secure and 

transparent recording of transactions across a 

network. It can be used to track both tangible and 

intangible assets, such as real estate, vehicles, 

financial transactions, intellectual property, and 

patents. By leveraging blockchain, organizations 

can enhance efficiency, lower operational costs, 

and minimize risks associated with data tampering. 

 

As a distributed ledger, blockchain ensures that all 

network participants have access to a single, 

consistent version of recorded transactions. This 

technology is particularly valuable for maintaining 

data integrity, as stored information cannot be 

altered without network consensus. Blockchain 

supports various applications beyond 

cryptocurrency, including supply chain 

management, financial transactions, identity 

verification, and smart contracts. 

One of its core advantages is the elimination of 

intermediaries, thus enhancing trust and reducing 

reliance on third-party auditors. Since its 

introduction with Bitcoin in 2009, blockchain has 

evolved significantly, powering innovations in 

decentralized finance (DeFi), non-fungible tokens 

(NFTs), and automated contract execution. Its 

ability to provide secure, real-time verification of 

transactions makes it a critical component of 

modern digital infrastructure. 
V. SYSTEM MODULES 

The following modules are proposed to be 

introduced to the gadget: 

1. Authority 

2. Data Publisher 

3. Sanitizer 

4. Receiver 

5. Cloud Server 

Modules Description 

• Authority Module 

The governance system oversees and manages 

the entire framework. In SACS, the authority is 

considered a trusted entity responsible for 

maintaining the master encryption key. It 

assigns unique private keys to each registered 

user, ensuring that these credentials are 

securely managed and not shared with 

unauthorized individuals. 

• Data Publisher Module 

The data publisher is responsible for generating 

and encrypting raw data before storing it in the 

cloud. Encryption is performed using a 

designated encryption key, and an access 

control policy is defined to regulate data usage. 

Data publishers may operate with integrity or 

act maliciously. While both encrypt data, a 

malicious publisher might intentionally 

distribute encryption keys to unauthorized 

users, leading to security breaches and 

unauthorized access. 

• Cloud Server Module 

The cloud server functions as a storage 

platform for encrypted data. Users with the 

required decryption keys can retrieve encrypted 

data from the server. The cloud server receives 

encrypted files from the sanitization process, 

ensuring that stored information remains 

secure. 

• Sanitizer Module 

The sanitizer plays a crucial role in securing 

data by transforming potentially compromised 

encrypted records into a protected format. After 

receiving encrypted data from the publisher, the 

sanitizer processes it and ensures that only 

authorized users can access it. The sanitizer 

strictly follows security protocols and does not 

alter the original meaning of the data. 
• Receiver Module 

http://www.ijsrem.com/
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A receiver is an entity that requires access to 

encrypted data stored on the cloud server. 

Before gaining access, the receiver must 

register in the system and obtain a private key 

from the authority. Only authorized receivers 

who meet the specified access conditions can 

decrypt and retrieve raw data from the 

publisher. To maintain security, recipients do 

not share their private keys with unauthorized 

parties. 

• Cloud Server Security Considerations 

The cloud server provides a platform for 

encrypted data storage and retrieval. Any 

registered user with the appropriate decryption 

key can access stored information. However, in 

some cases, a cloud server might engage in 

malicious activities, such as data deletion or 

manipulation. The security of SACS is 

designed to mitigate these risks by ensuring that 

encryption mechanisms remain robust, 

regardless of the server’s integrity. 

 
VI. RESULTS 

 

Fig 2: Figure of Home Page 
 

 

Fig 3: Figure of Authority Log in Page 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 4: Figure of Data Publisher Registration Page 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 5: Figure of Data Publisher Log-in Page 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 6: Figure of Authority Home Page 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 7: Figure of Data Publishers Approval Page 
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Fig 8: Figure of Active Data Publishers Page 
 

 

Fig 9: Figure of Uploading files Page 
 

 

Fig 10: Figure of Uploaded File List Page 
 

 

 

 

Fig 11: Figure of Downloaded File List 

VII. CONCLUSION 

Our research focused on enhancing cloud storage 

security by addressing the risks posed by malicious 

data  publishers.  In  real-world  scenarios, 

unauthorized users may gain access to encrypted 

data due to vulnerabilities in existing access control 

mechanisms. To counteract this, we developed a 

secure system architecture that effectively 

mitigates such threats. 

 

The proposed system includes a structured security 

framework designed to prevent unauthorized 

decryption attempts. By implementing this 

approach, we ensure the integrity and 

confidentiality of stored data. Additionally, our 

performance analysis validates the effectiveness of 

the system in maintaining secure access control. 

 

This study serves as a foundation for further 

advancements in cloud security. Future research 

can build upon our findings to refine encryption 

methodologies and strengthen data protection in 

evolving cloud environments. 
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