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ABSTRACT - As the year passes by the personal data
privacy of an individual user is getting less and less,
more companies selling their user’s data for giving
them personalized advertisements. The paper proposes
another outline for interactive media assurance
frameworks. System can be used to protect various
multimedia contents like videos, images, music or any
large text files. The system can run on public or private
cloud or any combination of public private clouds. By
using encryption and decryption is the process of
converting plaintext back to ciphertext vice versa. The
encrypted files will be saved on our cloud database,

which can be accessed anytime and anywhere.
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L INTRODUCTION

We present a novel system for multimedia
content protection on cloud infrastructures. The system
can be used to protect various multimedia content types,
including regular videos, images, songs, and music clips.
The system can run on private clouds, public clouds, or
any combination of public-private clouds. The design is
cost effective because it uses the computing resources on
demand. The design can be scaled up and down to
support varying amounts of multimedia content being
protected. . User can also download the encrypted file if
the wants to decrypt the encrypted file user can use the
decrypt option and upload the encrypted file to be
decrypted. We have developed a complete running

system of all components and tested it with more than
11,000 3D videos and 1 million images.

IL CLOUD COMPUTING

Cloud computing is the delivery of different services
through the Internet. These resources include tools and
applications like data storage, databases,
networking, and software. Rather than keeping files on a
proprietary hard drive or local storage device, cloud-

SErvers,

based storage makes it possible to save them to a remote
database. As long as an electronic device has access to
the web, it has access to the data and the software
programs to run it. Cloud computing is the delivery of
different services through the Internet, including data
storage, servers, databases, networking, and software.
Cloud-based storage makes it possible to save files to a
remote database and retrieve them on demand. Services
can be both public and private—public services are
provided online for a fee while private services are
hosted on a network to specific clients. Cloud computing
can be both public and private. Public cloud services
provide their services over the Internet for a fee. Private
cloud services, on the other hand, only provide services
to a certain number of people. These services are a
system of networks that supply hosted services. There is
also a hybrid option, which combines elements of both
the public and private services. Cloud computing takes
all the heavy lifting involved in crunching and
processing data away from the device you carry around
or sit and work at. It also moves all of that work to huge
computer clusters far away in cyberspace. The Internet
becomes the cloud, and voila—your data, work, and
applications are available from any device with which
you can connect to the Internet, anywhere in the world.

© 2021, IJSREM | www.ijsrem.com

Page 1


http://www.ijsrem.com/
https://www.investopedia.com/terms/c/cloud-storage.asp
https://www.investopedia.com/terms/c/cloud-storage.asp

&%I \,Q

International Journal of Scientific Research in Engineering and Management (IJSREM)

gnsm
ReLAIS Volume: 05 Issue: 05 | May - 2021

ISSN: 2582-3930

Cloud computing is not a single piece of technology like
a microchip or a cell phone. Rather, it's a system
primarily comprised of three services: software-as-a-
service (SaaS), infrastructure-as-a-service (IaaS), and
platform-as-a-service (PaaS).
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Figurel: Cloud computing
III. ENCRYPTION AND DECRYPTION

Encryption is the method by which
information is converted into secret code that hides the
information true meaning. The science of encrypting and
decrypting information is called cryptography. In
computing, unencrypted data is also known as plain text
and encrypt data is called cipher text. The formulas used
to encode and decode message are called encryption. To
be effective, a cipher includes a variable as a part of the
algorithm. The variable, which is called a key, is what
makes a cipher’s output unique. When an encrypted
message is intercepted by an unauthorized entity, the
intruder has to guess which cipher the sender used to
encrypt message as well as what key were used as
variables

The conversion of encrypted data into its
original form is called Decryption. It is generally a
reverse process of encryption It decodes the encrypted
file so that an authorized user can only decrypt the data
because decryption requires a secret key or password.
There are many methods of conventional cryptography,
one of the most important and popular method is Hill

cipher Encryption and Decryption, which generates the
random Matrix and is essentially the power of security.
Decryption requires inverse of the matrix in Hill cipher.
Hence while decryption one problem arises that the
Inverse of the matrix does not always exist. If the matrix
is not invertible then the encrypted content cannot be
decrypted. This drawback is completely eliminated in
the modified Hill cipher algorithm. Also this method
requires the cracker to find the inverse of many square
matrices which is not computationally easy. So the
modified Hill-Cipher method is both easy to implement
and difficult to crack.

SAMPLE ENCRYPTION AND DECRYPTION PROCESS
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Figure2: Encryption and Decryption
IV.  HASHFUNCTION

Hashing is the transformation of a string of characters
into a usually fixed length value or key represents.
A hash function is a mathematical function that converts
a numerical input value into another compressed
numerical value. The input to the hash function is of
arbitrary length but output is always of fixed length.
Values returned by a hash function are called message
digest or simply hash values. The following picture
illustrated hash function. Hash functions are extremely
useful and appear in almost all information security
applications. Hash function coverts data of arbitrary
length to a fixed length. This process is often referred to
as hashing the data. In general, the hash is much smaller
than the input data; hence hash functions are sometimes
called compression functions. Since a hash is a smaller
representation of a larger data, it is also referred to as
a digest. Hash function with n bit output is referred to as
an n-bit hash function. Popular hash functions generate
values between 160 and 512 bits. Since, the hash value
of first message block becomes an input to the second
hash operation, output of which alters the result of the
third operation, and so on. This effect, known as
an avalanche effect of hashing. Avalanche effect results
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in substantially different hash values for two messages
that differ by even a single bit of data. Understand the
difference between hash function and algorithm
correctly. The hash function generates a hash code by
operating on two blocks of fixed-length binary data.

Hashing Algorithm
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Figure3: Hash Function

V. LITERATURE SURVEY

This chapter deals with the survey done prior to the
design and development of the system. The survey
includes study of various technologies used to create this
application as a whole. The multimedia content
protection system can be used to protect different
multimedia contents types, including 2-D videos, 3-D
videos, images, audio clips, songs, and music clips. This
system can be deployed on private or public cloud. We
provide a holistic survey of multimedia content
protection applications in which block chain technology
is being used. The study of the literature reveals that
there is currently no complete and systematic taxonomy
dedicated to block chain-based copyright protection
applications. The number of successfully developed
block chain-based content protection systems is very
low. Protection of the system is made using the simple
concept. Without any calls it forms an interconnection
with the database. One time password is used in the
system which makes it simple. Without any of the
system architecture it gives a algorithm with
development. Legal distribution of multimedia contents
is a recurrent topic of research. Broadband home
Internet access has enabled the sustained growth of e-
commerce, including direct downloads of multimedia
contents. Fingerprinting emerged as a technological
solution to avoid illegal content re-distribution. The
copyright protection and information integrity assurance
have gradually become an urgent issue that needs to be
resolved. It is more convenient and effective in practical

applications. The configuration use cloud frameworks to

give cost effectiveness, fast sending, versatility, and
flexibility to suit differing workloads

VI. EXISTING SYSTEM

There are many innovations and technologies in the
world with the same multimedia content protection
system. The existing system can save clients data on to
the cloud, which makes it can be accessed anywhere
anytime.

“Priyanka R”, “Cloud Based Multimedia
Protection System”, NLPGPS - 2017 Conference, 2017.
In this paper, they have gone through their system
properties very well but the cost for the project is too
high compared to the other papers we referred. Security
is also less and it is too complex for the end user to
execute.

PROPOSED SYSTEM

The client users are given provision to store their files in
the cloud. We developed new system for multimedia
content protection on cloud framework. The proposed
framework can be utilized to encrypt media including 2-
D recordings, 3-D recordings, pictures and music. The
design is cost effective because it uses the computing
resources on demand. The design can be scaled up and
down to support varying amounts of multimedia content
being protected. The proposed system is fairly complex
with multiple components. The programming devices
utilized as a part of this venture is Microsoft windows
Virtual Studio and Google Firebase. The content of the
multimedia can be uploaded and it will be encrypted and
user can also assign a password for each and every file
for second layer of protection. The file will be saved on
to the cloud. User can also download the encrypted file
if the wants to decrypt the encrypted file user can use the
decrypt option and upload the encrypted file to be
decrypted. We have developed a complete running
system of all components and tested it with more than
11,000 3D videos and 1 million images. By minimizing
the cost the system it will be more affordable for all the
users
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VII. ARCHITECTURE DIAGRAM

we have modules of 7 and the namely: Login
Home page, Upload the file, Encryption,
Decryption, Database storage, Logout or exit.
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Figured4: Architecture of the multimedia protection system
A. LOGIN USER

User must login or can sign up using their email
of Google email id to access the home for encrypt or to
decrypt the files. When user logged in. it checks whether
the user is in active or he/she is inactive so that it logout
in a period of time. It checks in the database for the user
details and presents it in the home page.

B. HOME PAGE

Home page is the page, where the user can access the
system for encrypting or decrypting the file. Home page
will be more attractive to user for accessing the items in
the system. The home also contains database the user
can see the files that the user uploaded. There is a bin
feature; the deleted files will be automatically stored in
the bin.

C. UPLOAD FILE

Uploading the file for encryption and for decryption
adds a dynamic way of approach where uploaded file

will be sent in the database and can be received
wherever the use wants it is a get feature to access

D. ENCRYPTION

Encrypting the file applies a strong password for the file
which makes it highly encrypted which cannot be
accessed by anyone without the correct combination of
passwords.

E. DECRYPTION

After the encryption the file must be decrypted to use
and to access the file so the decryption section we
decrypt the file by Appling the correct password for the
file and receiving it from the database or from the
system downloads. Every process is further encrypted
and decrypted which cannot be accessed or use by any

users from the system permission.

F. DATABASE STORAGE

The download file from the encryption and decryption
process will be stored in the database so that it won’t get
lost or deleted. In firebase database it is stored in the
system that gives a proper design to store the data and
can be received by the easy accessible ways.

G. LOGOUT OR EXIT

User can logout the system whenever they want the files
will be stored it the cloud which can be accessed with

one or more number of ways where it will allow the user
again to login at any time and at anywhere.

© 2021, IJSREM | www.ijsrem.com

Page 4


http://www.ijsrem.com/

&%I AL

IISREM
%' International Journal of Scientific Research in Engineering and Management (IJSREM)
ReLAIS Volume: 05 Issue: 05 | May - 2021 ISSN: 2582-3930

protection

GID|D
Multimedia content

TRASH

Figure6: Home page
W Firebase ootbatl +
Storage

What do you want to do?

P owcaemane

@ OECRPTARLE
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VIIL CONCLUSION

FigureS8: Encryption screen

Our project gives a detail progress of the user
uploading a multimedia file online through our system.
Our system encrypts the file and saves in our database.
The main objectives of the project are to develop an
algorithm that will be used to save the user information
safely. To develop a database were all the related data
will be stored and to develop a web interface. As it
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encrypts hash algorithm plays a keen role for the system.
For future purpose the enhancements can be made to
share the encrypted file in-between existing users
through a safe and encrypted way in system. An
Android/iOS can be developed in the future which will
bring our existing system to hands of everyone. With
this future implementation can be integrated with the
help of firebase, Android Studio is a powerful platform
for updating and recreating the web application in much
easier way.
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