”gég’ ‘2;\;3

: Iiiﬁ@ International Journal of Scientific Research in Engineering and Management (IJSREM)

P
fal Volume: 07 Issue: 04 | April - 2023 Impact Factor: 8.176 ISSN: 2582-3930

Cloud Data Duplication Identification using Hash Code

Sakshi Tadge!, Rutika Khainar?, Neha Jadhav® , Shraddha Banne*
Student, Dept. of Computer Engg, G.G.S.F,Nashik!
Student, Dept. of Computer Engg, G.G.S.F,Nashik?
Student, Dept. of Computer Engg, G.G.S.F,Nashik®
Assistant Professor, Dept. of Computer Engg., G.G.S.F, Nashik*
Department of computer
Guru Gobind Singh College of engineering and research center Nashik

Abstract

Storage and security for all data is very important for cloud computing. Securing and privacy preserving of
data is of high priority when it comes to cloud storage.De-duplication is a process that eliminates redundant
copies of data and reduces storage overhead. Storage and data transfer costs will be reduced by their cloud
providers by storing a unique copy of

duplicate data. The most often important and popular cloud service is data storage. Intrusion detection and
prevention are performed manually by network operators in the existing system. When the utilization of such
private cloud storage increases, there will be an increase in the connection problem, performance storage
demand, privacy security, data integrity. The key idea behind the develop a dynamicload balancing
algorithm based

on de-duplication to balance the load across the storage expansion of private cloud storage. For maintaining
privacy, security data integrity we will use SHA algorithm. SHA algorithm also used to avoid duplication.
The result also show the comparison of various hashing algorithms and show SHA is more secure and take
less time than other hashing algorithms. The base scheme without de-duplication checking scheme take more
storage space and time also increases.

Keywords: Security, Cryptography, Hash, De-duplication, SHA, Cloud computing, cloud solution, load
balancing, secure de-duplication.

I.  INTRODUCTION

Cloud computing is very important in the Information Technology.The storage services provided to users are
thoughinternet.Cloud computing is one of the emerging technology, which helped several organizations to
save money and time adding convenience to the end users.To solve connection problem we can implement
offline storage sync mechanism. To improve performance, load balancing is important task for doing
operations in cloud and de-duplication also. As cloud computing has been growing and many clients all
over the world are demanding more services and better results and load balancing is necessary in the cloud
computing. customers on their demand and build up the overall performance of cloud. The key idea behind
this project is to develop a offline store sync mechanism, dynamic load balancing algorithm based on de-
duplication to balance the load across the storage nodes

during the expansion of private cloud storage. The de-duplication process requires comparison of data
‘chunks’ (also known as 'byte patterns’) which are unique, contiguous blocks of data. These chunks are
identified and stored during a process of analysis, and compared to other chunks within existing data.
Whenever a match occurs, the redundant chunk is replaced with a small reference that points to the stored
chunk. Given that the same byte pattern may occur dozens, hundreds, or even thousands of times (the match
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frequency is dependent on the chunk size), the amount of data that must be stored or transferred can be
greatly reduced. high security is the only solution to retain strong trust relationship between the cloud users
and cloud service providers. Thus to overcome the security threats and this paper proposes multiple cloud
storage. Thus the common forms of data storage such as files and databases of a specific user is split and
stored in the various cloud storages.

Il. OBJECTIVES

Reduces the spending for extra disk or tape .

Reduces storage requirements to an extent.

Reduces the required bandwidth for backup process in a network .
Speeds up the reserve process and recovery process .

Saves time, storage and money .

Reduces the volume of data that is sent over LAN.
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1.  PURPOSE

This application helps in easy maintenance of data on the cloud platform so that no duplicate
files are Saved in the cloud.

De-duplication aids in saving the Storage space.

Save time and increase productivity.

Data can help remove redundant data from your data stores, and as a result, it can reduce the
amount of disk space required to store all that data.

Unlimited storage

Security
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IV. THEORETICAL BACKGROUND

As huge amounts of data are available and stored for various applications, then the problem arises in data
storage as well as data duplication. The stored data is accessed in the least amount of time, despite the fact
that there exists duplicates of data in the storage. This becomes easier by cloud storage devices due to easy
access of data and their duplicates. Memory reutilization makes the storage efficient. So the data can be
backed up in the cloud and restored easily when there is crash preventing inconsistency in data.Data De-
duplication helps storage administrators reduce costs that are associated with duplicated data. Large datasets
often have a lot of duplication, which increases the costs of storing the data. For example:

User file shares may have many copies of the same or similar files.
Virtualization guests might be almost identical from VM-to-VM.
Backup snapshots might have minor differences from day to day.
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The space savings that you can gain from Data De-duplication depend on the dataset or workload on the
volume. Datasets that have high duplication could see optimization rates of up to 95%, or a 20x reduction in
storage utilization.

V. DESIGN OF SYSTEM

These system propose the architecture to remove a load on cloud base servers and which will avoid data
duplications using the some methodologies and algorithms. This system is basically performing Hash Code
detection techniques which is used for avoiding multiple storage of the files on the Cloud Server.

Data
[ File J Calculate Hash
v | v |
rEaIc:ulate Signature] ’ Create Block |
: Upload File ] ( Up'ﬂaglizﬂk ON

Check Signature

Cloud Firebase

[ Detect Duplication ]

© 2023, IJSREM | www.ijsrem.com DOI: 10.55041/I)SREM19480 | Page 3



http://www.ijsrem.com/

Y4 ‘35
#g;JSREI\'%Q . - e - . .
- 7 INternational Journal of Scientific Research in Engineering and Management (IJSREM)
w Volume: 07 Issue: 04 | April - 2023 Impact Factor: 8.176 ISSN: 2582-3930

VI.  IMPLEMENTAION

e Algorithm of Proposed System:-

Step 1: Start
Step 2: Login to the User
Step 3: Category & Subcategory are added
Step 4: Upload file
Step 5: Calculate Hash
Step 6: Hash code is generated
Step 7: Comparison Of Hash Value to Uploaded files.
If:
Hash value is same then go to step 8
Else :
Hash value is unique then go to step 9
Step 8: Duplicate file message are arrive(detect duplication)
Step 9: File Upload.

e Working Module Snapshot

Admin Login

.

Admin login
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VIlI.  CONCLUSION

By our Study we have came to a Conclusion that for our project we are expected to develop an
application for the to avoid cloud disaster such as problems in connection, performance, privacy
security, data management .To overcome this we are using mechanism like offline store & sync. load
balancing, de-duplication, . De-duplication aids in saving the Storage space.

This application helps in easy maintenance of data on the cloud platform so that no duplicate files
are .Saved in the Cloud. With the evolution of Cloud computing, storage resources of commodity
machines can be efficiently utilized. This allows every organization to build its own private cloud for
a variety of purposes. In order to .Better utilize the limited storage available in a private cloud, a
suitable approach for optimization has to be used.
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