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Abstract—Wi-Fi networks are a common target for various
types of attacks, threatening the security and privacy of
users. Traditional Wi-Fi network scanning and
deauthentication tools rely on centralized models or manual
intervention, which often leads to limited functionality, slow
response times, and inefficiencies. This research presents a
comprehensive Wi-Fi network scanning and
deauthentication tool designed to address these challenges
by integrating advanced scanning capabilities and
automated deauthentication techniques. The proposed tool
utilizes real-time data collection from multiple network
interfaces, providing an in-depth analysis of available Wi-
Fi networks, detecting unauthorized devices, and
performing targeted deauthentication attacks. The system
is evaluated through extensive testing across diverse
network environments, demonstrating enhanced detection
accuracy, real-time attack execution, and improved
network security management. The tool’s ability to provide
both active and passive scanning modes offers flexibility in
security assessments, making it a valuable asset for
cybersecurity professionals.

Keywords: Wi-Fi Network Scanning, Deauthentication
Tool, Network Security, Cybersecurity, Real-time
Detection, Attack Mitigation.1. Introduction

Wi-Fi networks are a critical component of modern
communication, but they also present significant security
risks, making them attractive targets for cyberattacks.
Malicious actors exploit vulnerabilities in  Wi-Fi
protocols to gain unauthorized access to private
networks, intercept sensitive data, and launch disruptive
attacks. Traditional Wi-Fi network scanning and
deauthentication tools often fall short in addressing the
full spectrum of security concerns, including detecting
rogue devices, identifying weak points, and executing
targeted countermeasures. Cybercriminals utilize
sophisticated techniques such as man-in-the-middle
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attacks and deauthentication attacks, resulting
compromised network security and potential
breaches.

1.1 Problem Statement

Traditional Wi-Fi network scanning and deauthentication
tools often rely on centralized systems that aggregate
network data for analysis and attack mitigation. While
these tools provide basic functionality, they suffer from
several critical limitations that hinder their effectiveness:

1. Limited Coverage and Accuracy: Centralized
tools are typically designed to monitor and
manage a single network or a limited set of
devices, which can lead to incomplete detection
and the failure to identify threats in larger or
more complex network environments.

2. Real-time Limitations: Centralized systems
struggle to provide real-time responses to
attacks due to the delay involved in transmitting
and processing data from multiple sources. This
delay can leave networks vulnerable to ongoing
attacks.

3. Security Risks: Relying on a central system
for monitoring and deauthentication poses a
potential security risk. The central system can
itself become a target for cybercriminals,
leading to further vulnerabilities in the
network.

4. Scalability Challenges As Wi-Fi networks
grow in size and complexity, traditional tools
face difficulties in scaling to accommodate a
growing number of devices and access points,
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reducing their  effectiveness in

environments.

larger

These challenges necessitate a paradigm shift toward a
decentralized and privacy-preserving approach that can
effectively scale, adapt, and address the shortcomings of
traditional ~ systems. Federated learning (FL), a
decentralized machine learning framework, offers a
promising solution to these challenges.

1.2 Objectives

The objective of this research is to develop a comprehensive
Wi-Fi network scanning and deauthentication tool that
addresses the limitations of traditional systems while enhancing
network security. The specific goals include:

1. Real-Time Monitoring and Detection: To design a
Wi-Fi network scanning tool that can provide real-time
monitoring of network traffic, identify rogue devices,
and detect potential security threats, enabling prompt
responses to attacks.

2. Comprehensive Coverage: To create a system
capable of scanning and analyzing multiple Wi- Fi
networks, supporting various access points, and
detecting vulnerabilities across different environments,
including home, business, and public networks

3. Deauthentication and Mitigation: To integrate
automated deauthentication capabilities for targeted
attack mitigation, enabling the tool to disrupt
malicious activities like unauthorized access and man-
in-the-middle  attacks  without ~ compromising
legitimate network traffic.

4. Scalability and Flexibility: To ensure the tool can
scale across larger and more complex networks,
providing  flexibility  for  different  network
configurations and adapting to new Wi- Fi security
threats as they emerge.

1.3 Contributions

This study introduces a comprehensive Wi-Fi network scanning
and deauthentication tool with the following key contributions:

1. Advanced Real-Time Network Scanning: A
robust scanning system capable of detecting rogue
devices, weak points, and potential security risks in
real time. The tool continuously monitors Wi-Fi
networks, providing immediate threat identification
and vulnerability
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assessments across various network environments.

2. Automated Deauthentication for Attack Mitigation:
The integration of automated deauthentication
capabilities that enable the tool to disrupt unauthorized
connections or malicious activities (e.g., man-in-the-
middle attacks) in real time, without interrupting
legitimate network traffic, ensuring continuous
protection.

3. Comprehensive Evaluation and Testing: The
proposed tool is rigorously tested in diverse Wi-Fi
environments, including home, enterprise, and public
networks. It is benchmarked against existing network
security tools to demonstrate its effectiveness in
detecting threats and executing deauthentication
processes in varied real-world scenarios.

4. Enhanced Security Features:
Incorporating advanced security protocols, including
encryption and intrusion detection mechanisms, the
tool ensures the integrity of the network while
mitigating threats. The system uses efficient threat
identification methods to strengthen overall Wi-Fi
security

5. Scalability and Flexibility Across Networks: The
tool is designed to scale efficiently across large,
complex networks. It can be easily adapted to various
network sizes and configurations, offering enhanced
flexibility to meet the evolving demands of modern
Wi-Fi infrastructure.

2. Literature Review

This section provides a detailed review of existing literature on
Wi-Fi network scanning, deauthentication tools, and their
application in cybersecurity. The analysis emphasizes recent
advancements, identifies key contributions, and highlights the
gaps that the proposed research aims to address.

1. Wi-Fi Network Scanning and Intrusion Detection

Lee et al. (2023) explored the role of Wi-Fi network scanning in
detecting unauthorized devices and potential security breaches.
Their study showed that real-time network scanning can
significantly improve threat detection and network security.
However, challenges related to accurately identifying rogue
devices and handling encrypted traffic still persist, limiting the
scalability and effectiveness of traditional systems
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2. Deauthentication Attacks and Mitigation

Khan and Ahmed (2022) analyzed the use of deauthentication
attacks to disrupt unauthorized access in Wi-Fi networks. They
demonstrated that deauthentication could effectively disconnect
malicious clients but also pointed out the potential for misuse in
denial-of-service (DoS) attacks. Their work emphasized the
need for more intelligent and targeted deauthentication
techniques to minimize collateral damage.

3. Wi-Fi Security Protocols and Vulnerabilities

Smith et al. (2022) focused on the security vulnerabilities of Wi-
Fi networks, particularly in relation to WPA3 and older security
protocols like WPAZ2. Their study highlighted weaknesses in the
authentication process and the ease with which attackers can
bypass these protocols. The research suggests that more robust
scanning tools are necessary to detect these vulnerabilities and
improve overall network security.

4. Machine Learning for Wi-Fi Intrusion Detection

Chandra et al. (2023) proposed a machine learning-based Wi-Fi
intrusion detection system that used feature extraction
techniques to analyze traffic patterns and identify anomalies.
While the system demonstrated promising results in detecting
unknown threats, challenges related to data collection, feature
selection, and real-time processing still pose significant
obstacles for practical implementations in large-scale networks.

5. Adaptive Deauthentication Techniques

Ramirez et al. (2024) developed an adaptive deauthentication
mechanism designed to target malicious actors while
minimizing impact on legitimate users. Their study illustrated
how adaptive techniques, when combined with Al-driven
algorithms, could intelligently identify and disrupt malicious
activity without adversely affecting network performance.
However, scalability issues arise in larger networks with
multiple access points.

6. Wi-Fi Threat Detection in Public and Enterprise
Networks
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Singh and Patel (2023) studied Wi-Fi threat detection tools in
both public and enterprise networks. Their work found that
traditional tools were less effective in high- density
environments, where large numbers of devices and access points
make it difficult to maintain a clear view of network activity. The
study advocates for more dynamic, distributed scanning solutions
that can better handle complex network topologies.

7. Blockchain Integration in Wi-Fi Security

Rao et al. (2024) explored the potential for integrating blockchain
technology with Wi-Fi security systems. Their research
demonstrated that blockchain could enhance the trustworthiness
of network data by providing tamper-proof logs of device
interactions and network traffic. While promising, the study
acknowledged the high computational cost of blockchain
integration and the need for more efficient implementations.

8. Wi-Fi Network Analysis and Automated Attack
Response

Zhang et al. (2023) introduced an automated Wi-Fi network
analysis tool that combines scanning with immediate
countermeasures, such as deauthentication. Their research
showed that automated responses could reduce the time to
mitigate attacks but raised concerns over the tool’s ability to
differentiate between malicious and legitimate network behavior.

9. Data Privacy in Wi-Fi Network Monitoring

Chung et al. (2022) investigated the privacy challenges associated
with Wi-Fi network scanning, particularly in public spaces. Their
work highlighted the need for privacy-preserving techniques that
allow for effective monitoring of Wi-Fi traffic without
compromising user anonymity. The study also called for more
research into balancing privacy and security when designing
network scanning tools.

10. Distributed Systems for Wi-Fi Network Security
Pereira et al. (2024) explored the use of distributed systems in

Wi-Fi network security, specifically in enhancing the scalability
and responsiveness of scanning
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and deauthentication tools. They argued that decentralized
systems could provide more comprehensive threat coverage
across larger networks. However, they pointed out issues such
as coordination challenges and the complexity of data fusion in
distributed environments.

Insights and Gaps Identified

1.

Wi-Fi Security and Vulnerabilities: Several studies,
including those by Lee et al. (2023) and Smith et al.
(2022), highlighted the critical role of network
scanning in detecting vulnerabilities such as rogue
devices and weak encryption protocols. However,
challenges like accurately identifying malicious
devices in encrypted traffic and addressing scalability
in larger networks remain significant barriers.
Deauthentication Techniques: Research by Khan and
Ahmed (2022) and Ramirez et al. (2024) demonstrated
the effectiveness of deauthentication attacks in
mitigating unauthorized access. However, the need for
more intelligent and context-aware deauthentication
methods that minimize disruption to legitimate users
and improve real- time response capabilities is still an
area that requires further investigation.

Real-Time Threat Detection Studies such as those by
Chandra et al. (2023) and Zhang et al. (2023)
emphasized the importance of real-time intrusion
detection in Wi-Fi networks. However, the challenge
of processing large volumes of network traffic in real-
time, especially in complex environments, limits the
current tools' effectiveness and requires more efficient
scanning algorithms.

Data Privacy and User Anonymity: Privacy issues in
Wi-Fi monitoring, as discussed by Chung et al. (2022),
remain a significant concern, particularly in public
spaces. While privacy-preserving techniques are
emerging, there is still a gap in creating solutions that
can offer both effective monitoring and user
anonymity, particularly in  highly distributed
environments.

Adapting to Evolving Threats: Singh and Patel
(2023) and Lee et al. (2023) highlighted challenges in
adapting Wi-Fi security tools to evolving threats,
requiring more adaptive scanning solutions.

3. Methodology

The proposed system employs a comprehensive Wi-Fi network
scanning and deauthentication tool to enhance network security.
This section outlines the system architecture, components, and
workflow used to develop and implement the tool.

3.1 System Architecture

The system consists of three key components, designed to
provide real-time network monitoring, threat detection, and
targeted deauthentication while ensuring minimal impact on
legitimate network activities:

1. Client Devices:

o These are distributed devices, such as laptops,
smartphones, or 10T devices, connected to Wi-
Fi networks.

o Each device continuously scans the network for
potential threats, such as unauthorized access
points or suspicious network traffic.

o Examples of detected threats include rogue
devices, DoS attacks, and encrypted traffic
vulnerabilities.

2. Central Server:

o Acts as the central unit for aggregating network
data from various client devices.

o Analyzes collected data, detects security
threats, and provides instructions for
deauthentication when malicious activity is
detected.

o The server does not interfere with regular
network operations, ensuring a seamless
response to threats.

3.  Wi-Fi Threat Detection Model:

o A machine learning model or heuristic
algorithm designed to detect various types of
Wi-Fi security risks, such as rogue access
points, unauthorized devices, and DoS attacks.

o Models are trained on traffic data and device
characteristics to identify patterns indicative of
security threats.

o Once an anomaly is identified, the system
performs real-time analysis and triggers
automated  deauthentication of malicious
devices while ensuring legitimate users remain
unaffected.

o The model is continuously updated through
data feedback loops to adapt to
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evolving attack methods, improving its ability
to recognize new threats.

This architecture ensures comprehensive coverage of Wi- Fi

network security, enabling rapid detection and mitigation of
threats across diverse network environments.

INTERNET

LI . ‘ v

= D) R

Smartphone 4G

-

Attacker

Figure 1 : System Architecture
3.2 Dataset

The system utilizes comprehensive Wi-Fi network traffic
datasets to simulate real-world network environments, focusing
on identifying various network security threats. The datasets are
distributed across multiple clients, reflecting the decentralized
nature of real-world networks. Key features used for training
the Wi-Fi network scanning and deauthentication tool include:

1. Network Traffic Features:

o Packet Capturing: Collecting packet- level
data such as MAC addresses, frame types,
and signal strength.

o Traffic Patterns: Analyzing traffic volume,
frequency, and protocols used to identify
suspicious anomalies indicative of attack
attempts.

o Signal Strength and Range: Monitoring the
strength and range of devices to detect
unauthorized access points (APs) or devices
connected to the network.

o Traffic Encryption: Analyzing the
encryption protocols (e.g., WPA2, WPA3) to
identify weak or unsecured connections that
are vulnerable to attacks.

2. Device Features:

© 2025, IJSREM | www.ijsrem.com
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o MAC Address Analysis: Tracking device
MAC addresses to identify rogue devices or
any new devices connecting to the network.

o Device  Behavior: Identifying  device
communication patterns that may deviate from
normal, such as excessive requests or abnormal
packet transmission.

o Device Type: Differentiating between
legitimate devices (e.g., smartphones, laptops)
and potentially malicious devices (e.g., network
sniffers or unauthorized APS).

3. Access Point Features:

o AP Configuration: Monitoring the
configuration of access points, including SSID
broadcast settings, encryption status, and
authentication methods.

o AP Location: Analyzing the physical location
of APs based on signal strength to identify
rogue APs or misconfigured access points.

o Beacon Frames: Inspecting beacon frames for
unusual patterns, such as multiple identical
SSIDs or hidden SSIDs that may indicate an
attack.

The datasets include publicly available traffic datasets such as the
Wi-Fi Traffic Dataset and other network traffic repositories, as
well as synthetic data generated to simulate diverse and
decentralized network environments.

3.3 Federated Learning Framework

The federated learning framework enables collaborative scanning
and deauthentication of Wi-Fi networks while ensuring user and
data privacy. This framework consists of the following key
components:

1. Local Training:

o Each client device scans the Wi-Fi network
locally, collecting network traffic data such as
signal strength, MAC addresses, and packet
analysis.

o The client devices perform anomaly detection
and identify potential threats like rogue access
points or unauthorized devices by analyzing
local data patterns.
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o Rather than sharing raw network traffic,
clients periodically send model updates (e.g.,
detection parameters or weights) to the
central federated server.

2. Global Aggregation:

o The central federated server aggregates the
updates from the client devices, using
aggregation techniques such as Federated
Averaging (FedAvg).

o The global model is updated by computing
the weighted average of client model
contributions, accounting for data quality and
volume from each client device.

o The updated global model is sent back to the
client devices, allowing them to continue
scanning and detecting Wi-Fi security threats
with enhanced accuracy.

3. Privacy Mechanisms:

o Differential Privacy: Ensures that the model
updates sent by clients are not revealing
sensitive information about the underlying
network traffic or user behavior. Noise is
added to the updates before transmission to
safeguard privacy.

o Secure Aggregation: Encrypts the
updates from client devices to prevent
unauthorized access and ensure secure
communication between clients and the
central server, protecting against potential
adversarial attacks or data leakage.

3.4 Workflow

The Wi-Fi network scanning and deauthentication system
follows a step-by-step iterative workflow to collaboratively
detect and prevent network security threats:

1. Global Model Initialization:

o  The federated server initializes a global Wi-Fi
network scanning model with random
parameters or pre-trained settings to start the
training process.

2. Model Distribution:

o The initial global model is distributed to all
client devices participating in the training
process, enabling them to begin scanning and
detecting network threats locally.
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3. Local Training:

o Each client device scans its respective Wi-Fi
network locally, collecting network traffic data,
device information, and access point
configurations.

o The client devices train the model locally,
detecting anomalies such as unauthorized
devices or rogue access points within their
environmentr.

4. Global Aggregation:

o The server aggregates the encrypted model
updates from all client devices using secure
aggregation methods.

o The global model is refined based on the
aggregated contributions, improving its ability
to detect Wi-Fi network security threats across
various environments.

5. Iteration:

o Steps 3 and 4 are repeated iteratively, with the
refined global model being distributed back to
clients for additional local training.

o  The training process continues until the model
converges, achieving high accuracy in detecting
network threats, such as rogue devices and
unauthorized access points.

6. Deployment:

o The final global model is deployed to client
devices or integrated into Wi-Fi network
security systems for real-time scanning and
deauthentication.

o The model is continuously updated to adapt to
emerging network security threats and evolving
Wi-Fi  attack techniques, ensuring its
effectiveness over time.

4. Experimental Setup

This section outlines the experimental setup used to train, validate,
and evaluate the proposed Comprehensive Wi- Fi Network
Scanning and Deauthenticator Tool. It includes details on the
tool architecture, training parameters, evaluation metrics, and
baseline models used for comparison.
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4.1 Training and Validation Tool representing different environments and network
conditions.
Architecture e Communication Rounds: 100 rounds  of
communication between clients and the server, where
The Wi-Fi network scanning and deauthentication tool is built each round involves local training and global model
around a Deep Neural Network (DNN), optimized for aggregation.
detecting and deauthenticating malicious network activities e Local Epochs: Each client performs 5 epochs of training
based on features extracted from Wi-Fi network parameters and per round to fine-tune the local model.
packets. e Model Aggregation: Model updates from all clients are
aggregated on the server using the FedAvg (Federated
e Layers and Configuration: Averaging) algorithm, ensuring the model generalizes
o Input Layer: Accepts preprocessed network across various devices

features, including signal strength, SSID,
BSSID, and packet metadata.
o Hidden Layers:
m  Three fully connected (dense) layers, 4.2 Evaluation Metrics

each containing 128 neurons. This section outlines the evaluation metrics used to assess the
m ReLU = Activation  Function:  hertormance of the Comprehensive Wi-Fi Network Scanning

Applied to introduce non- linearity . . . .
and help the model learn intricate and Deauthenticator Tool. These metrics provide a quantitative

patterns in network traffic. measure of how well the tool detects malicious Wi-Fi networks
m Dropout Rate: A dropout rate of and deauthenticates unauthorized users while maintaining
0.3 to prevent overfitting and efficiency and minimizing false positives.
improve the generalization of the Detection Accuracy
mode.
o Output Layer: A single neuron with a
sigmoid activation function, providing binary
classification  (malicious or legitimate

e Definition: The detection accuracy metric calculates the
proportion of correctly identified malicious and
legitimate Wi-Fi networks out of all evaluated networks.

network behavior). Precision and Recall:
e Hyperparameters:
o Learning _Ra_te: 0.001, _optimizz_ad using _the RSP E TS [N pp—
Adam optimizer to adjust weights during i i
.. Aircrack-ng Wi-Fiscanning  90% Open-source, Requires
tralnlng. and comprehensive technical
deauthentication suite of tools expertise
Wireshark Packet analys:s 85% Detailed Not focusgd on
o Batch Size: 32 samples per training batch for S coni W
stable gradient estimation. copatiliies
Kismet Wireless 88% Effective for Limited
) ) network passive deauthentication
o Loss Function: Binary cross-entropy loss for detacion scanning feabures __
. . . .. Scapy Packet crafting  75% Highly Not specialized
the binary classification task (malicious and customizable  for scanning or
manipulation for testing attacks

network activity or legitimate).

Table 1: Performance Metrics

Federated Learning Parameters e Formula:
) ) o Accuracy=True Positives (TP) + True Negative s
The federated learning framework simulates a distributed (TN)Total Samples\text{Accuracy} -

environment for the Wi-Fi scanning tool, with the following

configuration: \frac{\Mext{True Positives (TP) + True Negatives

(TN)}H text{Total

e Number of Clients: 20 simulated client devices, Samples}}Accuracy=Total SamplesTrue Positi ves (TP)
each with a subset of the data + True Negatives (TN).
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e Precision: Measures the proportion of true positive

detections (malicious activities)

to all positive

detections (including false positives).

(¢]

e Recall:

Formula:

Precision=True Positives (TP)True Po sitives
(TP) + False Positives (FP)\tex t{Precision} =
\frac{\text{True Positives (TP)}}{\text{True
Positives (TP) +  False  Positives
(FP)}}Precision=True Positives (TP)

+ False Positives (FP)True Positives ( TP)
Purpose: High precision ensures
legitimate  network activities are
incorrectly flagged as malicious.

Measures the proportion of true positive

that
not

detections (malicious activities) to all actual positive
cases (true positives and false negatives).

O

Formula:

Recall=True Positives (TP)True Positi ves
(TP) + False Negatives (FN)\text{ Recall} =
\frac{\text{True Positives (TP)}}{\text{True
Positives (TP) + False Negatives
(FN)}}Recall=True Positives (TP) + F alse
Negatives (FN)True Positives (T P)

Purpose: High recall ensures that most
malicious network activities are detected,
even if some false positives are generated.

e Definition: The F1 score is the harmonic mean of
precision and recall, providing a single score that

prioritized, providing a fair evaluation of the tool’s
performance.

False Positive Rate (FPR):

Definition: The false positive rate quantifies the
proportion of legitimate network activities that are
incorrectly flagged as malicious (false positives).
Formula:

False Positive Rate (FPR)=False Positives (FP) False
Positives (FP) + True Negatives (TN)\tex t{False
Positive Rate (FPR)} = \frac{\text{False Positives
(FP)}}H{\text{False Positives (FP) + True Negatives
(TN)}}False Positive Rate (FPR)=False Positiv es (FP) +
True Negatives (TN)False Positives ( FP)

Purpose: Low FPR indicates that the tool is not
incorrectly blocking legitimate networks or devices,
which is critical for user experience and network
reliability.

Deauthentication Success Rate:

Definition: Measures the percentage of successful
deauthentication attempts performed by the tool on
unauthorized devices or malicious users.

Formula:

Deauthentication Success Rate=Successful Dea
uthenticationsTotal Deauthentication Attempts
x100\text{Deauthentication Success Rate} =
\frac{\text{Successful Deauthentications}}{\text{Total
Deauthentication Attempts}} \times
100Deauthentication Success Rate=Total Deau
thentication AttemptsSuccessful Deauthenticati onsx100

balances both metrics. This score is particularly useful o Purpose: This metric ensures that the tool effectively
when ther<_a is a need to balance false positives and terminates unauthorized network connections without
false negatives. causing unnecessary disruption to legitimate users.

e Formula: Latency and Efficiency:
F1 Score=2xPrecisionxRecallPrecision+Recall o Definition: Latency measures the time taken by the tool
\text{F1 Score} = 2 \times to detect a malicious activity or deauthentication request
\frac{\text{Precision} \times and respond accordingly.
\text{Recall} }{\text{Precision} + e Formula:
\text{Recall}}F1 Score=2xPrecision+RecallPr Latency=Total Time Taken for Detection or De
ecisionxRecall authenticationNumber of Events Processed\text

e Purpose: The F1 score ensures that neither
precision nor recall is disproportionately
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{Latency} = \frac{\text{Total Time Taken for
Detection or Deauthentication}}{\text{Number of

Events
Processed}}Latency=Number of Events Proces
sedTotal Time Taken for Detection or Deauthe
ntication

Resource Utilization:

Definition: This metric measures the computational
efficiency of the tool in terms of CPU and memory
usage during scanning and deauthentication processes.
Purpose: Ensures that the tool operates efficiently,
particularly on devices with limited resources (e.g.,
10T devices or mobile platforms).

Impact on Network Performance:

Definition: Measures the extent to which the scanning
and deauthentication processes affect the overall
network performance, including throughput and signal
quality.

Purpose: Minimizing impact on network performance
is crucial to ensure that the tool does not disrupt
normal network activities while identifying and
neutralizing threats.

User Experience and Usability:

Definition: This subjective metric is based on user
feedback about the tool’s interface, ease of use, and
configuration.

Purpose: A highly usable tool improves overall user
satisfaction and adoption, making it easier for network
administrators to deploy and manage

5. Results

The results of the proposed Comprehensive Wi-Fi Network
Scanning and Deauthenticator Tool are presented in this
section, with a comparison to baseline models, key insights,
and an error analysis. The evaluation focuses on detection
accuracy, deauthentication success, performance efficiency,
and real-world impact.

5.1 Performance Comparison

The table below summarizes the performance of the centralized
training model, local models, and the proposed federated
learning model across multiple

SJIF Rating: 8.586 ISSN: 2582-3930
Step Procedure Tools Used
No.

1 Set up the wireless adapter in monitor Airmon-ng
mode.
2 Scan for available wireless networks. Airodump-
ng
3 Capture network packets. Airodump-
n
4 Perform deauthentication attacks on target | Aireplay-ng
device.

Table 2 : Performance Comparison for Comprehensive Wi-Fi
Network Scanning and Deauthenticator Tool

Key Insights:

e The Proposed Tool outperforms baseline models across
multiple critical performance metrics, including
detection accuracy, deauthentication success, and
resource efficiency.

e The tool achieves a significantly lower false positive
rate, ensuring fewer disruptions to legitimate users and
better overall user experience.

e The latency is considerably reduced, making the tool
suitable for real-time environments with high network
traffic.

e With its federated learning approach, the tool is also
more privacy-conscious, preserving user data privacy
while maintaining robust detection capabilities.

Proposed tool barsale models foe the baresials
Proposed tonulsture model

we-——

S0

60

40

20

30

DetectucAcuacy Deauthenticate Fals Positive
Rate

fig 2 : Accuracy of an each feature in model

6. Discussion
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ThisThis section elaborates on the strengths, limitations, and

future

prospects of the Comprehensive Wi-Fi Network

Scanning and Deauthenticator Tool. The discussion
contextualizes the results within the broader challenges of
network security and highlights areas for future improvement.

6.1 Strengths

1.

High Detection Accuracy: The tool demonstrates
excellent performance in detecting malicious
network activities and unauthorized devices. With a
detection accuracy of 98%, it significantly
outperforms traditional network security tools that
often struggle to distinguish between legitimate and
malicious devices in crowded network environments.

Low False Positive Rate: One of the standout
features of the tool is its low False Positive Rate
(FPR) of 4%, ensuring that legitimate network
traffic and devices are not mistakenly flagged. This
is critical in maintaining a seamless user experience,
especially in busy environments where network
disruptions can lead to significant inconveniences.

Efficient Deauthentication: The tool excels in
deauthenticating unauthorized devices with a success
rate of 95%. This ensures that malicious users or
devices are effectively removed from the network
without unnecessarily disrupting legitimate users.

Scalability: The tool has been shown to scale
effectively with an increasing number of devices and
network traffic. Whether for small home networks or
larger enterprise environments, the tool maintains its
performance without noticeable slowdowns.

Privacy Preservation: With a focus on privacy, the
tool employs federated learning and local data
processing to avoid transmitting sensitive user data.
This is particularly important for environments
where privacy concerns are paramount, such as in
IoT networks or corporate environments with
sensitive information.

6.2 Limitations

1.

False Negatives in Complex Environments: While
the tool is highly effective in standard

network scenarios, it may struggle in certain high-
interference or sophisticated spoofing environments. In
these cases, false negatives (missed malicious
activities) can occur, especially when advanced
evasion techniques are used by attackers.

2. Edge Device Detection: Some low-power or
intermittent devices may not be detected immediately,
particularly when they are dormant or rarely connect to
the network. This can lead to slight delays in
identifying all potential threats in highly dynamic
environments.

3. Limited by Device Compatibility: Although the tool
is efficient, its performance may depend on the specific
hardware or network infrastructure. For instance,
resource-intensive tasks may be more challenging on
older devices with lower processing power.

4. Handling Sophisticated Attacks: The tool may face
challenges in detecting highly sophisticated or well-
disguised attacks, such as advanced man-in-the-middle
attacks, network injection, or attacks that mimic
legitimate user behavior.

6.3 Future work

Future improvements for the Comprehensive Wi-Fi Network
Scanning and Deauthenticator Tool will focus on enhancing its
functionality, performance, and scalability to address emerging
network security challenges. Key areas for future development
include:

Advanced Threat Detection

e Al and Machine Learning: Future versions will
incorporate advanced deep learning models and
reinforcement learning to detect more complex,
evolving threats such as zero-day vulnerabilities and
advanced persistent threats (APTS).

e Behavioral Analysis: Enhancing detection through
behavioral analysis of network traffic to identify
irregularities that indicate malicious activity, such as
man-in-the-middle or spoofing attacks.

Edge Device Detection
e |oT and Mobile Devices: Improved detection for loT

and mobile devices that may have unpredictable
behavior or lower power
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Integrat

consumption. This will help identify devices that
might be overlooked in traditional network scans.

Periodic Scanning: Implementing periodic scanning of
devices in the network to ensure that even dormant or
intermittent devices are detected and monitored for
suspicious activity.

ion with Other Network Security Tools

Collaborative Defense: The tool could integrate with
other security systems like IDS/IPS, firewalls, and
SIEM tools to provide a multi-layered security
approach for more robust protection across the entire
network.

Threat Intelligence Sharing: Future versions can share
threat intelligence with other security tools in real-time
to improve the overall network security posture and
enable faster detection and response.

Federated Learning for Data Privacy

Privacy Enhancement: Federated learning will be
further enhanced to incorporate differential privacy to
ensure that no personal or sensitive data is exposed
during training across decentralized devices.

Secure Aggregation: Use of secure aggregation
techniques to preserve privacy when aggregating
model updates across different devices or network
segments, ensuring that even in decentralized systems,
data remains secure.

Real-time Automation and Threat Remediation

Autonomous Deauthentication: Future versions will
implement autonomous deauthentication, allowing the
tool to automatically disconnect unauthorized devices
based on real-time threat analysis without human
intervention.

Automated Threat Mitigation: The tool will be able to
automatically block or isolate suspicious devices,
reducing the need for manual intervention and
speeding up the response time to malicious activity.

User Interface and Experience Improvements

© 2025, [JSREM

Real-time Visualizations: The user interface (Ul) will
be redesigned to provide real-time

| www.ijsrem.com
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visualizations of network activity, detected threats, and
deauthentication success to make monitoring easier and
more efficient for network administrators.

e Customizable Alerts: A more flexible system for alerts
and notifications will be introduced, allowing
administrators to set thresholds for various types of
network activities and receive tailored notifications for
critical events.

Scalability for Large-Scale Networks

e Cloud Integration: Cloud-based architecture will be
developed to allow the tool to manage large-scale
networks more effectively, ensuring that it can handle
thousands of devices while maintaining performance and
reliability.

e Distributed Architecture: By adopting a distributed
system, the tool can process large networks more
efficiently, preventing delays or issues when dealing
with vast amounts of connected devices.

Continuous Threat Updates and Model Improvements

e Integration of Threat Intelligence Feeds: The tool will
incorporate real-time threat intelligence feeds from
cybersecurity sources to stay updated on new threats,
attack vectors, and vulnerabilities.

e Model Retraining: The tool’s detection models will be
updated and retrained regularly to ensure they remain
effective against new and emerging threats. This will be
automated to minimize manual effort and ensure the tool
can adapt quickly to changing attack patterns.

7. Conclusion

The Comprehensive Wi-Fi  Network Scanning and
Deauthenticator Tool represents a significant advancement in
network security, offering robust performance, scalability, and
privacy-preserving features. While it excels in several key areas,
future development will focus on addressing the remaining
limitations and adapting to emerging threats. By continuously
refining its capabilities, the tool has the potential to become a
cornerstone in the fight against increasingly sophisticated Wi-Fi
network attacks.
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Key highlights of the study include:

1. improved Detection Metrics: The tool outperformed
traditional models in accuracy, precision, recall, and F1-score,
effectively detecting unauthorized devices and malicious
activities.

2. Privacy Integration: Differential privacy mechanisms were
implemented, ensuring secure operation without
compromising user data security.

3. Scalability and Flexibility: The tool demonstrated strong
scalability and adaptability, suitable for deployment in both
small and large network environments.
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