
          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                        Volume: 08 Issue: 04 | April - 2024                                SJIF Rating: 8.448                            ISSN: 2582-3930                                                                                                                                               

 

© 2024, IJSREM      | www.ijsrem.com                           DOI: 10.55041/IJSREM31141                                                  |        Page 1 
 

Counterfeit Products Detection using Blockchain 

 

Prof. Rushikesh Bhalerao1, Rutuja Barke2, Archana Ghuge3, Poonam Darade4, Pooja Sangle5
 

1Professor, Department of Information Technology, Sir Visvesvaraya Institute 

of Technology, Nashik, Maharashtra, India 

2,3,4,5 Department of Information Technology, Sir Visvesvaraya Institute of Technology, 

Nashik, Maharashtra, India 

---------------------------------------------------------------------***----------------------------------------------------------------- 

Abstract – Blockchain-Based Supply Chain 

Management is a novel approach to enhancing the 

transparency, security, and trustworthiness of 

supply chains. In this study, we explore the design 

and implementation of a blockchain-based system 

that enables manufacturers, suppliers, and 

customers to collaborate seamlessly in tracking and 

verifying product information. The proposed 

system utilizes the intrinsic characteristics of 

blockchain, including decentralization, resistance to 

tampering, and transparency, to mitigate 

counterfeiting and establish trust within the supply 

chain.The proposed system leverages blockchain's 

inherent features, such as decentralization, tamper-

resistance, and transparency, to reduce 

counterfeiting and build trust in the supply chain. 

We discuss the architecture and key components of 

the system, including the role of SQL databases and 

Metamask wallet integration. Additionally, we 

highlight the process flow, from manufacturers 

assigning unique serial numbers to customers 

verifying product authenticity through QR code 

scans. This research presents a comprehensive 

solution for supply chain management, offering 

potential applications beyond product tracking, 

including in banking, healthcare, and e-commerce. 
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1. INTRODUCTION 

 

In today's global marketplace, supply chain 

management plays a pivotal role in ensuring the 

efficient movement of goods from manufacturers to 

consumers. Nevertheless, this complex network faces 

numerous challenges, with counterfeiting emerging as 

a prominent and pressing issue. Counterfeit products 

not only erode consumer trust but also pose serious 

economic and safety risks. To combat this issue and 

enhance transparency within supply chains, blockchain 

technology has emerged as a promising solution. This 

paper explores the utilization of blockchain to tackle 

the problem of counterfeiting in supply chains, 

offering a secure and transparent system for product 

authentication and traceability. By implementing this 

innovative technology, we aim to safeguard the 

integrity of products and bolster consumer confidence 

in the authenticity of goods throughout the supply 

chain process. 

 

2. METHODOLOGY 
Blockchain Implementation 

The supply chain management system, built on 
blockchain technology, was devised and implemented 
through a resilient and secure methodology. The following 
technical components were integral to the system: 

1. Blockchain Platform Selection: Ethereum, a 

decentralized platform based on the Proof of Work (PoW) 

consensus mechanism, was chosen. Ethereum's security 

features, decentralization, and smart contract capabilities 

make it suitable for our purposes. 

 

2. Consensus Mechanism: Ethereum's PoW consensus 

mechanism ensures data integrity and trust in the network. 

This mechanism requires participants (miners) to solve 

complex cryptographic puzzles, adding new blocks to the 

blockchain only when consensus is reached. 
 

3. Smart Contracts: Ethereum's smart contract 

functionality was leveraged to create automated, self-

executing contracts. These smart contracts contained the 

logic for adding product details, generating QR codes, 

and recording transactions. The code within these 

contracts was written in Solidity, Ethereum's native 

programming language. 

4. Integrated Development Tools: 

• Truffle: The Truffle framework was used for 

smart contract development, testing, and 
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deployment. It provided a development 

environment with built-in testing and debugging 

tools. 

• npm (Node Package Manager): npm was 

utilized for managing project dependencies, 

including JavaScript libraries, modules, and 

packages essential for the front- end and back-end 

components. 
 

7. Cryptography: Public and private key pairs were used 

to secure user accounts and wallet transactions. These 

keys were generated using asymmetric cryptographic 

algorithms, ensuring the confidentiality and authenticity of 

data. 
 

8. Merkle Trees: To efficiently store and verify large 

datasets, Merkle trees were employed. These data 

structures provide a hierarchical structure for data 

integrity, enabling quick verification of transactions and 

supply chain histories. 
 

Secure Transactions: Interactions with the blockchain, 
including the addition of product details, required user 
authentication. Manufacturers, suppliers, and customers 
confirmed their transactions through the integration of 
MetaMask, a browser extension that manages Ethereum 
wallets and provides a secure means of interaction. 

 

9. Local Blockchain Testing: 

• Ganache: A local blockchain development 

environment, Ganache, was utilized for testing 

and simulating Ethereum blockchain operations. 

It allowed for rapid development and testing 

without the need for interacting with the mainnet. 

 

10. Front-end and Back-end Development: 

• Front-end: The user interfaces for 

manufacturers, suppliers, and customers were 

developed using web technologies such as 

HTML, CSS, and JavaScript. Frameworks like 

React were used to create dynamic and user-

friendly interfaces. 
 

• Back-end: The back-end was implemented using 

server-side technologies. It facilitated the 

communication between the user interfaces and 

the Ethereum blockchain, ensuring a seamless 

user experience. 
 

This technical methodology ensured a highly secure 
and tamper-resistant supply chain management system. It 
effectively integrated development tools, cryptographic 
principles, consensus mechanisms, local testing 
environments, and both front-end and back-end 
components to create a comprehensive solution. 

 

3. MODELING AND ANALYSIS 
 

 

Fig -1: Figure 

1. Manufacturer: 
 

Add Product: Manufacturers can add 
product details to the system. This includes 
assigning a unique serial number, generating a 
QR code for the product, and providing 
information such as the product's name and its 
current source and destination. 

 

• Add Seller: Manufacturers can add seller 

details, which may include information about 

suppliers, to the system. 
 

• Sell Product to Seller: Once the product 

and seller details are added, manufacturers 

can initiate transactions to sell products to 

sellers. These transactions are recorded on 

the blockchain, ensuring transparency and 

security in the supply chain. 
 

2. Seller: 
 

• See Product List: Sellers can view a list of 

products associated with their ID. These 

products are provided by the manufacturer. This 

feature helps sellers keep track of their inventory 

and the products available for sale. 
 

• Add Customer: Sellers can add customer details 

to the system. This step is essential for recording 

the transfer of products from sellers to customers. 
 

• Sell Product to Customer: Sellers can initiate 

transactions to sell products to customers. These 

transactions are also recorded on the blockchain, 

ensuring a transparent and tamper-proof record 
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of the product's journey from the manufacturer to 

the customer. 

3. Customer: 

 

• Validate the Product: Customers have the 

ability to validate the authenticity of the product. 

This involves scanning the product's QR code 

and accessing the supply chain history on the 

blockchain. If the product's journey aligns with 

their expectations, it is considered genuine. If not, 

it may indicate counterfeiting or tampering 
 

The blockchain establishes connectivity among the 
three entities, namely the Manufacturer, Seller, and 
Customer. The blockchain technology serves as a secure 
and decentralized ledger, recording all transactions and 
product details. This ensures transparency, data integrity, 
and trust in the supply chain process. It also allows 
customers to verify the authenticity of the products they 
purchase, reducing the risk of counterfeit goods entering 
the market product's name and its current source and 
destination. 

• Add Seller: Manufacturers can add seller 

details, which may include information about 

suppliers, to the system. 
 

• Sell Product to Seller: Once the product 

and seller details are added, manufacturers 

can initiate transactions to sell products to 

sellers. These transactions are recorded on 

the blockchain, ensuring transparency and 

security in the supply chain. 

4. Seller: 

• See Product List: Sellers can view a list of 

products associated with their ID. These 

products are provided by the manufacturer. This 

feature helps sellers keep track of their inventory 

and the products available for sale. 
 

• Add Customer: Sellers can add customer details 

to the system. This step is essential for recording 

the transfer of products from sellers to customers. 
 

• Sell Product to Customer: Sellers can initiate 

transactions to sell products to customers. These 

transactions are also recorded on the blockchain, 

ensuring a transparent and tamper-proof record 

of the product's journey from the manufacturer to 

the customer. 
 

5. Customer: 

 

• Validate the Product: Customers have the 

ability to validate the authenticity of the product. 

This involves scanning the product's QR code 

and accessing the supply chain history on the 

blockchain. If the product's journey aligns with 

their expectations, it is considered genuine. If not, 

it may indicate counterfeiting or tampering 
 

The blockchain establishes connectivity among the 
three entities, namely the Manufacturer, Seller, and 
Customer. The blockchain technology serves as a secure 
and decentralized ledger, recording all transactions and 
product details. This ensures transparency, data integrity, 
and trust in the supply chain process. It also allows 
customers to verify the authenticity of the products they 
purchase, reducing the risk of counterfeit goods entering 
the market. 

 

6. LITERATURE REVIEW 

A review of existing literature and research in this area 
reveals a growing body of work exploring the potential and 
efficacy of blockchain-based anti-counterfeiting solutions. 

Sr. 

no 

Title Author Publish 

In 

Year 

1 Blockchain 

Technology in Supply 
Chain and Anti- 

Counterfeiting 
Applications 

Kalyanara 

man, V. 

IEEE 2020 

2 Anti-Counterfeiting 
Using Blockchain 

Technology 

Zohar, A. IEEE 2022 

Table -1: Literature Review 

7. IMPLEMENTATION 

1. Running setup:- 

 

2. Main Screen:- 
Main screen of UI contains various section 

Manufacturer, Seller and Consumer. 
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3. Ganache connection 

Ganache is a personal blockchain for 

Ethereum development that you can use to 

deploy contracts, develop your applications, 

and run tests. 

 A "Ganache connection" typically refers to 

establishing a connection to a Ganache 

instance from your development environment 

or application. 

 
 

4. Manufacturer section:- 

The manufacturer section typically refers to a specific 

component or aspect of the blockchain system designed to 

track and verify the authenticity of products manufactured 

by legitimate producers. 

 

 

 

 

 

5. Seller Section 

The "seller section" typically refers to the segment 

of the platform or application where sellers can list 

and manage their products. This section plays a 

crucial role in the overall functionality of the 

system. 

 

6.  Consumer section 

The consumer section likely refers to a component or feature 

designed to empower consumers in the detection and 

prevention of counterfeit products through the utilization of 

blockchain technology. 

 

 

 

7. Add Product 

The "Add product" section in a counterfeit 

products detection system using blockchain 

typically refers to a feature or functionality within 

the system that allows legitimate manufacturers or 

vendors to register their products onto the 

blockchain. This process involves recording 

essential information about the product, such as its 

serial number, manufacturing details, and other 

relevant data onto the blockchain ledger. 

 

 

 

 

CONCLUSIONS 
In summary, the blockchain-based supply chain 

management system introduced in this research addresses 
the critical issues of counterfeiting, data integrity, and trust 
within supply chains.  

By combining technologies like Ethereum's blockchain, 
smart contracts, MetaMask, Ganache, and a user-friendly 
interface, the system provides a robust solution. It 
effectively combats counterfeiting by creating an 
immutable ledger for product details. Consistency and 
security of data are upheld by the decentralized structure 
of blockchain and the proof-of-work consensus 
mechanism employed by Ethereum. User authentication 
and secure access are ensured with MetaMask and 
cryptographic keys.  

 Through the implementation of smart contracts and 
cryptographic techniques, the entire lifecycle of a product 
can be recorded and verified, ensuring its authenticity from 
production to delivery. Furthermore, the decentralized nature 
of blockchain networks minimizes the risk of tampering or 
manipulation, enhancing trust among stakeholders and 
consumers alike. While challenges such as scalability and 
interoperability remain, ongoing advancements in 
blockchain technology hold the potential to revolutionize the 
fight against counterfeit products, ultimately safeguarding 
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consumers, protecting brands, and fostering a more secure 
and transparent marketplace. 

Local development and testing with Ganache 
streamline the development process. The interfaces, 
designed for ease of use, streamline interactions, and the 
incorporation of formal verification techniques elevate the 
reliability of smart contracts. This system not only 
strengthens trust between manufacturers and customers but 
also holds broader applicability across diverse industries. 
As technology evolves, blockchain solutions like this have 
the potential to secure transactions and data integrity in 
many sectors. 
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