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Abstract - Electronic trade or web based business is
a plan of action that lets organizations and people
over the web trade anything. As of late, in the age of
the Internet and sending to E-business, parts of
information are put away and moved starting with
one area then onto the next. Information that moved
can be presented to risk by fraudsters. There is an
enormous expansion in misrepresentation which is
prompting the deficiency of a huge number of
dollars worldwide consistently. There are different
current methods of distinguishing extortion that is
consistently proposed and applied to a few business
fields. The primary undertaking of Fraud
identification is to notice the activities of huge loads
of clients to recognize undesirable conduct. To
recognize these different sorts, information mining
strategies and Al to have been proposed and carried
out to decrease down the assaults. A quite some
time ago, numerous strategies are used for
misrepresentation discovery framework like Support
Vector Machine (SVM), K-closest Neighbor
(KNN), neural organizations (NN), Fuzzy Logic,
Decision Trees, and numerous more. This large
number of methods have vyielded respectable
outcomes yet expecting to further develop the
precision even further, by fostering the actual
strategies or by utilizing a crossover learning
approach for distinguishing cheats..
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INTRODUCTION

Presently in the innovation of days because
of quick turn of events web utilization is all over the
place. In today“s development electronic world,
numerous little and enormous organizations have
put their organizations on to the WWW to offer
types of assistance to client. Internet business draws
on innovations like electronic asset move, online

exchange handling, web banking, and mechanized
information assortment frameworks, etc. Internet
shopping will be well known step by step. Online
business installment frameworks have become well
known because of far and wide utilization of the
web based shopping and banking. Quick
augmentation of this time billions of dollars are lost
consistently because of Visa misrepresentation.
Misrepresentation is a demonstration of treachery
planned for individual utilization or on the other
hand to hurt a misfortune to somebody. Fraudster
just needs to know the individual data identified
with (card number, card expiry date and so on) It
tends to be conceivable genuinely or for all intents
and purposes. It is regularly comprehended as
deceptive nature to acquire some benefit which is
frequently monetary, over someone else. It very
well may be seen in generally normal, securing or
exchanging of property, including genuine property,
Personal Property, and immaterial property, for
example,stocks, bonds, and copyrights.[2].

LITRATURE SURVEY

1. Supervised Machine Learning Algorithms for
Credit Card Fraud Detection: A Comparison,
Samidha Khatri [1], In today's economic
scenario, credit card use has become extremely
commonplace. These cards allow the user to
make payments of large sums of money without
the need to carry large sums of cash. They have
revolutionized the way of making cashless
payments and made making any sort of
payments convenient for the buyer. This
electronic form of payment is extremely useful
but comes with its own set of risks. With the
increasing number of users, credit card frauds
are also increasing at a similar pace. The credit
card information of a particular individual can
be collected illegally and can be used for
fraudulent  transactions. Some  Machine
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Learning Algorithms can be applied to collect
data to tackle this problem. This paper presents
a comparison of some established supervised
learning algorithms to differentiate between
genuine and fraudulent transactions

2. Performance Analysis of Machine Learning
Algorithms in Credit Cards Fraud Detection,
Vinod Jain [2], Credit cards are very commonly
used in making online payments. In recent
years' frauds are reported which are
accomplished using credit cards. It is very
difficult to detect and prevent the fraud which is
accomplished wusing credit card. Machine
Learning(ML) is an Artificial Intelligence (Al)
technique which is used to solve many
problems in science and engineering. In this
paper, machine learning algorithms are applied
on a data set of credit cards frauds and the
power of three machine learning algorithms is
compared to detect the frauds accomplished
using credit cards. The accuracy of Random
Forest machine learning algorithm is best as
compared to Decision Tree and XGBOOST
algorithms.

3. A Survey On Fraud Detection Techniques in E-
Commerce, Suha Mohcen Najem [3], Electronic
commerce or e-commerce is a business model
that lets companies and persons over the
internet buy and sell anything. Recently, in the
age of the Internet and forwarding to E-
commerce, lots of data are stored and
transferred from one location to another. Data
that transferred can be exposed to danger by
fraudsters. There is a massive increase in fraud
which is leading to the loss of many billions of
dollars worldwide every year. There are various
modern ways of detecting fraud that is regularly
proposed and applied to several business fields.
The main task of Fraud detection is to observe
the actions of tons of users to detect unwanted
behavior. To detect these various kinds, data
mining methods & machine learning to have
been proposed and implemented to lessen down
the attacks A long time ago, many methods are
utilized for fraud detection system such as
Support Vector Machine (SVM), K-nearest

Neighbor (KNN), neural networks (NN), Fuzzy
Logic, Decision Trees, and many more. All
these techniques have yielded decent results but
still needing to improve the accuracy even
further, by developing the techniques
themselves or by using a hybrid learning
approach for detecting frauds.

4. Tharindu Madushan Bandara; Wanninayaka

Mudiyanselage; Mansoor Raza [4] , In this
paper, a review to describe the latest studies on
fraud detection in e-commerce between (2018-
2020), and a general analysis of the results-
achieved and upcoming challenges for further
researches. This will be useful for giving us
complete visualization about how can we
present the most suitable, most accurate
methods for fraud detection in e-commerce
transactions.

PROBLEM STATEMENT:

To design and develop syestem for credit card
fraud detection that can accurately identify
fraudulent transactions from a large dataset of
credit card transaction. The model should be able
to analyze various features of the transaction, such
as the transaction amount, location, time, and other
realted information to detect patterns that are
indicative of fraud.

The goal is to create highly accurate fraud
detection system that can help financial institutions
prevent losses due to fradulent transactions while
minimizing false positive the can impact legitimate
transactions. The model should be able to adapt to
new patterns of fradulent behavior and maintain
high accuracy levels over time.

MOTIVATION

The main Motive of implementing this system is
current methods of distinguishing extortion that is
consistently proposed and applied to a few
business fields. The primary undertaking of Fraud
identification is to notice the activities of huge
loads of clients to recognize undesirable conduct.
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OBJECTIVES
The objectives of the system are

e To implement the discussion module for
better understanding of problem.

To implement fraud detection system for
normal user.

To test and validate the results

ADVANTAGES

Innovative.
Centralised Database.
Easy to use.

Efficient cost.

a s weE

APPLICATION:

1. Ecommerce
Personals
3. Organizations

no

PROPOSED SYSTEM :

Card payments are always different when
compared to former payments made by the
client. This creates a problem called
conception drift. Concept drift can be said as a
variable which changes over time and in
unlooked-for ways. These variables create a
high imbalance in data. The main agenda of
our exploration is to overcome the problem of
Concept drift to apply on real- world script. In
our proposed system we will be using machine
learning algorithm like Random Forest
Classifier and calculate their accuracy scores.
We will also calculate the confusion matrix for
this algorithm and take that into consideration
along with the accuracy score to the best
algorithm. Also, we need to consider the fact
that our data set that we are about to look at is
very much imbalanced.

DATASET:

The dataset contains transactions made by credit
cards in September 2013 by European cardholders.
This dataset presents transactions that occurred in
two days, where we have 492 frauds out of 284,807
transactions. The dataset is highly unbalanced, the
positive class (frauds) account for 0.172% of all
transactions.

It contains only numerical input variables which are
the result of a PCA transformation. Unfortunately,
due to confidentiality issues, we cannot provide the
original features and more background information
about the data. Features V1, V2, ... V28 are the
principal components obtained with PCA, the only
features which have not been transformed with PCA
are 'Time' and 'Amount’. Feature 'Time' contains the
seconds elapsed between each transaction and the
first transaction in the dataset. The feature 'Amount’
is the transaction Amount, this feature can be used
for example-dependant cost-sensitive learning.
Feature 'Class' is the response variable and it takes
value 1 in case of fraud and O otherwise.

STEPS AND IMPLEMENTATION
Steps to develop the Classifier in Machine Learning

e Complete the Exploratory Data Analysis on
the dataset

e Apply ML algorithm on our dataset

e Train and evaluate the model and the best
one

Step 1. Complete the
Analysis on the dataset

Exploratory Data

First, we will import the required modules, load
the dataset, and perform EDA on it. Then we will
make sure there are no null values in our dataset.
The feature that we will be focusing is “Amount”.
Now, if we traverse the existence of each class tag
and plot the data using matplotlib the plot will be as
follows
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We can observe from the above bar graph that the
normal transactions are over 99%. So, to avoid this
problem we can apply the scaling techniques on the
“Amount” feature to transform them to the range of
values. We will remove the “Amount” column and
add a new column with the scaled values in its
place. We will also remove the “Time” column as it
is not required.

Step 2: Use ML Algorithm to the Dataset

Let’s use the Random Forest Classifiers which are
present in the sklearn package as
RandomForestClassifier() respectively.

In [35]: M from sklearn.model_selection inport train_test_split
X_train,X test,y train,y test - train_test split(x,y,test size-8.2s,
randea_state-42)

Random Forest Classiier

In [36]: M from sklearn.ensenble import RandomForestClassifier
from sklearn.metrics import precision _score,recall score,fl score,confusion matrix
from sklearn.metrics import accuracy score
rf = RandomForestClassifier()
rf. fit(x_train,y_train)

out[38]: RandomForestClassifier()

Step 3: Train and Evaluate the Model

Now, Let’s train and evaluate the recently created
model and the best one. Train the random forest
model using the fit() function.

The Random Forest classifier has somewhat an
advantage over the Decision Tree classifier. Now we
will calculate the accuracy, precision, recall, and
fl-score for both of the classifiers by creating a
function commonly used to calculate these values

M y_pred3 = rf.predict(x_test)
LABELS = ['Mormal®, 'Fraud’]
conf_matrix = confusion matrix(y test, y_preds)
plt.figure(figsize=(3, 8))
sns.heatmap(conf_matrix, xticklabels=LABELS, yticklabels=LABELS, annot=True, fmt="g"};
plt.title("Confusion matrix")
plt.ylabel{ 'Actual class')
plt.xlabel('Predicted class')
plt.show()

The evaluation metrics of the Random Forest model
will be as follows

barplotix-t accr 1)
AxessUBE1LT 11

Address the Class-Imbalance issue

The Random Forest does better than the Decision
Trees. But our dataset has a serious problem of class
imbalance. The normal transactions are more than
99% and the fraud transactions instituting 0.17%.
With such a diffusion, if we train our model without
taking care of the imbalance issues, it predicts the
data as normal transactions as there is more data
about them and hence gets more accuracy even
though there are some fraud transactions and these
are ignored as there is less data about them. The
class imbalance problem can be resolved by many
methods.
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RESULTS AND DISCUSSION

Easily, Random Forest model works better than
Decision Trees. But if we observe our dataset
suffers a serious problem of class imbalance. The
normal (not fraud) deals are further than 99 with the
fraud deals constituting of 0.17. With similar kind of
distribution, if we train our model without taking
care of the imbalance issues, it predicts the label
with more significance given to normal deals (as
there are more data about them) and hence obtains
further fragility. The class imbalance problem can
be resolved by reasonable number of ways. Finally,
after Handling imbalanced dataset the confusion
matrix and the accuracy scores are calculated.

The evaluation metrics for the Random Forest
model are as follows:

My t)

Ea 3310 M| sns.baceletix 1
vr CAREIBUBPLOT 1N

As we can see the accuracy scores of the Random
Forest model after the handling imbalance dataset
which is done to avoid the class imbalance issue, is
quite good and better than the different algorithm
approaches. So we can say that the Random Forest
algorithm does a good job of predicting the
anomalies in a huge imbalanced dataset.

CONCLUSION

In conclusion, the credit card fraud detection system
using machine learning algorithms is a valuable and
effective solution for preventing financial losses due
to fraudulent transactions. The project involves the
development of a system that can analyze large
volumes of transactional data, identify patterns and
anomalies that may indicate fraud, and classify
transactions as either fraudulent or legitimate. The
project typically involves data preprocessing,
feature selection, algorithm selection,

and hyperparameter tuning, as well as the
development of a user-friendly interface for real-
time fraud detection.
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