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Abstract

Our project focuses on the development of an advanced anonymous crime reporting system aimed at empowering individuals
to report crimes without fear of reprisal. Utilizing a user-friendly website, we have created a platform that allows users to submit
anonymous crime reports and receive updates on the progress of their submissions. The primary objectives are to boost crime
reporting rates, enhance community engagement, and minimize law enforcement response times. Extensive research indicates that
our anonymous reporting system has been highly effective in achieving these goals.

Acknowledging the potential challenges associated with anonymous reporting, including the risk of false reports and the im-
perative to safeguard user privacy, our project employs state-of-the-art Blowfish cipher encryption to secure personal data. This
encryption methodology ensures that sensitive information remains confidential and is only accessible to authorized personnel. Our
innovative approach not only addresses the crucial need for a secure and anonymous reporting mechanism but also establishes a
transparent and efficient communication channel between the community and law enforcement agencies. By encouraging citizens
to play an active role in crime prevention without compromising their safety, our system contributes to the creation of a safer and
more secure community environment.

In addition to the technological aspects, our project places a strong emphasis on user education and awareness. Through outreach
programs, we aim to educate the community about the benefits and responsible use of the anonymous reporting system. This
proactive approach fosters trust between law enforcement and citizens, further reinforcing the collaborative effort to maintain public
safety. While our research and implementation have yielded positive outcomes, we remain committed to ongoing improvement and
adaptation. Regular updates and user feedback mechanisms are integrated into the system to ensure continuous refinement and
responsiveness to emerging challenges. By fostering a culture of accountability and collaboration, our project stands as a model for

leveraging technology to address complex societal issues while prioritizing user safety and privacy.

1. Introduction

The act of reporting crimes plays a pivotal role in cultivat-
ing safer communities, yet the prevalent reluctance among in-
dividuals to share information, fueled by the fear of retalia-
tion, presents a formidable challenge. In response to this con-
cern, our innovative solution proposes the implementation of
an anonymous crime reporting system, providing a secure plat-
form for reporting incidents while ensuring the anonymity of
the reporter. Leveraging the MERN Stack (MongoDB, Express,
React, Node), this project endeavors to establish a dedicated
website tailored to anonymous crime reporting, aiming to as-
suage concerns related to potential reprisals. The core objec-
tive of this system is threefold: to elevate crime reporting rates,
foster increased community engagement, and diminish law en-
forcement response times. Robust empirical research substan-
tiates the efficacy of anonymous reporting in achieving these
pivotal goals. However, the introduction of anonymous report-
ing also brings forth specific challenges, notably the potential
for false reports and the indispensable need to safeguard user
privacy.

To address and mitigate these challenges, our project incor-
porates comprehensive measures that not only ensure the legiti-
macy and credibility of reports but also prioritize the protection
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of user privacy. A noteworthy aspect of our approach involves
the utilization of Blowfish cipher encryption to secure personal
data. This advanced encryption methodology serves the dual
purpose of mitigating the risk of false reporting and safeguard-
ing user privacy. In essence, our project emerges as a compre-
hensive and innovative solution, providing a secure and confi-
dential avenue for individuals to report crimes. By addressing
the challenges associated with anonymous reporting, our sys-
tem contributes significantly to the creation of safer commu-
nities, fostering a culture of trust and cooperation between the
public and law enforcement agencies.

2. Literature Survey

Prof. Nawale S.K et al.’s research [1] proposes the develop-
ment of an Online Crime Reporting System as a comprehen-
sive software solution to manage police station operations effi-
ciently. This system aims to streamline the handling of crime
files and operational activities within police stations, allowing
for better control and monitoring. Currently, many police sta-
tion tasks are managed manually, but the proposed system sug-
gests automating these processes through computerized opera-
tional structures. The system comprises modules such as Lo-
gin for Individuals and Administrators, View Complaint Status,
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Access Case Record Information, Check Most Wanted Crim-
inals List, Trending City Crime Information, and Safety Rec-
ommendations, particularly for vulnerable individuals such as
girls and vendors. This initiative proves beneficial in automat-
ing complaint recording, maintaining malpractice records, user
management systems, and overall administration of police sta-
tions.

S. Selvakani et al.’s study [2] emphasizes the inevitability of
crime in human activities and advocates for its meticulous mon-
itoring. Recognizing that society cannot be entirely free from
criminal elements, the research proposes a crime reporting sys-
tem model based on three specific modes:

* reporting system,
« post-investigation reporting system,
« and recording reporting system.

The framework comprises three essential modules: an infor-
mation gathering module, a reporting and control module, and
an information utilization module. Future work on this crime
exposure framework could focus on enhancing accessibility,
awareness, and usability, potentially through portable delivery
methods.

In the study conducted by Nnadimma et al. [3], the re-
searchers address the societal need for a robust crime report-
ing mechanism in an ideal legal-governed society. Tradition-
ally, reporting crimes involved physically visiting law enforce-
ment offices, leaving little room for anonymity. However, with
technological advancements, various reporting methods have
emerged, ranging from Telegram and specialized radio commu-
nications to web and mobile applications. The proposed project
seeks to create a comprehensive web platform that caters to all
crime types, accessible to the public and featuring suggestive
(Find Entities), interpretive, and informative elements. Impor-
tantly, the platform ensures anonymity for individuals reporting
crimes, aligning with the evolving landscape of technology- en-
abled crime reporting.

Ashwani Sharma et al.’s research [4] introduces the concept
of an Online Crime Reporting System, presenting it as a com-
prehensive application that encompasses the entire case man-
agement system. The primary objective of this project is to
streamline and enhance the management of all activities within
a police station. By leveraging computer technology, the system
facilitates the reporting of crimes and the efficient management
of various tasks within the police station. Noteworthy features
include the tracking of complaint details, most wanted crimi-
nals, and police station information. The current manual pro-
cesses within police stations can be replaced with computerized
systems, ensuring ease and efficiency. The project integrates
modules such as User and Admin Login, Complaint Registra-
tion, Complaint Status View, Criminal Record Management,
Case History Details Management, Most Wanted Criminal List
Management, City Crime Latest News, and Safety Tips, partic-
ularly focusing on women and sellers. This initiative proves in-
strumental in automating police station records, including com-
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plaints, criminal records, administrative processes, and user and
police management systems.

In a study conducted by Tzay-Farn Shih et al. [5], a Cloud-
Based Crime Reporting System with Identity Protection is pro-
posed. This innovative system incorporates digital signatures,
symmetric and asymmetric keys, as well as digital certificates
to enable secure reporting of illegal events. The proposed ap-
proach manages criminal conduct reports from the reporting
stage to the issuance of rewards, ensuring data integrity, safety,
anonymity, and non-repudiation of informants. Additionally, it
prevents case and report erasure, fraudulent reports, and safe-
guards against abusive system usage. This approach provides
a practical and secure platform for reporting and combating
crime, addressing administrative issues such as lost or deleted
cases and mitigating the risk of malicious system usage.

Non-repudiation emerges as a crucial aspect within this pro-
posed solution. All information signed by system users is se-
curely stored on the system server, eliminating the possibility of
users disputing the authenticity of records in case of disagree-
ments. This comprehensive and secure approach ensures the
credibility, integrity, and efficiency of the crime reporting sys-
tem, aligning with the evolving needs of law enforcement and
the community.

« The possibility that reported cases would be forgotten or
delayed as a result of outside interference. The suggested
approach is therefore outfitted with an automatic upward
reporting mechanism to prevent reported cases from being
suppressed if they are not accepted within a set amount of
time.

« That the reward process may allow for the identification
of informers. As there is no record to monitor the identity
of a person making a report, the suggested scheme incor-
porates a precautionary method to ensure that managers or
databases are not leaked. This is necessary because the
system must preserve the privacy of informers in all ac-
tions.

« The identity of the informant could be revealed if the
reported information is intercepted or released. Conse-
quently, it is crucial to guarantee total transmission con-
fidentiality.

In its entirety, an online reporting system must conform
to a set of essential standards, encompassing authentication,
anonymity, integrity, non-repudiation, prevention of case era-
sure, avoidance of informer identity disclosure during award
procedures, safeguarding informant privacy, and averting inter-
ception of reported information.

Eugene F. Ferraro of Morrison, CO (US) [6] introduces a
study proposing an anonymous reporting system tailored for
reporting and tracking occurrences, accidents, and related in-
cidents. The system is initiated by a provider for an institu-
tional participant or client, allowing numerous individual users
to access it. The most common implementation involves a web-
based interface with an integrated website. Notably, the inter-
face incorporates an anonymizer to safeguard the identity of
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each user. Users are presented with the option to submit a re-
port, and the system assigns a random number identifier to each
report to maintain complete anonymity.

A select group of recipients and one or more administrators
linked to the participant or client receive the reports. Adminis-
trators, while ensuring anonymity, can request additional com-
ments or communicate regarding the report using the assigned
access number. This system is particularly well-suited for im-
plementation in institutional or corporate settings, providing a
secure and confidential avenue for reporting incidents while
preserving the anonymity of users. The study emphasizes the
importance of these features in enhancing the functionality and
effectiveness of online reporting systems in various organiza-
tional contexts.

o The subscriber makes arrangements with the system
provider for the installation of the incident reporting sys-
tem.

» The subscriber informs its constituents of the reporting
system’s existence and publishes the channels through
which the constituents can report occurrences, such as
phone numbers and email addresses.

» To report an occurrence anonymously, the reporting party
(witness/user) may make a phone call or use the Internet.
A special anonymous identifier is supplied to the reporter
to be used for any future reporting or conversation.

o The system’s anonymizer ensures, within bounds, the
anonymity of both the submitter and the report’s content.
Witnesses are able to create one or more anonymous ac-
counts for reporting and following up on reports. These
accounts may also serve as personalities, enabling follow-
up inquiries and other conversations.

» The information is acquired and compiled by the supplier,
who then sends reports to the subscriber so they can clas-
sify the data and review the outcomes of earlier inputs.

» The system offers a framework for comparing and utilis-
ing earlier reports, enabling the subscriber to supplement
earlier reports, include fresh submissions, and see the out-
comes of earlier submissions.

Overall, the system offers a straightforward and anonymous
way for people to report worrying situations while retaining
complete confidentiality. The system offers a low-cost and
practical mechanism for subscribers to classify and track re-
ported incidents, as well as safe and organised handling of par-
ticipant information and identities.

Riya Lohan et al. [7] This study asserted that as a society be-
comes more populous and complex, the range of antisocial ac-
tivities that must be controlled by the government through the
armed forces and other agencies, especially the Police Force,
increases. The incident-based system covers a far larger range
of offences and reports on the circumstances surrounding the
crime, the victim, and the criminal. Because there is no di-
rect alternative to reporting crimes through phone, messaging,

© 2024, IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM28167 |

or potentially face-to-face, which can be problematic if the re-
porter wants to protect their anonymity, the current mechanism
for doing so faces a number of difficulties. A prototype crime
reporting system consists of four reporting forms: a complaint
or dispatch reporting form, a criminal event report form, a
follow-up investigation report form and an arrest report form.
The system’s three functional modules are data collecting, re-
port administration and control, and data utilization. Future en-
hancements to the crime reporting system could concentrate on
boosting mobile accessibility, utilization, and awareness.

The following steps were taken in order to report crimes:

The FIR form is completed by the victim or volunteer.
Police check the reliability of the information source.
If all goes as planned, the police continue theirinquiry.

If the report is accurate in every way, the police reject it
and mark it as a fake.

5. An immediate use document.
6. Repetition of stages 2 through 4.

R A

A.M. Archana and others [8] This study suggested that the
user could submit any online photographic evidence and the
victims could submit a case through a website under one of nu-
merous divisions. Users will be able to hit a ’SOS” button to
send their location to the closest police station using the ”SOS”
feature. For accident victims, there will be a separate compo-
nent so that FIRs can be filed immediately and treatment may
start straight away. Under the current setup, users’ information
will be kept private, and only complaints will be transmitted
to the nearest police station. The server side will immediately
transfer the user’s complaint number, and the concepts of cook-
ies and IP addressing will be used to pinpoint the location and
the real person. In order to resolve the location issues, the po-
lice station’s server is crucial. It will seek up the address using
the IP address before forwarding the message to the police sta-
tion from which it was sent.

A website from which users can submit a First Information
Report (FIR) against the offender under several categories will
be part of the ”Online Crime Report” plan. If the FIR has been
filed and the necessary actions have been performed, the user
will be informed by the admin (from the police), who manages
the main website. Victims can lodge a FIR through a number
of website sections. The user may send any images they may
have found online. Through a criminal database, the police will
always have access to the information. Under this strategy, user
information will remain private, and only complaints will be
forwarded to the neighborhood police station. The number of
user complaints are automatically forwarded by the server, and
the concepts of cookies and IP addressing have been utilized
to identify the location and the in the realm of online reporting
systems, strict adherence to a set of foundational standards is
imperative. These standards encompass critical aspects such as
authentication, anonymity, integrity, non-repudiation, preven-
tion of case erasure, avoidance of informer identity disclosure
during award procedures, safeguarding informant privacy, and
averting the interception of reported information.
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In a study by Eugene F. Ferraro from Morrison, CO (US)
[6], a novel approach to anonymous reporting systems is pre-
sented, specifically designed for reporting and tracking various
incidents like occurrences and accidents. The initiation of this
system is facilitated by a provider for an institutional participant
or client, enabling a multitude of individual users to seamlessly
access it. The predominant implementation involves a web-
based interface with an integrated website. A notable feature
of this interface is the incorporation of an anonymizer, ensuring
the preservation of each user’s identity. Users are provided with
the flexibility to submit reports, and the system, in turn, assigns
a unique random number identifier to each report, preserving
the complete anonymity of the user.

Reports are disseminated to a selected group of recipients
and one or more administrators associated with the participant
or client. The administrators, while upholding the principle of
anonymity, can solicit additional comments or communicate
pertinent information related to the report using the assigned
access number. This system stands out as particularly well-
suited for implementation in institutional or corporate settings,
offering a secure and confidential channel for reporting inci-
dents while prioritizing user anonymity.

3. Legal framework

1. The Indian Evidence Act of 1872 stands as a crucial legal
avenue for CrimeBook, offering a legitimate pathway for elec-
tronic evidence within defined parameters. This legal frame-
work has the potential to confer credibility upon CrimeBook’s
submissions, rendering them acceptable evidence in a court of
law.

Expanding on this, the Indian Evidence Act of 1872 has been
a cornerstone in shaping the admissibility of electronic evi-
dence, ushering in a new era where CrimeBook’s role becomes
more pronounced. The Act, while permitting electronic evi-
dence, imposes specific restrictions, providing a nuanced per-
spective on the acceptance of such materials in legal proceed-
ings. The careful navigation of these restrictions becomes piv-
otal for CrimeBook to establish a solid foundation for its sub-
missions within the legal domain.

2. The Information Technology Act of 2000 emerges as a
pivotal piece of legislation addressing the complex landscape of
cybercrime and data privacy concerns. CrimeBook finds itself
compelled to adhere to the provisions outlined in this statute,
necessitating the implementation of robust data security mea-
sures. This imperative ensures not only the safeguarding of user
data on the platform but also guarantees compliance with regu-
latory standards.

Delving deeper into the Information Technology Act of 2000,
CrimeBook’s compliance extends beyond a mere legal obliga-
tion. The act mandates a comprehensive approach to data se-
curity, obliging CrimeBook to deploy advanced measures that
fortify its defenses against potential cyber threats. By align-
ing with this legal framework, CrimeBook not only enhances
its own security posture but also contributes to the broader ef-
forts in maintaining the integrity of digital interactions within
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the cyber realm.

3. The Witness Protection Scheme of 2009 holds consider-
able significance within the operational framework of Crime-
Book. This scheme, designed to safeguard witnesses, becomes
a distinctive feature that can foster a conducive environment for
anonymous reporting on the platform. The assurance of witness
protection becomes a catalyst in bolstering CrimeBook’s effec-
tiveness, as individuals are more likely to step forward with
valuable information when guaranteed safety.

Expanding on this, the Witness Protection Scheme of 2009
plays a pivotal role in shaping CrimeBook’s reputation as a
reliable platform for confidential reporting. The assurance of
anonymity and protection for those willing to provide criti-
cal information contributes not only to the platform’s credibil-
ity but also serves as a powerful incentive for individuals to
become proactive contributors to the fight against crime. In
essence, this scheme becomes a cornerstone in building trust
and cooperation within the CrimeBook community, establish-
ing it as a formidable ally in the pursuit of justice.
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