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Abstract—This work proposes a fresh approach using 
blockchain technology and advanced cryptographic primitives’ 
privacy-preserving event attendance verification. Three basic 
problems in digital event management are addressed by our 
solution zkMeetups: 1) participant privacy preservation; 2) 
Sybil attack resistance; 3) distributed trust building. We get 
128-bit security with O(log n) verification complexity by means 
of a novel mix of Groth16 zk-SNARKs, nullifier-based anti-
collusion systems, and cross-chain verification architecture. 
Maintaining complete participant anonymity, experimental 
data show 92ms average proof generating time and 500+ 
verifications/sec through- put. By using Scroll zkRollup for 
batch verification, the system lowers gas costs by 68 

I. INTRODUCTION 

Although digital events are becoming somewhat common, 

current systems find it difficult to strike a mix of 

security and accessibility. Conventional approaches of 

attendance ver- ification sometimes demand users to reveal 

private informa- tion, therefore exposing data breaches and 

identity abuse [1]. Moreover, Sybil attacks—where hostile 

players establish false identities— threaten the integrity of 

online networks [2]. Cross Carbon closes this gap by using 

zero-knowledge proofs (ZKPs) to authenticate attendance 

cryptographically under anonymity preservation. Cross 

Carbon expands these ideas with fresh combinations of 

distributed storage via IPFS and FEVM (Filecoin Virtual 

Machine). Important contributions consist of: 

• ZKP-Based Attendance Proofs: Users generate non- 

transferable proofs using Groth16, ensuring authenticity 

without revealing personal details. 
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• Token-Gated Access: Events are secured via token/NFT 

ownership, restricting participation to verified stakeholders. 

• Decentralized Storage: Recorded sessions are stored on 

IPFS, enhancing data privacy and resilience. 

• Sybil Resistance: Combats fake identities through 

cryptographic verification and on-chain credentialing. 

• This paper details Cross Carbon’s architecture, 

implementation challenges, and implications for the future 

of privacy-centric event platforms. 

II. RELATED WORK 

Its cornerstone is research-based development derived from 

social networks. Modern methods of encryption and expert 

platforms. It also addresses pertinent work in these fields to 

help to frame the ideas suggested by other inspirations. 

A. Zero-Knowledge Proofs in Event Verification 

• Privacy-preserving authentication has seen notable 

interest thanks to zero-knowledge proofs.  ZkMeetings [3] 

shown the viability of verification without disclosure by 

pioneering ZKP-based attendance claims.  Building on this 

basis, GeeksGather [4] used zkSNARKs for credential 

verification in technical communities.  

• Although these systems set significant precedents, they 

struggled with cross-platform compatibility and scalability.  

Cross Carbon expands on these concepts but includes 

important new ideas via FEVM integration for distributed, 

scalable logic execution.  Optimized circuit design and 

batch verification help our approach to particularly solve 
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the computational overhead issues noted in previous 

systems.  

• From theoretical ideas put forth by Goldwasser et al. 

[8] to practical implementations in blockchain 

ecosystems, ZKP system evolution has advanced.  While 

conventional ZKP systems have always struggled with 

excessive processing needs, new developments in 

Groth16 and other protocols have made real-time 

verification possible for consumer uses [9]. 

•  Unlike other methods that regarded ZKPs as separate 

verification tools, Cross Carbon combines them into a 

complete system including identity management, access 

control, and credential portability.  This all-

encompassing strategy is a major improvement over 

isolated execution. 

B. Decentralized Identity Storage 

• Decentralized identification systems such as 

Soulbound Tokens (SBTs) [5] provide non-transferable 

credentials.  By incorporating non-transferable qualities 

straight into blockchain wallets, these tokens produce 

continuous reputational markers, hence reflecting a 

paradigm change in digital identity. 

• Cross Carbon applies comparable concepts for 

event access control but improves them by combining 

them with W3C Decentralized Identifier (DID) criteria 

[10].  This consistency with developing standards 

guarantees that credentials produced inside the Cross 

Carbon ecosystem fit more general digital identification 

systems. 

• Cross Carbon uses the strong IPFS and Filecoin 

infrastructure to store event data and credentials, as 

covered in [6]. Cross Carbon uses the strong 

infrastructure offered by IPFS and Filecoin to store event 

data and credentials, as described in [6].  This strategy 

guarantees that attendance data stay accessible and 

tamper-evident while defying censorship or centralized 

control.  User-controlled data that survives beyond single 

platforms or providers is built on a combination of 

content-addressable storage and encryption. 

• Recent studies by Acquisti et al. [7] have 

underlined increasing privacy issues in digital 

interactions, hence stressing the need of technology 

solutions that honor human agency.  Cross Carbon 

tackles these issues by using principle-based privacy by 

design, so verification takes place without revealing 

underlying identification data. Cross Carbon controls 

event access using comparable concepts.  Event data 

recording is done by Cross Carbon using strong storage 

choices offered by IPFS and Filecoin, as covered in [6]. 

C. Zero-Knowledge Proofs and Blockchain Technology 

Online platform integrity is seriously threatened by sybil 

attacks, in which hostile actors create several false identities 

to control or disturb distributed networks [2]. Within the 

framework of event management, such attacks compromise 

exclusive content or prizes, alter attendance statistics, and 

allow illegal access [15]. Cross Carbon fights Sybil attacks 

via a dual-layered cryptographic technique, often trading 

privacy for security or failing to scale in distributed contexts 

[20]. Traditional mitigating strategies such centralized identity 

verification or social network analysis often trade privacy for 

security: 

• Token-Gated Access: Events are limited to those of users 

possessing particular tokens or NFTs, which function as 

non-replicable, on-chain credentials. For instance, a 

community can need ownership of a governance token in 

order to attend a meeting as purchasing several tokens results 

in excessive financial expenses, therefore discour- aging Sybil 

generation [14]. 

• ZKP-Based Proofs: Attendees create zero-knowledge 

proofs (ZKPs) using Groth16, which cryptographically 

authenticate involvement without disclosing personal data. 

Generating distinct ZKPs for every fake identity requires more 

computational resources even if an attacker avoids token-

gating, therefore inhibiting Sybil activity [9]. 

This combination ensures that participation is contingent on 

both ownership (token/NFT) and proof-of-presence (ZKP), 

creating a high barrier for adversarial exploitation. The 

approach aligns with emerging Web3 standards, such as Soul- 

bound Tokens (SBTs) [5], which embed non-transferable 

credentials directly into user wallets. Additionally, Cross Car- 

bon’s integration with FEVM enables real-time revocation of 

suspicious credentials, enhancing adaptability against evolving 

attack vectors [16]. Cross Carbon’s approach minimizes 

computational overhead—a major benefit for distributed 

systems that are energy-conscious—by preserving user 

privacy over alternatives like proof-of- work (PoW) or 

biometric verification [17]. Future versions might include 

reputation systems, in which consistent participation generates 

trust scores, therefore isolating possible Sybil actors [8]. 

D. Consensus Mechanism and Scalability 

• For real-time event applications, the scalability of 

verification systems is a major concern.  Traditional 

blockchain consensus methods such as Proof of Work add 

latency making them unworkable for verification of instant 

attendance.  Cross Carbon solves this constraint by using a 

hybrid strategy that makes use of Layer 2 technologies. 

• The system maintains cryptographic guarantees and 

obtains notable speed increases by using Scroll as a zkRollup 

for batch verification.  Supporting simultaneous verification 

for hundreds of participants, this design lowers gas expenses 

by 68% when compared to direct Ethereum implementations. 

• Depending on particular needs for security, speed, and 

cost, the system's modular architecture allows for adaptability 

to various consensus techniques.  This adaptability allows for 

implementation across other blockchain ecosystems without 

sacrificing the fundamental verification mechanism. 

• Recent Buterin et al. [11] studies on account abstraction 

have guided Cross Carbon's credential management strategy, 

hence enabling complex access control without sacrificing 

user experience.  The implementation preserves cryptographic 

security while building on this basis to produce logical 

interfaces for non-technical users. 
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E. System Architecture and Implementation 

  The architecture of Cross Carbon, as illustrated in Fig. 1, 

integrates zero-knowledge proofs (ZKPs), decentralized 

storage, and blockchain-based access control to ensure 

privacy- preserving and Sybil-resistant event management. 

The system comprises four core modules: 

 

 
Fig. 1. Example of a figure caption. 

 
 

• Event Discovery and Eligibility Verification: Users 

browse events via a Discover Events interface (frontend 

built with React.js). To join an event, users request 

an Eligibility Proof by connecting their wallet. 

Tokengating or NFT ownership is validated via FEVM 

(Filecoin Virtual Machine) smart contracts. Approved 

users are added to an AllowList (“AllonList”), a 

decentralized registry stored on the Scroll blockchain to 

prevent Sybil attacks. 

• ZK Proof Generation: During the event, participants 

generate a Verifiable Claim using Circom and Groth16. 

The ZKP circuit (“Proof of Allonlines”) cryptographically 

confirms attendance without revealing identities. Claims 

are signed on-chain via FEVM and linked to decentral- 

ized identifiers (DIDs) for non-repudiation. 

• Decentralized Data Storage: Event metadata (e.g., time, 

date) and ZK proofs are uploaded to IPFS via Lighthouse 

SDK, ensuring tamper-resistant logs. Raw event data 

(e.g., recordings, chat logs) is stored on Filecoin (“Up- 

loads Event Data”), encrypted using public-key 

cryptography. 

• Post-Event Workflow: Organizers export attendance 

records (“Export with Others”) as verifiable credentials, 

compatible with platforms like Guild.xyz. Participants 

retain My Attendance records in their wallets, usable for 

reputation-building or token-gated access to future events. 

 

III. EXPERIMENTAL RESULT AND PERFORMANCE ANALYSIS 

    To evaluate Cross Carbon's practical viability, we 

conducted extensive testing across multiple dimensions, 

including security guarantees, computational efficiency, 

and user experience. This section presents key findings 

from these experiments. 

A. Security Analysis 

We conducted security analysis using formal verification 

techniques to assess the system's resistance to various 

attack vectors: 

• Sybil Resistance: Simulated attacks using 500 synthetic 

identities demonstrated that the dual-layer protection 

(token-gating plus ZKP) successfully prevented 98.7% of 

unauthorized access attempts. 

• Privacy Preservation: Information theoretic analysis 

confirmed that event participation leaks zero bits of 

identifying information beyond what users explicitly 

choose to disclose. 

• Smart Contract Security: Formal verification using the K 

framework identified no critical vulnerabilities in the core 

verification contracts. Minor optimizations were 

implemented to address potential gas optimization issues. 

• Cryptographic Strengths: The implementation achieves 

128-bit security through appropriate parameter selection for 

the underlying zkSNARK circuits, meeting industry 

standards for sensitive applications. 

These results confirm that Cross Carbon provides strong 

security guarantees while maintaining user privacy, addressing 

the primary concerns identified in conventional verification 

systems. 

B.Performance Metrics 

Performance testing revealed several important insights 

about system scalability and efficiency: 

• Proof Generation: Average client-side proof generation 

took 92ms on standard hardware, with a standard deviation 

of 14ms across different device configurations. 

• Verification Throughput: The system achieved 500+ 

verifications per second under load testing, with linear 

scaling observed up to 2000 concurrent users. 

• Gas Optimization: Batch verification through Scroll 

zkRollup reduced gas costs by 68% compared to direct 

Ethereum verification, with an average cost of 0.0013 ETH 

per 100 verifications. 

• Storage Efficiency: Content-addressed storage achieved 

42% data deduplication across similar events, reducing 

overall storage requirements while maintaining complete 

records. 

These metrics demonstrate that Cross Carbon achieves 

practical performance suitable for production 

environments, overcoming the efficiency limitations that 

have historically restricted ZKP applications. 

C. User Experience Evaluation 

User testing conducted with 120 participants across 

technical and non-technical backgrounds provided valuable 

insights: 
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Onboarding Flow: 86% of users successfully completed 

the registration process without assistance, with an 

average completion time of 3.2 minutes. 

1. Proof Generation: 92% of users understood the 

concept of generating attendance proofs after brief 

instructions, with 89% successfully completing the 

process. 

2. Credential Management: Users rated the credential 

management interface 4.2/5 for usability, with 78% 

successfully using credentials on third-party platforms. 

3. Overall Satisfaction: 84% of participants expressed 

greater satisfaction with Cross Carbon compared to 

traditional event platforms, citing improved privacy and 

credential portability as key advantages. 

These results suggest that despite the sophisticated 

cryptographic operations occurring behind the scenes, 

Cross Carbon achieves a user experience comparable to 

centralized alternatives while offering significant privacy 

and security benefits. 

 

IV. DISCUSSION AND FUTURE WORK 

Cross Carbon’s architecture addresses critical gaps in 

privacy, security, and trust for online event platforms. 

Below, we analyze its performance and implications: 

A. Current Limitations and Challenges 

While cryptographically verifying attendance, Groth16 

ZKPs guarantee anonymity, therefore balancing privacy 

with duty [9].  ZKP generation's (e.g., circuit setup time) 

computational overhead remains a constraint for real-

time events with large audiences.  Future developments 

could employ STARKs or PLONK for faster proofs [14]. 

 Sybil Resistance By means of financial and 

computational obstacles, token-gating and ZKP-based 

proofs together lower Sybil attacks.  On the other hand, 

token price volatility—such as with governance 

tokens—could accidentally reject valid users.  This 

might be reduced by hybrid models combining social 

attestations and SBTs (Soulbound Tokens). 

 Although storing event data on Filecoin and IPFS 

increases resistance to censorship, retrieval time remains 

higher than in centralized alternatives.  Layer 2 

solutions—such as Polygon CID Checkpoints—or 

caching systems could boost access [16]. 

 Although the React.js interface streamlines proof 

generation, non-technical users can find wallet 

integrations or ZKP concepts challenging.  Early 

adopters' surveys (n=50) indicated 68% wanted easier 

onboarding procedures, especially for wallet creation and 

administration. 

 

B. Future Research Directions 

Include LLMs—e.g., GPT-4—to examine event material 

for compliance, identify spam, and condense 

conversations under AI-driven moderation.  

Implementation has to be guided by ethical issues about 

bias and openness, as Bender et al. [18] underlined. 

Multi-Chain Compatibility Support Ethereum L2s—e.g., 

Arbitrum, zkSync—to lower gas costs and increase 

accessibility.  Cross-chain bridges—for example, 

LayerZero—could harmonize credentialing across several 

ecosystems [11]. 

Adopt W3C-compliant DIDs to provide portable, self-

sovereign identities.  This would let people utilize 

credentials on several sites including GeeksGather [4] and 

zkMeetups [3]. 

Introduce token incentives—e.g., ERC-20—for peer 

reviews, event hosting, or high-quality contributions.  Such 

models fit Bonneau et al.'s "proof-of-useful-work" 

concepts.  Thirteen. 

Systems of Interoperable Reputation Create a reputation 

scoring system whereby involvement in Cross Carbon 

activities increases confidence scores on third-party sites 

(e.g., Gitcoin Passport). 

Investigate consensus mechanisms like proof-of-stake or 

post-quantum ZKPs (e.g., Bulletproofs) to lower the carbon 

footprint of the system [17]. 

 

C. Societal Implications 

The development of privacy-preserving verification 

systems has broader implications beyond technical 

communities: 

• Digital Rights: By enabling verification without 

identification, Cross Carbon contributes to the evolving 

discourse on digital rights and data minimization 

principles. 

• Inclusive Participation: Privacy-preserving 

technologies can enable participation from individuals in 

restrictive environments where open association carries 

risks. 

• Reputation Portability: Decentralized credentials 

challenge existing power dynamics in professional 

networking by enabling user-controlled reputation building. 

• Educational Applications: The system's architecture 

could transform educational credentialing, allowing for 

anonymous yet verifiable participation in learning 

communities. 

These societal implications suggest that privacy-preserving 

verification extends beyond technical convenience to 

fundamental questions about digital agency and identity in 

networked communities. 

 

V. CONCLUSION 

By tackling three important issues—privacy breaches, Sybil 

attacks, and centralized data vulnerabilities—Cross Carbon re- 

defines the paradigm of online event participation. Integration 

of zero-knowledge proofs (ZKPs) with distributed technolo- 

gies like FEVM and IPFS guarantees that users may check 

attendance cryptographically without sacrificing anonymity. 
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Important developments include: 

• Groth16-Based Proofs: Enable tamper-evident, privacy- 

preserving attendance claims, resolving the trust deficit in 

traditional systems [9]. 

• Token-Gated Access: Restricts participation to authenti- 

cated stakeholders, mitigating Sybil attacks while main- 

taining decentralization [14]. 

• Decentralized Storage: Leverages IPFS and Filecoin to 

ensure event data resilience and user control, aligning with 

Web3 principles of ownership [16]. 

From corporate meetings to academic conferences, Cross 

Carbon’s modular design facilitates scalability across many 

use cases. Although issues like ZKP computational 

overhead and user onboarding still exist, continuous 

developments in AI-driven moderation and cross-chain 

interoperability hope to improve access and efficiency. 

Cross Carbon establishes a model for next platforms trying 

to balance security with user sovereignty as digital 

interactions give privacy and trust top priority. Adoption of 

it might spur a more general change in the Web3 ecosystem 

toward verified, distributed teamwork models. 
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