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Abstract: This paper introduces an innovative access control architecture based on a dual-blockchain framework that
distinctly separates access management from data storage to enhance system security, scalability, and privacy.
Architecture employs a primary blockchain to manage user authentication and enforce dynamic, fine-grained
permissions through smart contracts. In parallel, a secondary, isolated blockchain is used exclusively for storing
sensitive data, which can only be accessed following successful authorization on the primary chain. To ensure data
integrity and tamper resistance, the system utilizes the SHA-256 cryptographic hash function for securing access logs
and verifying data authenticity across both blockchains. The two chains are securely interconnected using Hyperledger
YUI, which facilitates reliable inter-chain communication while maintaining a decentralized structure. A proof-of-
concept implementation using Ethereum-based blockchains demonstrates the system's capability to enforce secure,
dynamic access controls across chains. Overall, the proposed architecture overcomes key limitations of conventional
blockchain systems by enhancing modularity, strengthening governance, and providing a robust, adaptable framework
suitable for data-sensitive applications requiring strict regulatory compliance.

I. INTRODUCTION

Beyond its seminal use in cryptocurrencies, blockchain technology has evolved to address a myriad of challenges
across various industries. In the financial sector, blockchain is revolutionizing the way transactions are conducted,
reducing the need for intermediaries [3] and enabling faster, more secure, and cost-effective cross-border payments
and international trade. Supply chain management is another area where blockchain is making significant
contributions. By providing an immutable record of the journey of goods from origin to consumer, blockchain enhances
transparency, reduces fraud, and improves efficiency. This traceability is particularly valuable in industries such as
food and pharmaceuticals where the authenticity and safety of products are paramount. In healthcare [11], blockchain
is being used to secure patient data, ensuring privacy and compliance [12] with regulations such as European Union’s
General Data Protection Regulation (GDPR) [13]. It also facilitates the sharing of medical records [14] across different
healthcare providers, improving patient care and reducing administrative burdens [15]. Moreover, blockchain’s
potential extends document certification and notarization, where it can provide a transparent and tamper-proof method
of recording ownership [16] and origin, even for academic certifications [17], [18] and other educational applications
[19] thereby enhancing the integrity of any document-driven process in the digital age [20]. Intellectual property
management, digital identity verification, and even the energy sector [21] is also exploring blockchain solutions to
address their unique challenges [22]. From the computer scientist’s perspective, blockchain is a decentralized
information repository that is replicated and distributed among computing nodes in a peer-to-peer network. The
repository is implemented as a set of blocks, which are linked together and secured using cryptographic techniques.
Each block may contain any kind of information depending on the type of blockchain and application field. From this
perspective, each block contains a collection of information records (i.e., transactions in blockchain lingo) and a
reference pointing to the hash summary of the previous block, forming a chain of blocks (block-chain). This structure
allows information, once recorded, to be persistently available to users who wish to verify it. Furthermore, thanks to
cryptography, information is immutable and secure, without the need for a centralized supervisor or controller. There
are three broad types of blockchains, each of them with their specific characteristics. Public blockchains are fully
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decentralized and open, which allows any individual to participate in them, send transactions, and even create new
blocks. Prominent examples are Bitcoin [1] and Ethereum [23]. Although they provide great transparency and security,
data cannot be modified, and the blockchain lacks scalability as the whole chain is replicated in all nodes participating
in the peer-to-peer network. Besides, the performance of transaction validation is limited. Additionally, information
confidentiality is non-existent, as all parties can access all the data stored in the chain, as it is fundamentally public. It
is possible to store encrypted data, but as a public blockchain is an immutable storage medium, the encryption algorithm
used now may be broken in the future (e.g., because flaws or backdoors are discovered, or because presently emerging
technologies like quantum computing eventually make it obsolete). These blockchains are also known as
permissionless blockchains. Private blockchains are those created, maintained and controlled by an organization in
such a way that, to join them, it is necessary to obtain permission from the deploying entity. Therefore, the organization
that governs it decides who can or cannot participate in the network. An outstanding example of this type of blockchains
are the ones constructed on the Linux Foundation’s Hyperledger framework [24] or Hyperledger Besu. In this case, as
the nodes that form part of the network are known, less rigorous control mechanisms can be employed than in public
blockchains, which allows for better scalability and speed when recording transactions and creating new blocks. As a
drawback, decentralization is lost at a varying degree, and therefore private blockchains are conceptually centralized
system independently of the underlying decentralized technology. Data confidentiality can be seen as a positive aspect,
as not everyone can access the information managed, but those nodes that were granted permission to participate in
the network. These chains are also known as permissioned blockchains. Federated or consortium blockchains are those
in which several organizations collectively control the blockchain. Each organization is allowed to deploy its own
nodes, but joining the federated network still requires the corresponding permission. Certain information may be shared
with any user across the consortium (i.e., beyond the organization owning that information), which differentiates these
blockchains from private blockchains. Although they are permissioned blockchains, they can be seen as a hybrid of
public and private blockchains, with their own set of advantages and disadvantages. Another concept that gained
relevance in recent years is that of smart contracts, originally proposed by Nick Szabo [25]. These are computer
programs run on a virtual machine hosted by blockchain nodes that are automatically executed when certain predefined
conditions are met. While they are not unique to blockchains, their features are greatly enhanced in combination with
blockchain technology. These programs are stored and executed on the blockchain, guaranteeing immutability, tamper-
resistance and autonomous execution without human intermediaries. Ethereum is a blockchain platform launched in
July 2015 that gained considerable recognition for its capacity to deploy and execute smart contracts.

II. RELATED WORK

Several researchers have investigated how blockchain technology can be used to provide secure and privacy-
preserving access control in distributed systems. One of the early approaches was introduced by Zyskind and Nathan,
who proposed a hybrid architecture that separates data storage from access management. In their model, sensitive user
data is stored outside the blockchain in a distributed hash table (DHT), while the blockchain is used to manage access
permissions and ownership records. This design improves data privacy by ensuring that only the data owner has full
control over the information. However, the system does not provide flexible mechanisms for sharing data with multiple
users, which limits its usefulness in collaborative environments.

Another approach was developed by Xu et al., who designed a blockchain-based access control system that integrates
Hyperledger Fabric with ring signature techniques. Their system uses distributed storage such as the Hadoop
Distributed File System (HDFS) to store data outside the blockchain, while access policies are maintained within the
blockchain network. The use of ring signatures helps protect user identity during authentication. Although this
framework improves privacy and security, it relies on predefined communication channels, which can reduce flexibility
when scaling the system or integrating multiple blockchain environments.

The Chain Anchor system proposed by researchers at the MIT Media Lab introduces another privacy-focused solution.
It uses zero-knowledge proofs to allow users to prove that they belong to a blockchain network without revealing their
actual identity. This method enhances authentication and privacy in permissioned blockchain systems. Despite its
advantages, the approach requires major modifications to existing blockchain infrastructures, which makes practical
implementation more challenging.
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Other studies have focused on combining blockchain with encryption-based access control methods. For example,
some frameworks use attribute-based encryption (ABE) to protect sensitive information stored in cloud environments.
In these systems, the actual data is stored outside the blockchain, while the blockchain maintains metadata, hash values,
and access control policies. This combination allows secure data sharing while maintaining data integrity and
transparency. However, these solutions can introduce additional complexity in managing encryption keys and
maintaining system scalability.

Researchers have also explored blockchain-based data sharing systems using platforms such as Multichain combined
with Ciphertext Policy Attribute-Based Encryption (CP-ABE). These approaches aim to enable secure collaboration
between multiple users while maintaining strong confidentiality and integrity guarantees. Although these systems
improve decentralized data sharing, challenges remain in terms of interoperability and efficient enforcement of access
control policies across different blockchain platforms.

Recent research further investigates improving blockchain security by introducing additional control layers. One such
example is the Blockchain Application Firewall (BAF), which acts as a monitoring layer between users and blockchain
services. This firewall evaluates incoming and outgoing requests based on predefined access policies and blocks
unauthorized actions. Such mechanisms help improve security and privacy in blockchain-based systems while enabling
more controlled interaction with blockchain networks.

III. LITERATURE SURVEY

One of the earliest blockchain-based access control models was proposed by Zyskind and Nathan [44], who introduced
a hybrid privacy-preserving architecture where access policies are enforced on-chain while encrypted personal data is
stored off-chain in a Distributed Hash Table (DHT). This design ensures that only the data owner can access or modify
their information, thereby improving data privacy and security. However, the proposed model does not support
selective data sharing among multiple users, which limits its applicability in collaborative environments requiring
controlled access mechanisms.

Xu et al. [45] proposed a blockchain-based access control framework that utilizes ring signatures to enhance anonymity
and data protection. Their system integrates Hyperledger Fabric for blockchain management and Hadoop Distributed
File System (HDFS) for off-chain storage of encrypted data. Ring signatures provide anonymous authentication while
maintaining system security. However, the approach relies heavily on predefined communication channels within
Hyperledger Fabric, which restricts flexibility in environments requiring dynamic access control across multiple
blockchain platforms.

The ChainAnchor framework, proposed by the MIT Media Lab [46], introduces an access control model based on
zero-knowledge proofs to enable anonymous yet verifiable identities in permissioned blockchain networks. In this
approach, access control is enforced at the consensus layer, reducing reliance on external authentication services.
Despite its theoretical advantages, ChainAnchor remains largely conceptual, as the implementation requires significant
architectural modifications to existing blockchain infrastructures, making practical deployment challenging.

Another approach combines Hyperledger blockchain technology with Attribute-Based Encryption (ABE) to provide
secure access control for cloud-stored data [48]. In this system, encrypted data is stored in the cloud, while a hash
digest of the data is maintained on the blockchain to ensure integrity. Access control policies are implemented
through chaincode, enabling secure data retrieval. However, storing hash digests on the blockchain may still raise
privacy concerns in some applications.
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Jemel and Serhrouchni [51] proposed a blockchain-based shared data access control mechanism implemented using
the Multichain platform and the Ciphertext-Policy Attribute-Based Encryption (CP-ABE) scheme. This system enables
fine-grained access control for shared data in distributed environments, allowing authorized users to access encrypted
information while maintaining confidentiality and data integrity.

Recent studies have also explored improvements in blockchain infrastructure. Delgado-Von-Eitzen et al. (2025)
proposed the concept of a Blockchain Application Firewall (BAF) to enhance privacy and access control in Ethereum-
based platforms. The firewall operates as an intermediary layer between users and blockchain services, monitoring
incoming and outgoing requests based on predefined access policies. A proof-of-concept implementation using the
Besu platform demonstrates that BAF can significantly improve security and enable new blockchain use cases
involving private transactions.

Another important research direction focuses on blockchain interoperability. Delgado-Von-Eitzen et al. (2024)
investigated methods for enabling seamless interoperability between Ethereum-based blockchain networks using inter-
blockchain communication protocols. Blockchain networks are typically isolated systems, which limits data exchange
and collaboration across platforms. The study highlights how smart contracts can facilitate cross-chain interactions and
support decentralized applications operating across multiple blockchain ecosystems.

Similarly, Falazi et al. (2024) conducted a systematic literature review on Cross-Chain Smart Contract Invocations
(CCSClIs). The authors analyzed several academic and industry studies to classify different cross-chain communication
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approaches. Their analysis revealed that most existing solutions face challenges such as protocol heterogeneity,
dependency on trusted intermediaries, and difficulties in achieving reliable transaction processing across multiple
blockchains.

Blockchain technology has also been widely explored in supply chain applications. Fernandez-Iglesias et al. (2024)
proposed a blockchain-based traceability framework using smart contracts to enhance transparency and reliability in
supply chain management. The study compares two approaches: storing complete data on-chain and storing only
cryptographic hash references on-chain while keeping detailed data off-chain. The hybrid approach significantly
improves scalability and reduces storage costs while preserving data integrity and privacy.

In the pharmaceutical sector, Abdallah and Nizamuddin (2023) proposed a decentralized blockchain framework for
pharmaceutical supply chain management. Their system utilizes Ethereum smart contracts to manage interactions
between manufacturers, suppliers, and consumers. Smart contracts automatically record transactions, monitor IoT-
enabled containers carrying pharmaceuticals, and manage refund policies in case of delivery issues. This approach
improves transparency, trust, and security in pharmaceutical product distribution.

IV. PROPOSED WORK

The proposed system addresses the inherent contradiction between the public blockchain principle of full data
transparency and the need for privacy and controlled access in sensitive applications. While traditional public
blockchains like Bitcoin prioritize decentralization and transparency—often relying on anonymity rather than access
control—this architecture introduces a dual-blockchain model specifically designed to support confidential data
handling through robust access control mechanisms. Recognizing that not all blockchain applications benefit from
unrestricted data exposure, the system separates access management and data storage across two interconnected
blockchains. The primary blockchain manages authentication and permission verification via smart contracts, while
the secondary, isolated blockchain stores sensitive data that can only be accessed following validated authorization.
This approach ensures that privacy-sensitive information, such as account balances or medical records, remains
protected while still benefiting from blockchain’s immutability and decentralization. By doing so, the system resolves
the tension between transparency and confidentiality, offering a flexible, blockchain-based access control framework
suited for real-world scenarios where data privacy is essential.

PROPOSED SYSTEM ADVANTAGE
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Separation of concerns: Access control and data storage are handled independently.
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S

Improved security: Sensitive data is stored in an isolated blockchain, not directly accessible.
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¢

Fine-grained access control using smart contracts on the primary blockchain.

X3

¢

Reduced risk of data leakage due to strict permission checks.
Better scalability: Each blockchain can scale independently.
Enables secure inter-chain communication via Hyperledger YUI.
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As discussed above, blockchain technology is in constant evolution, with blockchain intercommunication being a
relevant research topic. However, in the case of interconnecting blockchains with different technologies, progress is
slow. In our case, to demonstrate the feasibility of the proposed blockchain based access control system,a PoC was
developed using two Ethereum-based blockchains interconnected by means of Hyperledger YUIL5 Hyperledger YUI
is an initiative to facilitate the inter connection of heterogeneous blockchains (permissioned blockchains only at this
time) following the inter-blockchain communications protocol of the Cosmos project [55], so that communication
between chains can be carried out using middleware protocols that are agnostic with respect to the interconnected
chains, facilitating interoperability between different platforms. In addition, it allows atomic token exchanges and even
atomic execution of arbitrary code. Currently, it provides interconnection modules for public blockchains
(Ethereum,BNBSmartChain) and permissioned blockchains (Hyperledger Fabric, Hyperledger Besu, Quo rum and
Corda), but the project’s goal is to support a broad portfolio of heterogeneous blockchain platforms. Another relevant
feature of Hyperledger YUI is cross chain authentication, which allows inter-chain communication through on-chain
verification of the state of the other chain, thus ensuring security without relying on the behaviour of off-chain
elements. This facilitates the transmission of messages between chains not only to trusted and privileged actors, but
also to any user that meets the criteria encoded in access control lists (ACL) in the permissioned chain. This solution
does not add new components to the system that could compromise security, as users only interact with their
corresponding chains. Thus, for this PoC, two Ethereum blockchains were created. The first chain, called blockchain
A, acts as the main access point where users request data (in this case, a user U account). A smart contract (Smart
Contract A) was implemented on this chain to manage access requests and verify user permissions according to a
predefined list of authorized users. The second chain, blockchain D, contains the sensitive information intended to be
accessed only when appropriate permissions are held, as verified by the smart contract in blockchain A. A
communication mechanism was designed between these two chains using Hyperledger YUI, ensuring that the
information consulted by users remains confidential and is not directly accessible from a single source.

V. CONCLUSION

The proposed project — Automated Security Assessment and Approval for Conveyed Registering Including Graphical
Models for Security — aligns with the emerging need for controlled, decentralized, and secure data management
illustrated in modern blockchain access control systems. Similar to the dual-chain architecture discussed in the
referenced work, this project implements a layered security mechanism through Primary and Secondary Chains, where
the Primary Chain governs access permissions, approvals, and key exchanges, while the Secondary Chain securely
stores encrypted file data. By integrating smart contracts, AES-based encryption, and dynamic approval workflows,
the system ensures that only authorized entities can access or decrypt sensitive information, preserving confidentiality
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and integrity. This design supports adaptable access control, enabling real-time approval, revocation, and monitoring
of data usage, addressing key challenges in transparency, privacy, and compliance. Beyond secure file transmission,
this framework demonstrates the feasibility of applying blockchain-driven access control in domains such as
healthcare, certification management, and data governance — ensuring security, trust, and auditability at every stage
of data interaction. Thus, the project not only provides a technically sound proof of concept but also contributes toward
building a scalable, privacy-preserving, and trustworthy model for next-generation secure information sharing.

VI.LFUTURE ENHANCEMENT

As a future line of work, we propose implementing this architecture using hardware acceleration technologies such as
ASICs or FPGAs to optimize performance in high-demand environments. Integrating FPGA-based co-processors
would enable the acceleration of key operations such as cryptographic verification and dynamic permission validation.
Meanwhile, ASIC-based solutions could help reduce latency and increase processing capacity in large-scale enterprise
deployments. These hardware enhancements would complement the proposed architecture, facilitating its adoption in
industrial applications that require real-time access control and high operational efficiency. To sum up, this work
contributes significantly to the field of IT security in decentralized applications by proposing an innovative solution
for secure and efficient data management using blockchain technology. The combination of blockchain interconnection
with smart contracts offers a robust and adaptable framework that sets the path for future standards in dynamic and
flexible access control for decentralized applications.
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