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Cyber security or Cloud security are the term of the 

Information security. This paper has defines the 

methodology of these two terms which associate their 

methods to each other. The concept of these two are 

same, to provide the security to the data, but their 

methods are differ to each other. Moreover, this 

paper posit that Cyber security have some limitation 

to access, and other hand cloud security will 

extended their networks and it will work on beyond 

of the cyber security services. Cyber security used to 

protect the internet devices which devolve the data 

from source to destination. Cloud security is the 

collection of disparate policies and mode which gives 

the cloud environment with the newly methodology, 

so in this paper; we discussed that how the cloud 

security gives the better performance with correlate 

to the cyber security [1]. 

 
 

I. INTRODUCTION 

Cyber security is the huge global interest of the society. 

The cyber crime likes networking hacks, data-fetching, 

IP-address spoofing or immeasurably more, who really 

need of security, but in now days people-to-people are 

connected so data-by-data also be connected in the long 

series, where cyber security not been managed to all. 

Cyber crime has their cyber-space where unauthorized 

person can fetch and harmed the data, so we can put on 

some encryption on that servers; where no one can 

easily identified the information. So by the cyber 

security we apply the security and encryption on data, 

but as it is we know; at today’s time huge amount of 

data will stored, so this is not easy to in-build the 

 

 

cyberspace and provide authentication to the networks 

or servers, that’s why we need a cloud security. 

Lot of the literatures and journals are defined the 

strategy of the security, network security, cyber- 

security. The international telecommunication union 

(ITU define 

cyber security: [1] [2] Cyber security is the collection of 

tools, policies, security concept, security safeguards, 

guidelines, risk management approaches, action, 

training, best practices, 

assurance and technology that can be used to protect the 

cyber environment and organization and user assets. 
Organization 

and user assets include connected computing devices, 

personnel, infrastructure, application, services, 

telecommunication system and the totality of 

transmitted and stored in formation in the cyber 

environment. 

This paper will enumerate that; how Cyber Security not 

provided that kind authentication and security to the 

networks, or discussed what kind of data security or 

network security we used to authenticate the cloud data. 

Mainly cyber security are worked on the CIA triangle 

(Confidentiality, Integrity and Availability), which are 

the best taxonomy of the security. CIA triangle is a 

model of information security, which carry three types 

of approaches to design and define the compound part 

of security; it defined the confidentiality, availability, 

integrity all three are core of information security. Here 

we discussed the methodology of the cyber security and 

what kind of the tools are used in it. Some of the aim 

not worked in the cyber security but held in cloud 

security. Compare the cloud security to cyber security 

tools and get in-build in the cloud security to get 

improved the server security. 

Cloud Security widely adopted by the society very fast, 

because cloud application needs security and 

authentications. Cloud has that plat-form where it will 
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Abstract 
 

Cloud Security core are dependent on the cyber 

security or cloud security; cloud security developed 

their own domain in the data field. 
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face lot of the security challenges, so cloud will prepare 

their security mechanism and evaluated in the 

applications or servers. 

Cloud security used some frameworks and graphic 

models which really defined data security. To security 

of the cloud application is much more challenging, 

some time it will be complex to solve their complexity, 

but lot of the tools are available in the network, so with 

them we solved the problem, whether it is cyber security 

or cloud security every network security really needs a 

network tools and 

 
 

II. CYBER SECURITY 

 

To dealing with the data security and their privacy cyber 

security is the best term to Identified. Cyber security is 

interchangeably word of the information security which 

performed many task of the security. 

 

Here we discussed; [3] CIA triangle and their work, cyber 

security threats or more. To securing the data are very 

substantial to shielding the database. Avoid the risk and 

manage network by the cyber security which gives the 

better performance in our relevance economy factors. 

Defense sector are used cyber security mostly; because 

they really entail authentication and protection to our 

data, cyberspace are the space; where no one can be 

allowed to get and access the legal data. When War has 

been done by cyberspace it’s known as cyber-war. The 

unauthorized user can access the legal data and privacy so 

it’s called cyber-crime, which is the individual part of the 

cyber-security. 

 
 

(CIA Triangle of Cyber Security) 

 

Never been stored your data as open source, because it is 

more easy to access to anyone. [3] [4] The CIA triangle of 

the cyber security will define that confidentiality gives the 

protection and security to server or database or integrity 

define the stats of being complete of the protection and 

availability compare the resistance of the user that who 

access or not. 

 

1. Methodology of the Cyber security 

Here we discussed about the different types of the 

methodology of the cyber security which really helpful 

for indentifying the encrypted data or unauthorized user 

like: network scanning, vulnerability scanning, malware 

detection, password cracking, penetration testing. 

 
(Methodology of Cyber Security) 

 
A. Network scanning 

 

Network scanning are mainly used to gather information 

from the operating system. It will helpful for find the 

network error and default performance by the hackers. 

Network scanning help to recognize the TCP targeted 

hosts, if any unauthorized user can try to access the 

network it will determine [5]. 

In the network security; port scanning is so famous 

because of the problem solving approaches, by the port 

numbers we identified user that it will valid to access 

the network or not. Network scanning refer to the 

concept of bunch of data which send through the 

computer network and create the effective 

troubleshooting problem solving. 

 

B. Vulnerability scanning 

 

Vulnerabilities are mainly used to detect and identifies 

the fragility of the network that any kind of Impact like 

worm or viruses are occur in the services or not; so it 

will really easily to get diagnose. IT sectors or 

department; they have authority to used the 

vulnerabilities scanning. It is used for the end point or 

entry point of the attacker surface [5] [6]. 

Vulnerabilities are working on two approaches: 

authenticated and unauthenticated. In the 

unauthenticated vulnerabilities perform a testing method 

without check the network user or their access, or 

unauthenticated vulnerabilities firstly scan the network 

user and gives the authenticity to access. 

 

C. Malware analysis 

 

Malware analysis is used for the identification of threat 

and any malicious files. In the cyber security; word 

Malware is the key term of the authentication and error 

detection and reduce the false character from the 

network system. At today’s era; Malware analysis is 

considerate term in the areas for the error control and 

cyberspace [7]. 
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Malware contribute the rate in the cyber security for the 

prevention of network. Malware analysis work on the 

two detain: static and dynamic. In the static malware 

analysis it will analysis the network and source without 

running the code like viruses scanning, fingerprinting, it 

means it will bounded at some points to access any 

known and unknown user, but in the dynamic malware 

analysis, it will analyze the network and source while 

the time of running code, it will create a control 

environment where anyone can’t easily access. 

 

D. Penetration testing 
 

Penetration testing is the way to evaluate the security and 

network which score the user information. The 

penetration testing occurs and tested at different area of 

the system like setting, login method, user access 

counter. 

Penetration doesn’t provide to accessing the security 

service and network services [8] [9]. Sometimes it will 

test as manual but some time not required to given an 

access it will automated access and testing. 

 

 

III. CLOUD SECURITY 

 

Cloud computing invention has done on huge platform, 

which used by the technologist in advanced level. Cloud 

computing gives privileges and advantages to data and 

servers, but we never ignore; that data can occur or 

access by the user and storage container are become in- 

large so it’s important that we think about the security 

also. [10] Cloud computing is the strong adoption of 

potential to stored data, threat scanning or lot more, 

Increasing the data storage, privacy, protection or 

Security very important clause in cloud security. 

Cloud is the software and hardware storage where data 

centre to associate all the services. [11] [12] Cloud 

computing are synchronize by two way:- private cloud 

and public cloud. Private cloud refers to particular area 

or institution where only authorized people can access 

the data centre, where public cloud refers the public 

services which can accessible by any one. It will never 

be down; that cloud gives good services to the other data 

services; like quick to access, storage and provision. 

Need of Cloud Services and Security, Lot of the data 

produced daily in the every sector, it’s time to mange 

and provides security to the data. In every sector whether 

it is IT, medical, or more; has their own bulk of data 

which really need of the security [13]. 

 

 

 

 

 

 

 
(Services of Cloud Computing) 

 

2.  Services of Cloud Computing 

 

Cloud computing makes problem easy and less time 

consuming to data storing their workflow is very 

efficient to consider. Cloud computing contribute to the 

services and sources very well, it really helpful for the 

sharing resources. Cloud security integration in any 

sector gives a lot of dependability and scalability. Let’s 

discussed abut different sectors why cloud is beneficial 

for their data storage and security: 

 

A. IT sectors 

 
Market of cloud computing and cloud security is the top 

growth demanding service. We know cloud computing 

is famous for the data storage or scalability, but in IT 

sector every tiny things can worked in the bulk of data, 

which needs organization and security [14]. Cyber 

attacks are top breaches who really affect the cloud data 

and data storage container. 

 
B. Shielding Sector 

 
Shielding sector or defense sector are authorized 

compound area where data security are essential. [15] 

Today’s time; when we talking about the defense, the 

security risk has been occur . there are lot of ethical and 

legal; data which needs are authentication. Military level 

security define; companies be sure that they never 

exchange their data to anyone, prohibited every single 

information; they must be follow the data protection and 

security. Each defense sector: Air-force, Military, Navy 

Domain Services 

Computational 

Resource 

IaaS(Infrastructure as a service) 

Cloud Software 

Environment 

PaaS (Platform as a Service) 

Communication CaaS (Communication as a 

Service) 

Storage DaaS 

(Database/Development/desktop 

as a service 

Hardware HaaS (Hardware as a Service) 

Software 

Application 

SaaS (Software as a Service) 

Framework FaaS(Framework as a Service) 
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CASB(Cloud Access 
Security Broker) 

CWPP (Cloud workflow 
protection platform) 

SAST(Static 
Application Security 

Testing) 

CSPM(Cloud SASE(Secure 
security posture access service 
managenment)  edge) 

every operation has been produce the flexible 

environment to catch their signal are transfer the data. So 

in between their key inter-connectivity it may e chance to 

the data leakage and leakage of communication. It is the 

major sector where mostly data are exchange in real-time 

which produce more risk. To give a real-time 

environment and authenticated the defense area by the 

cloud security; data stored mostly in the cloud storage 

really impactful for the security purpose. 

 
3. Cloud security risk 

 

The factor of risk occur in cloud computing, because of 

their wide range include lot of factor; mostly the cloud 

security risk are occur in the application level, network 

level or some time at data storage time. 

[16] Application level risk factor across the many sites 

and servers like: cookies poisoning, Captcha breaking, 

access the malicious file or lot of programming or 

recreating services. Network level risk factors occur by 

DNS attacks, data tapping, any Fiber optic network or IP 

address. Data storage risk factor occur when any kind of 

leakage in data container or if fraud user get your user 

access. 

 

4. Cloud security risk management 

 

To manage the cloud security risk we apply treatment on 

particular risk factors. To do assessment on the risk 

factors, firstly we identify the specific container area 

where the clause are been occurred after the 

Identification, check the potential of the threat that it will 

harmful for the services or not. To manage the security 

risk firstly we should do some assessment on particular 

risk factor so by doing this we can easily found that where 

and what clauses are been held. Lot of risk assessment 

methodology gives the IT infrastructure like:- ISO27005, 

NIST SP800-30, CRAMM, OCTAVE or lot of more. 

 

 Different journal/papers are work different security 

method lets discuss: 

 

 
 
 

IV. CLOUD RISK SOLUTION 

Cloud Risk Solution are core domain of the 

security of cloud data; which efficiently work on 

the cloud data and define access, testing, 

management, platform or more regarding to the 

risk solution. Majorly we have five risk solution 

cycle which we discussed by in periodic way: 

 

 

(Cloud Security solutions) 

 
A. CASB: Cloud access security broker is a services or 

provide software tool which help to reduce the impact of 

threat through the cloud data. It offers the some security 

policies like firewall, [16] Authentication, web 

application firewall, data loss prevention (DLP). T o 

choosing the right security tools are save-time and money. 

CASB software tools provide multiple data point 

authentication and work on the beyond the limitation, like 
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Force-point; it is CASB address product which work on 

the risk assessment and proved a real time security. 

 
B. SAST: Static application security testing is 

used for the cloud application security, it provides the 

software tool which help to reduce the impact of threat 

but only took the cloud application; it find out the root 

fault which worked on instantaneously, reduce security 

risk through the coding which really helpful for the 

developer. It is essential or initial stop of software 

development. SAC (Static code Analyzer) tool are exist in 

the SAST service which analyze the encrypted threat and 

vulnerabilities in coding. 

 
C. SASE: Secure access service edge is mainly network 

architecture which made up to the combination of VPN 

and SD-WAN with different types of security. It reduce 

the complexity and provide real time optimization. 

Restrict to unauthorized user access and improving lot of 

security with different policies. 

 

 
D. CSPM: Cloud security posture management, it is market 

segment of IT sector which reduce the compliance of 

risk through the cloud. The most attracted things of 

CSPM is that; it monitor the cloud infrastructure or if 

any single threat are occur in the compound area it will 

detected. [17] Mainly CSPM is organized and adopt the 

hybrid cloud and multi-cloud security, which associated 

with infrastructure as a service (IaaS) 

 
E. CWPP: Cloud workflow protection platform; it 

provide the security on the cloud workload or work on 

the low friction segment neither adopt heavy 

approaches. Infrastructure clouds are Consider or 

discovered heavy work load which need a real time 

service which provide by CWPP. It is more flexible and 

integrated into development of CI/CD pipelines; it has 

different stage of CWPP solution stage so that’s why it 

will save lot of money. 

 
V. Conclusion 

In this paper we discussed different approaches of the 

cyber security and cloud security. Cyber security defines 

their methodology; how it will perform every single 

threat through the security task, either Consider the CIA 

triangle approaches. Different sections analyze the Cyber 

Security by the network scanning, malware analysis or 

penetration testing. After defining the cyber security; 

consider the approaches of cloud security and their 

methodology. Different sector which really needs of 

cloud environment; evolving and elaborate the cloud 

security risk and their management. We also do a 

research on different journal and articles to resolving 

different approaches of cyber and cloud security. End; 

cloud risk solution dines how resolved the threat material 

with different tools and resources. 
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