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Abstract : Today, the Internet of Things (IoT) is changing the world, in addition, it is also creating various
connectivity mechanisms. Communication between people and machines and between machines is only possible
today thanks to the Internet of Things. Since last 15 years, Internet of Things (IoT) is the leading application
extending from connected smart homes to wearable devices and healthcare. Industry 4.0 is the recent revolution in
the industry. It contains cyber-physical systems (CPS) that monitor the factory's production and manufacturing
process and make independent decisions. In a wireless sensor network, the sensor detects the data from the device
and that collected data will be sent to the router. That sensor may be different depending on your applications. As
there will be so many devices connected to the Internet of Things (10T), massive data will be generated. To extract
hidden information from the generated data we have to apply different types of algorithms. A large amount of data
can be monitored and controlled with the use of Wi-Fi, Internet of Things (1oT), Cloud Computing (CC), and Cyber-
Physical System (CPS).

INTRODUCTION

The architecture, protocols, applications, security, real-world implementation, and future trends of 10T are explained
in detail in. Technologies are evolving rapidly today. People are moving towards an “always connected” system.
Wired and wireless networks are available, particularly to meet procedures where open standards are permitted and
defined. Lately, concepts related to the “Internet of the future” are being studied. Across various industries, there is
growing interest in the use of 10T technologies. Many industrial 10T projects have been carried out in the areas of
food processing, monitoring, agriculture, environmental monitoring, security and many more By the end of 2020,
between 26 and 50 billion “objects” will be connected to the Internet. 10T has given us a promising way to create
powerful industrial applications and systems using wireless devices, Android, and sensors. Nowadays, everyone

wants to connect their system to the cloud and make it powerful. Not only electronics and IT field personnel, but
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many other industries also want to integrate their manufacturing line with 10T devices to control and monitor data
in real-time scenarios from anywhere on land without any obstacle. 10T is the basic premise for implementing
Industry 4.0. 10T is constantly evolving and is a hot research topic where the opportunities are endless. MQTT is
one of the best IoT protocols implemented in IoT to exchange data from sensor to cloud and from cloud to sensor.
For the sake of safety in the industry, it is almost necessary to monitor all the activities that pass through the internal
environment of the industry to improve the safety of the employees working in the industry. 10T can connect real-
world elements and configure the smart component in a communication system. Therefore, 10T is a key that can
enable different types of beneficial applications and services that can support environmental transportation,

economies and health that we have never thought of before.

INTERNET OF THINGS
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Figure. 1 The loT general scenarios

WHAT IS THE NEED AND SCOPE OF I0T?

loT allows businesses and individuals to be more connected to the world around them and do higher-level, more
meaningful work. A complete 10T solution integrates four distinct components: sensors/devices, connectivity, data
processing, and user interface.

The TCP/TP was defined long time ago. This protocol plays an important role in the digital communication area.
Therefore, the 10T will connect a number of devices, which will make a tremendous traffic of data. It also needs a
huge amount of storage capacity to store that data. Hence, the new standard design and protocols are necessary for
safe data transmission in 10T technology. Improvement of 10T depends on the different types of useful applications
and business models with advances in the technology of 10T. With the industry’s broadest loT-ready portfolio of
wired and wireless connectivity technologies, microcontrollers, processors, sensors and analog signal chain and

power solutions.
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Figure. 2 10T layers and stack

Figure 2 shows the different layers of 10T that make all 10T data transmission easy and secure. Each layer has its
unique task to perform. Protocol is defined as the special set of rules and regulations that result from a
telecommunications connection. It is used when they need to communicate with each other, the endpoint on the
opposite side is connected to the same network or a different network. At the end of the discussion we can conclude
that with the help of data acquisition we can have a large amount of data at the end point. Thus, depending on our

needs, we can filter the results of our search from different nodes and intersections.

RESEARCH METHODOLOGY

In 2016, a research paper was published showing the concept of creating smart cities within the framework of
Industry 4.0. was published by Kallappa, B. B. Tigadi. By connecting different 10T devices, this system is expected
to change the logistics and transportation system with the best infrastructure.

Here we can see that in a smart router, many processes are will going to take place in the round of the network

or a smart device.

Industry 4.0 also using this FOG Computing concept in the industry. Where it can powerfully divide the

source data. Only the data which is used will be provided to management level, control and for the analysis.
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Figure. 3 The concept of FOG Computing

In this article, they discussed the concept of Industry 4.0 and the idea of Smart City. Although the definition is
different, the principles should be the same. They tried to consider Industry 4.0 as the first step of smart cities, such
as smart campuses, smart buildings, smart streets, etc. Another important element is also FOG Computing. This
transmits exactly only the necessary data to the server. Pikes is the first city in the Czech Republic to become the
first smart city. Cloud computing is considered a promising solution to provide services to end users and provide

applications with elastic resources at low cost.

Big data analysis is briefly explained hereby Sunghae Jun. Data analysis is the most important part of the 10T
network. We are in the era of Big Data. Big Data has three typical characteristics which are volume, variety and
velocity. That is to say, the size of big data is extremely large, and the data types of big data are diverse, such as
numbers, text, and figures. Furthermore, Big Data processing is very fast. Therefore, we should take these
characteristics into account when analyzing big data. BDL is a big data learning technique. Once the data acquisition
is completed, it needs to be analyzed to obtain the final result. In this article, they discussed the topic of learning
from Big Data. Data analysis was carried out based on the article and patent of IEEE and KIPRIS. They showed the
content of the different top-ranking keywords and then related the SNA graph to this data.
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First, they searched for loT-related articles and patent documents in databases such as IEEE explore, USPTO,
KIPRIS. This data is too big as it includes text, numbers and others. So now they applied BDL to analyze paper
data and patents. After that, they transform the text data into structured data called document term matrix . In Matrix,
row and column are defined as document and term respectively. For this transformation, text mining and social
analysis techniques were used using the “tm” and “sna” packages from the R project,Using descriptive statistics for

keyword analysis, they ultimately extract the top ranking keywords.

IV. RESULTS AND DISCUSSION
Table. 1 Top-ranked Key Words: Patents

Rank | Frequent Term

1st Control,data,device,information,intelligent,manag

ement,monitoring system, technology

ond | Terminal

3rd Gateway, equipment

ath Communication, platform, service

sth Access, network, wireless
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Figure. 5 SNA graph from correlation loT Patents

Table.2  Top-ranked Key Words:
Papers[14]

Ran Frequent

k Term

1st | Application, information, network

ond | Data, system, technology, smart

3rd | Management, architecture,

communication

ath Model, framework, social, use, device,

object, security

sth | Service, cloud, analysis, design, global,

semantic, integration, sensor
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CONCLUSION

0T provides security to generate a change in the quality of life and the business concept. With the help of a vast
network of locally intelligent smart devices, 10T has the potential to enable expansions and improvements of critical
services in logistics, transportation, education, healthcare, and security, while providing a new ecosystem for
application development. . Just as the Internet aspect has emerged, the Internet of Things has reached all conditions
of our lives in less time. In this work | presented a model of data acquisition and analysis system based on IOT for
different applications for educational purposes and other organizations. | can conclude that Industry 4.0 will be the
best platform to accomplish this task in today's industry. There are three main states for 10T implementation: data
acquisition, security, and data analysis. While transferring the growth of loT, data security is the most important
thing for reliable data to be transferred between millions of smart applications. Here | focused on the MQTT protocol
at the application layer for secure data transmission. With the different big data analysis methods, a person can
separate the particular data as they wish. This one differs from other 10T review articles because it primarily focuses
on industrial applications of IoT, big data analysis, and potential research opportunities for future industrial

researchers.

REFERENCES
[11 S. Kraijak, P. Tuwanut, “4 survey on the internet of things architecture, Protocols, possible applications,
security, Privacy, real-world implementation and Future trends” ™, In the Proceedings of the 2015 IEEE

16" International Conference on Communication Technology(ICCT) Hangzhou, China, pp.26-31, 2015.

2] Li Da Xu, Wu He, Shancang Li, “Internet of Things in Industries: A Survey”, IEEE Transactions on

© 2023,1JSREM | www.ijsrem.com DOI: 10.55041/IJSREM26518 | Page 7


http://www.ijsrem.com/

&t’ ‘3 Q%

[# IISREM

ﬂwﬁlNTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH IN ENGINEERING AND MANAGEMENT (IJSREM)

w VOLUME: 07 ISSUE: 11 | NOVEMBER - 2023 SJIF RATING: 8.176 ISSN: 2582-3930

(3]

(4]

(5]

(6]

(7]

(8]

(9]

Industrial Informatics, ) Vol. 10, Issue. 4, pp.2233-2243, 2014.

A.Deshpande, P.Pitale, S.Sanap”Industrial Automation using Internet of Things(loT)” International
Journal of Advanced Research in Computer Engineering & Technology (IJARCET) Vol. 5 Issue 2,pp.1-
4, 2016.

J.wan,S.Tang,Z.Shu,M.Imran,A.Vasilakos”Softwere-Define Industrial inrenet of Things in the Context of
Industry 4.0” IEEEsensors journal, VVol. 16, Issue 12,pp-7373-7380, 2016.

M.Farooq,M,waseem,S.Mazahar,A.Khiri,T.kamal”A Riview on inerenet of Things(loT) International

journal of computer Applications. Vol.113 Issue 1, pp-1-7, 2015.

V.Sharma, R.Tiwari “4 Review paper on loT & it’s smart Applications”International Journal of Science,

Engineering and Technology Research (IJSETR), Vol. 5, Issue 2, pp.472-476, 2016.

M. Asim “A Survey on Application Layer Protocols for Internet of Things (IoT) ”International Journal of
Advance Research and Computer Science, Vol. 8, Issue. 3, pp-1-5 2017.

J.Luzuriaga, M. Perezy, P. Boronaty, J. Carlos, C. Calafate, P. Manzoni “4 comparative evaluation of
AMQP and MQTT protocols over unstable and mobile networks” In the Proceedings of the 2015 IEEE
12™ Annual Conference on Consumer Communication and Networking Conference(CCNC) Las Vegas,
NV, USA, pp.931-936, 2015.

N. M. Sonawala, H.B. Patel “IoT Protocol based Environmental Data Monitoring”, In the Proceedings
of the 2017 IEEE International Conference on Computing Methodologies and Communication
(ICCMC),Xiamen, China , pp.1042-1045, 2017.

[10] Kallappa, B. B. Tigadi, “Industrial Safety Parameters Monitoring in IOT Environment”, International

Journal of Advanced Research in Electrical, Electronics and Instrumentation Engineering, Vol. 5, Issue
6, pp.5511-5516, 2016.

[11] M. Lom, O. Pribyl, M. Svitek, “Industry 4.0 as a Part of Smart Cities”, In the Proceedings of the 2016

© 2023,1JSREM | www.ijsrem.com DOI: 10.55041/IJSREM26518 | Page 8


http://www.ijsrem.com/

&%’ ‘3 Q%

: Iﬂﬁ'},é"'ﬁINTERNATlONAL JOURNAL OF SCIENTIFIC RESEARCH IN ENGINEERING AND MANAGEMENT (IJSREM)
w VOLUME: 07 ISSUE: 11 | NOVEMBER - 2023 SJIF RATING: 8.176 ISSN: 2582-3930

IEEE International Conference on Smart Cities Symposium Prague (SCSP) Prague, Czech Republic,
pp.1-6, 2016.

[12] A.Destjerdi, R.Buyya” Fog Computing: Helping the Internet of Things Realize its Potential ’published by
IEEE Society, Melbourne, pp.40-44, 2016.

[13]Y.Shanhe, Z. Hao, Z. Qin,Q. Li” Fog Computing: Platform and Applications” In the Proceedings of
the 2015 Third IEEEWorkshop on Hot Topics in Web Systems and Technologies,china, pp.73-78, 2015.

[14]1S. Jun, “Technology analysis for internet of things using big data learning”, International Journal of

Research in Engineeringand Technology, Vol. 3, Issue 12, pp.314-318, 2014.

[15]S. Yin,S.Ding, X.Xie,H. Luo “A Review on Basic Data-Driven Approches for Industrial process

Monitoring” IEEEtransactions on industrial electronics, Vol. 61, Issue. 11, 2014

[16]N. R. Shikalgar, and D. Badgujar, “Online Review Mining for Forecasting Sales” International

Journal of Research inEngineering and Technology, Vol. 2, Issue.12, pp.53-55, 2013

[17]J. Manyika, M. Chui, B. Brown, J. Bughin, R. Dobbs, C. Roxburgh, and A. H. Byers “ Big data:
The next frontier forinnovation, competition, and productivity” McKinsey Global Institute,India, pp.1-
156 ,2011

[18] F.cheng, P.deng, J. wan “Data mining for the Internet of things: Review and challenges” Hindawi

Publishing Corporation,

China, pp. 1-14, 2015

[19] I. Feinerer,K. Hornik, D. Meyer, “Text Mining Infrastructure in R Journal of Statistical Software, Vol.
25, Issue 5, pp.1-54,2008.

© 2023,1JSREM | www.ijsrem.com DOI: 10.55041/IJSREM26518 | Page 9


http://www.ijsrem.com/

