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Abstract 

The entire Internet of Things (IoT) industry is anticipating advancements in network architecture and the creation 

of novel security methods that will make it possible to control and access Internet of Things (IoT) devices in a 

flexible, reliable and secure manner. Smart devices are susceptible to assaults due to low processing power and 

storage capacity because current security or cryptography techniques are ineffective. Blockchain technology is 

used in this project along with Internet of Things (IoT) for security authentication and verification purposes. 

 Blockchain's decentralization, anonymity, and proof-of-security features can stop centralized servers from 

colluding and collapsing in a single spot due to single point failure. In this project, a novel Multi-Input Data 

Concatenation (MIDC) technique is implemented to concatenate the multiple inputs for optimizing the blockchain 

storage. Here, the blockchain network checks for authenticity when a user requests access and then approves the 

request based on the data that has been stored. The integration of Blockchain into the Internet of Things (IoT) 

system can be able to remove the barriers preventing the advancement of Internet of Things (IoT) design and 

security. The proposed work outperforms existing cutting-edge methods by offering enhanced security 

performance, decreased Central Processing Unit (CPU) utilization time and power consumption, decreased cost, 

and decreased memory usage. 

Keywords: Advanced Encryption System, Blockchain, Encrypted Data, Multi-Input Data Concatenation, Security 

authentication. 

 

 

1. Introduction: -  

The Internet of Things (IoT) is an emerging medium 

that joins intelligent, self-configuring "things" to 

provide a dynamic, effective network for collaboration 

and interaction. A cutting-edge technology called 

cloud computing enables networked nodes to share 

shared resources as needed under a subscription-based 

business model. Resources can be anything from a 

straightforward software program to a platform 

required for an initiative's progress to the network 

itself, which uses the Internet as its backbone. Cloud 

computing could manage concurrent inquiries from 

multiple tenants and is extremely scalable, changing, 

and flexible [1].  The adaptability of the cloud creates 

a number of network and data risk factors because, in 

a cloud-based setting, the majority of client data is 

transferred to data centers dispersed throughout the 

network's infrastructure where it is physically stored. 
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As a result, an enterprise's or client's information falls 

under the control of the service supplier, which creates 

the possibility of unforeseen security attacks and flaws 

when it is transmitted and used [2]. A distributed 

database known as blockchain is a recent invention in 

the world of information technology. The three basic 

standards for blockchain identification and availability 

are connection, private or approved, and public or less 

permitted. The most significant and distinctive aspect 

of the blockchain idea is that all of the stored data is 

completely secure inside each block of the 

blockchain’s operations. Consistency, reliability, and 

acceptance of errors are its decentralized consensus 

algorithm's three key characteristics [4]. The 

Blockchain provides information origin, ensuring the 

accuracy of the data. Data blocks that have been 

encoded are used to store every exchange and data. 

The standards of the Blockchain technology comprise 

timestamps, cryptographic data, and client record 

information. The protocol circulates throughout the 

system; infrastructure; nevertheless, just the nodes for 

whom it was designed are able to use it, even if it may 

be visible among all related sites. The whole 

obligation of data transports, processing, and/or 

storing ought to come under the purview of the 

Blockchain-based cloud architecture. Anyone who 

addresses the Blockchain is going to able to 

understand what is unfamiliar with the data [6].  

2. Methodology 

The research focus on the providing the data privacy 

and security in IoT network using blockchain. The 

major goal is to guarantee the security and uphold the 

validity of substantial quantities of data related to the 

smart hospital. Researcher suggest building a solution 

based on blockchain technology to accomplish this, 

which includes the Solidity programming language 

and the Ganache blockchain network. The strategy 

calls for storing smart hospital data in the blockchain 

network or a de-centralised storage system, as well as 

modifying existing technology to match the needs. In 

this study, the Multi-Input Data Concatenation 

(MIDC) approach is used to integrate all the inputs 

before encryption. Instead of encoding each input 

separately, this approach concatenates the many inputs 

into one encrypted message. Data concatenation is 

used to create the distinct hash for each block on the 

blockchain. The contents from the current block and 

the block preceding it are combined to create the hash. 

Blockchain bridges facilitate communication between 

two blockchain networks by assisting with the 

mobility of data and digital assets. 

This process optimizes the blockchain retention for 

storing information, which is its main advantage. As a 

result, research can keep a lot of data, and it also 

guards against corrupt or destruction of information. 

The Internet of Things (IoT) sensed data collected 

form the smart hospital is encrypted using the 

Advanced Encryption System (AES) encryption 

algorithm and then passed to the proof of work (PoW) 

process. The proof of work (PoW) verifies the request 

send by the user and this process take place at the 

blockchain network. When the user sends the request 

for access the proof of work verifies the access 

request. Either the request gets accepted or denied, if 

the request is accepted the decrypted data is send to 

the user on the other side if the request is denied the 

access get rejected. The above Fig.1 represent the 

overall work flow of proposed framework and the 

detail procedure is mentioned below. 
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Figure 1: Proposed Framework 

2.1 Proof of work 

The most often used consensus technique in active 

blockchains is the proof of work (PoW) method. PoW 

was first used by the digital currency and operates 

under the premise that each peer casts a vote using his 

"computing power" by resolving proof-of-work cases 

and creating the necessary bits. Blockchain 

technology employs the consensus algorithm known 

as proof of work. Mining is the process of completing 

a difficult computing job in order to add additional 

blocks. based in Tel Aviv According to Proof Work, 

medical data will eventually be owned and managed 

by patients through a decentralised system with 

blockchain security. One of those most promising 

applications of the blockchain system is in the 

healthcare sector. Medical information may be found, 

located, and then  directly exchanged between parties 

using blockchain technology [24]. 

• Energy Consumption: Simple Proof of Work 

systems consistently have the greatest rates of 

utilization of energy. 

• Fairness: The highest levels of fairness are 

seen in absolute proof of work models, wherein input 

is dispersed equally and fairly among all nodes 

participating in data processing. With pure proof of 

work, the division of data generations is likewise fairly 

even. 

• Reliability of the system: Absolute proof of 

work solutions have very high efficiency and 

dependability when it comes to processing data or 

resolving the equations that guarantee precise block 

production. Additionally, the reliability is consistent 

every time and doesn't change much. 

Proof of work is extremely safe when contrasted with 

another implementation. Even a well-written proof of 

work blockchain, nevertheless, has numerous 

vulnerabilities. The present investigation and 

additional research in assessment of performance have 
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determined that Proof of Work Blockchain provides 

the highest level of equality and dependability. 

However, out of all the Blockchain technologies, 

Proof of Work uses the most energy. Finally, after the 

Proof of Work (PoW) process the authorization 

request send by the user is verified. If the requested is 

accepted the decrypted data is send to the user or else 

the access is rejected [25]. 

3. Result and discussion 

The developer can create, launch, and test their DApp 

in a safe and predictable context using Ganache's. It 

has the ability to provide users with personal 

blockchains for DApp creation. MetaMask is an 

encrypted (digital) bank and entry point to blockchain 

apps that separates clients from their surroundings on 

the website while allowing them to access their 

accounts, keys, and currencies in a wide range of 

methods, including a hardware wallet. It is accessible 

as a browser extension and a mobile application. 

Microsoft created the free source-code editor Visual 

Studio Code for Windows, Linux, and macOS. A 

JavaScript package called React is used to create user 

interfaces. The declarative nature of this library makes 

the code more consistent and troubleshoot. Node.js is 

an event-driven, asynchronous JavaScript runtime 

created for building scalable online applications. In 

contrast to WEB 1.0 and WEB 2.0, WEB 3.0 

emphasizes decentralization  

 

and adds several new elements including verifiability, 

self-government, permission lessness, and 

distribution. An HTTP client for the browser and 

node.js is called Axios. It is very helpful to carry out 

CRUD processes and is employed to send 

asynchronous HTTP requests to APIs. 

3.1 Encryption Comparison 

Large datasets could be encrypted more rapidly and 

effectively thanks to the MIDC AES encryption 

technique. The data is encrypted and concatenated into 

separate blocks using this approach. This technique 

allows the data to be processed in parallel, 

considerably accelerating the encryption process. The 

fact that the MIDC-AES encryption process offers 

greater security than conventional AES encryption is 

having another benefit. The multi-input data 

concatenation AES encryption process is more 

adaptable than conventional AES encryption in 

addition to these benefits. The benefit of the MIDC 

AES mechanism over the AES technique is that while 

combined data encryption uses less memory, 

separately encrypted data uses more memory and the 

Table 1 presents the comparison of AES and MIDC-

AES encryption mechanism. 

 

Table 1: AES and MIDC-AES Encryption 

Comparison:- 

 

 

Text 

to be 

encry

pted 

Sec

ret 

key 

size 

(bit

s) 

Encrypt

ed data 

size 

(Bytes) 

Total 

data size 

(Bytes) 

AES 

encryption 

mechanism 

12 128 24 

96 bytes 
8 128 24 

4 128 24 

2 128 24 

MIDC-AES 

encryption 

mechanism 

12842 128 24 24 bytes 

 

 

Four text values (12, 8, 4, and 2) that have been 

encrypted using AES and MIDC-AES are displayed in 

the table. The data is 96 bytes in size when using AES 

encryption (24 bytes for each text byte), and 24 bytes 

in size when using MIDC-AES encryption. It is 

evident from the above table that when each data is 

encrypted separately, the size of the data increases, 

however the size of the data decreases when the many 

data are concatenated before encryption. As a result, 

the MIDC-AES encryption process uses a small 

amount of storage to store the data. 
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Table 2: Average Encryption time Comparison 

 

 

 

3.2 Comparison of end-to-end delay 

The time required for a packet to move from origin to 

target over a network is known as a one-way delay 

(OWD), also referred to as an end-to-end delay. This 

expression, which is frequently employed in IP 

network surveillance, differs from round-trip time 

(RTT) in that it only accounts for the distance travelled 

in one direction from origin to target. The following 

Table 3 shows the end-to-end delay comparison 

between the Ethereum blockchain and the proposed 

MIDC-AES approach. 

 

Table 3: End-to-end delay Comparison 

 

 

 

3.3 Comparison of average power consumption: -

Internet of Things (IoT) devices primarily take into 

account energy usage when creating records or 

updating health information in the blockchain. The 

following Table 4 shows the average power 

comparison of AES-CBC, AES-256 and Proposed 

(MIDC-AES). 

 

Table 4: Average Power Consumption Comparison 

 

 

 

4. Conclusion  

Due to its eternity, independence, and complete 

transparency, the blockchain presents itself as an 

intriguing option for health data safety. People's 

identities and medical records will continue to be 

retained in confidence utilizing Blockchain as long as 

the system is secure. By eliminating inefficient and 

unwanted instrumentation, this groundbreaking 

solution will simplify the challenging billing 

procedure. It can also assist patients with uploading 

and permit authorized parties to examine medical 

documents. Block chain technology may offer a fresh 

approach for sharing healthcare data by improving the 

efficiency, dependability, and security of digital 

medical records. Researcher proposed to use Internet 

of Things (IoT) based blockchain technology 

regarding the transfer data transactions in an Internet 

of Things (IoT) medical system. For sensor networks 

that are wireless, several researchers offer various 

security protocols. On Wireless Sensor security 

systems, there nevertheless exist surprisingly few 

research publications. As a result, designing security 

protocols for wireless sensor should be driven 

primarily by the desire to make them as energy-

efficient as possible. The approach would use a 

permissioned, consortium-managed blockchain to 

Method 
Average Encryption 

time (ms) 

Reference 

AES-

CBC 
1.56 

[26] 

AES-

SHA 
32.95  

[27] 

AES-256 11.75 [28] 

Proposed 

(MIDC-

AES) 

1.14 

- 

Method End-to-end delay 

Ethereum blockchain 0.11 

Proposed (MIDC-AES) 0.08 

Method 

Average power 

consumption 

(mW) 

 

Referenc

e 

Encryp

tion 

Decrypti

on 

AES-

CBC 
0.193 0.247 

[26] 

AES-

256 
0.235 0.346 

[28] 

Propose

d 

(MIDC-

AES) 

0.172  0.194 

- 
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carry out smart contracts that would assess data 

gathered by a patient's Internet of Things (IoT) 

healthcare equipment according to threshold values. It 

is clear that authentication is crucial for achieving safe 

communication in hospital (or other) networks. 

Because blockchain technology may be used to offer 

a straightforward and efficient communication 

platform, blockchain-based authentication methods 

are one current a pattern. The blockchain-based 

method aims to make it possible to securely capture 

data in a network of healthcare facilities with a wide 

range of geographic locations. In addition to recording 

information about the interaction on the blockchain for 

request verification, the smart contracts would send 

alerts to the patient and healthcare practitioners as 

necessary. To show the system's data flow, research 

programmed smart contracts in Solidity as a proof-of-

work. 

 

 

5. Future Works 

 We have worked on the data privacy and security 

enhancement in Internet of things network using 

blockchain, but it’s speed can be further enhanced by 

modifying the internal processing unit on which 

Central Processing Unit (CPU) it is being deployed, 

the sample example-set is given in [30], So the further 

enhancement can be done at the hardware level on 

which it is being deployed. Apart from the same Built-

In-Self-Test at the software level can be applied on the 

same, so that if any errors come on the same then it 

can be debugged by itself, the example-set for the 

same is given in [31]. Furthermore, the data-sets 

received by the proposed model can be stored in the 

Speed efficient Data ware house architecture so based 

on the same, knowledge discovery process can be 

faster, the example set is given in the [32],[33],[34]. 
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