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Abstract - Cryptocurrencies like Bitcoin were designed to provide 

maximum anonymity, but the transparency and immutability of 

blockchain transactions have made deanonymization a significant 

research focus. Deanonymization involves identifying individuals 

behind pseudonymous addresses through methodologies such as 

transaction graph analysis, address clustering, IP tracking, and 

machine learning inference techniques. This paper explores these 

methodologies, emphasizing the role of privacy-augmenting 

technologies like coin-mixing services in countering 

deanonymization efforts. While deanonymization is essential for 

ensuring compliance with anti-money laundering (AML) regulations 

and facilitating crime investigations, it raises substantial privacy 

concerns. This study critically examines the trade-offs between 

privacy and security, discussing the legal, ethical, and technological 

implications of deanonymizing blockchain transactions. By 

addressing these considerations, the paper highlights the broader 

impact of deanonymization on financial innovation and regulation, 

aiming to balance privacy protection with security needs. 

Index Terms— Deanonymization, Blockchain, Address Clustering, 

AML, Machine Learning, Privacy, Security. 

 

Introduction 

 

Cryptocurrencies, particularly Bitcoin, have transformed the 

financial landscape by offering decentralized, pseudonymous 

transactions. While this innovation provides significant 

advantages in terms of privacy and global accessibility, it has 

also become a preferred medium for cybercrime, including 

money laundering, ransomware attacks, and illicit dark web 

transactions. The pseudonymous nature of blockchain 

addresses, combined with the vast volume and complexity of 

transactional data, poses significant challenges for identifying 

fraudulent activities within these networks. 

Traditional fraud detection methods, designed for centralized 

financial systems, often struggle with the unique characteristics 

of cryptocurrency networks, such as pseudonymity, 

decentralized structure, and rapid evolution of criminal tactics. 

These challenges create a pressing need for advanced analytical 

techniques capable of effectively distinguishing between 

legitimate and suspicious transactions. Our project addresses 

this need by leveraging machine learning algorithms, 

specifically K-means clustering and Isolation Forests, to detect 

anomalies and segment Bitcoin addresses based on transactional 

behavior. RELATED WORK 

Deanonymization of cryptocurrency has been an active area 

of research due to the pseudonymous nature of blockchain 

transactions. The field focuses on uncovering the identities 

of users involved in transactions through various analytical 

techniques. Several methods have been developed and refined 

over time to achieve this, each leveraging the transparent and 

traceable characteristics of public blockchain networks like 

Bitcoin. Key techniques and related works are discussed below: 

1. Transaction Graph Analysis: Researchers like Meiklejohn et 

al. (2013) have used transaction graphs to link addresses, 

revealing clusters associated with known entities. 

2. Address Clustering: Multi-input clustering, as proposed by 

Androulaki et al. (2013), groups addresses by identifying shared 

inputs in transactions, effectively linking them to indi- vidual 

users.Temporal and Spatial Analysis: Spagnuolo et al. (2014) 

used temporal patterns to identify recurring behaviors, signif- 

icantly reducing anonymity. 

3. Network Layer Deanonymization: Biryukov et al. (2014) 

demonstrated how tracing IP addresses within the Bitcoin 

network can associate transactions with specific users. 

4. Heuristic Techniques: Heuristics like change address iden- 

tification, employed by the Fistful of Bitcoins project (2013), 

have been effective in deanonymizing users through behavioral 

patterns. 

5. Machine Learning: Jourdan et al. (2018) applied machine 

learning models to classify transactions, significantly improv- 

ing accuracy in identifying users. 

6. Blockchain Analytics Tools: Tools like Chainalysis use a 

combination of graph analysis, heuristics, and machine learn- 

ing to track and identify users, with successful applications in 

law enforcement. 

7. Coin Mixing Analysis: Mo¨ser et al. (2017) showed that 

mixing services, despite offering enhanced privacy, can often 

be deanonymized through transaction flow analysis. 

8. Cross-Service Correlation: Koshy et al. (2014) highlighted 

how correlating data across exchanges and wallet providers can 

identify users by tracing fund flows across platfo
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TABLE I: Literature Review 

 
 

 

Year Author Title Methodology 

2023 Kewei Zhao, Guixin 

Dong, Dong Bian 

Detection of Illegal Trans- 

actions of Cryptocurrency 

Based on Mutual Informa- 

tion [2] 

The document addresses the challenge of detecting il- 

legal cryptocurrency transactions using a novel method 

that combines Graph Neural Networks (GNN) and mu- 

tual information. The key steps are 1. Graph Convo- 

lutional Network (GCN): Cryptocurrency transactions 

are modeled as a graph, and GCN is used to classify 

transactions (legal or illegal) by processing relationships 

between transactions. 2.Self-Supervised Learning: To 

handle the large amount of unlabeled data, the method 

generates pseudo-labels through self-supervised learn- 

ing, allowing the model to learn from both labeled 

and unlabeled data. 3.Mutual Information-Based Loss 

Function: A new loss function, incorporating mutual 

information and cross-entropy, is introduced to address 

the issue of data imbalance, ensuring more accurate 

detection of illegal transactions, which are a minority 

in the dataset 

2023 Aditya Kuppa, Jack 

Nicholls, Nhien-An 

Le-Khac 

The next phase of identify- 

ing illicit activity in Bitcoin 

[3] 

The methodology in this paper involves reviewing and 

analyzing existing techniques for detecting illicit activity 

in the Bitcoin network, focusing on deanonymization 

heuristics like multi-input clustering, change address 

detection, and peeling. It also explores how machine 

learning (ML) and deep learning (DL) can complement 

these methods to improve detection. The authors assess 

the effectiveness of these techniques alongside privacy- 

enhancing tools and include real-world case studies to 

demonstrate their application. 

2020 Joshua Ellul, Jonathan 

Galea, Max Ganado, 

Stephen Mccarthy, 

Gordon J. Pace 

Regulating Blockchain, 

DLT and Smart Contracts 

[4] 

The authors review global regulatory approaches to 

cryptocurrency, blockchain, and DLT, focusing on fi- 

nancial regulations, AML directives, and cybersecurity 

measures. Case studies like the Mt. Gox hack and 

Silk Road incident highlight regulatory challenges. To 

address these, the authors propose a novel framework 

from the Malta Digital Innovation Authority (MDIA), 

featuring independent technology audits, system certifi- 

cations, and roles such as Technical Administrators and 

Forensic Nodes to tackle blockchain-specific issue 

2018 Dr Mahdi H. Miraz, 

Maaruf Ali 

Applications of Blockchain 

Technology beyond Cryp- 

tocurrency [5] 

In this paper, a literature review is conducted to explore 

blockchain technology applications beyond cryptocur- 

rency. The authors outline fundamental blockchain con- 

cepts, including Proof-of-Work and public key systems 

for privacy. The methodology involves reviewing recent 

research and case studies to assess blockchain’s use in 

non-monetary areas such as cloud storage, healthcare, 

decentralized voting, and the Internet of Things (IoT). 
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2023 Jiajun Zhou, 

Chenkai Hu, Jianlei 

Chi, Jiajing Wu and 

Meng Shen 

Behavior-aware Account 

De-anonymization on 

Ethereum Interaction Graph 

[6] 

The research paper proposes a methodology for 

deanonymizing Ethereum accounts using Ethident, an 

end-to-end graph neural network (GNN) framework de- 

signed for account de-anonymization based on behavior 

patterns. 

2023 Jack Nicholls, Aditya 

Kuppa and Nhien-An 

Le-Khac 

The next phase of identify- 

ing illicit activity in Bitcoin 

[7] 

The research paper proposes the methodology for de- 

tecting illicit activities in Bitcoin through the analysis of 

transaction data. The key approach relies on heuristics that 

attempt to deanonymize users by clustering inputs and 

outputs, such as the multi-input heuristic and change 

address detection. These heuristics aim to identify users 

by grouping addresses under the assumption that inputs in 

a transaction belong to a single entity. However, these 

methods struggle when encountering advanced 

techniques like CoinJoin or Peeling chains, which ob- 

scure transaction flows by mixing inputs from different 

users or iteratively sending small amounts to various 

addresses. 
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I. PROPOSED METHOD 

Our framework consists of three main components: transac- 

tion pattern analysis, entity resolution, and identity mapping. 

1.Transaction Pattern Analysis The Transaction Pattern 

Analysis stage is crucial for identifying anomalous behavior 

incryptocurrency transactions, which may indicate illicit activi- 

ties such as money laundering, fraud, or other financial crimes. 

In this stage, an Isolation Forest-based anomaly detection 

system is employed to flag transactions or addresses that 

deviate from typical behavior patterns observed in legitimate 

transactions. Key Features Analyzed : Transaction Volume and 

Frequency 

1. Volume: Refers to the amount of cryptocurrency being 

transferred in each transaction. Abnormalities in transaction 

volumes, such as unusually large or small transfers compared 

to typical user behavior, can raise red flags. Example: Large, 

infrequent transfers may indicate an attempt to launder money, 

while small, repetitive transfers could point to a ”peeling chain” 

used to obfuscate the origin of funds. 

2. Frequency: The number of transactions made by an ad- 

dress over a certain period. High-frequency transactions over a 

short time window may suggest suspicious behavior, such as 

rapid fund transfers across multiple addresses to evade 

detection. Example: A high transaction frequency combined 

with a low transaction volume might signal ”smurfing,” where 

criminals divide a large sum of money into smaller, less 

noticeable transfers. 

Deposit/Withdrawal Ratios This feature examines the ratio 

of deposits (incoming funds) to withdrawals (outgoing funds) 

for each address or entity. Abnormal deposit-to-withdrawal 

patterns can indicate money laundering or mixing services. 

Example: A significantly higher withdrawal ratio compared to 

deposits, especially when funds are frequently transferred to 

new addresses, could suggest that an address is acting as an 

intermediary for laundering funds. Monitoring the flow of 

funds from one address to another, particularly when large 

withdrawals are split into smaller amounts, can provide in- 

sights into potential illicit fund movement. Network Centrality 

Metrics 

Centrality measures are used to assess the importance or 

influence of an address within the broader transaction network. 

In the context of anomaly detection, high centrality scores 

might point to addresses that play a central role in a suspicious 

network of transactions. Betweenness Centrality: Measures 

how often an address serves as a bridge in the shortest 

paths between other addresses. High betweenness can indicate 

that an address is being used to move funds between many other 

addresses, possibly acting as a mixing service or a laundering 

hub. Degree Centrality: Represents the number of direct 

connections an address has. A high degree may indicate that an 

address is interacting with a disproportionate number of other 

addresses, which could be a sign of malicious activity. 

Closeness Centrality: This metric evaluates how close an 

address is to all other addresses in the network. Anomalies here 

may show that certain addresses are key nodes in illegal 

operations or centralized illicit financial structures. Temporal 

Patterns 

Time-based patterns in transactions can offer insights into 

suspicious behaviors. For example, irregular transaction tim- 

ings, such as large transfers made at unusual hours or repeated 

transactions at fixed intervals, can be indicative of automated 

laundering schemes or bot-controlled addresses. Example: A 

pattern of transferring funds at the same time each day may 

suggest automated money laundering activities. Seasonal 

variations: Changes in transaction behavior over time, such as a 

spike in activity following known events (e.g., 

ransomwareattacks), can also indicate potential involvement in 

illicit activ- ities. Isolation Forest-Based Anomaly Detection An 

Isolation Forest is particularly well-suited for detecting 

anomalies in high-dimensional data like cryptocurrency 

transactions. Unlike other clustering algorithms that aim to 

group similar points, Isolation Forest explicitly identifies 

anomalies by isolating them in the data structure. The key idea 

is that anomalies are few and different, making them easier to 

isolate than normal observations. 

How It Works: The algorithm randomly selects features 

(e.g., transaction volume, frequency, etc.) and splits the data 

based on these features. It then constructs a tree structure, 

where anomalies are isolated closer to the root of the tree, as 

they require fewer splits to separate them from the rest of the 

data. Efficiency: Isolation Forests can efficiently handle large- 

scale datasets and high-dimensional data, making them ideal 

for detecting suspicious patterns in massive cryptocurrency 

networks. Benefits: This method is unsupervised, meaning 

it does not require labeled training data (which is often difficult 

to obtain for illicit transactions). It also works well in 

environments where anomalies are rare and have distinct 

patterns from normal transactions. Application of Features 

in Detection The key features outlined above (transaction 

volume, frequency, deposit/withdrawal ratios, network central- 

ity, and temporal patterns) are fed into the Isolation Forest 

model, which then assesses each transaction or address for 

anomalies. Transactions that deviate significantly from the 

”normal” patterns learned by the model are flagged for further 

investigation. 

Scoring: Each transaction is given an anomaly score by the 

Isolation Forest. Higher scores indicate a greater likelihood that 

the transaction is abnormal and may involve illicit activity. 
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Fig. 1: Block diagram of the proposed work
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A. Identity Mapping Techniques 

3.4 Identification Mapping Techniques The identification 

mapping stage of cryptocurrency deanonymization is done 

through a number of techniques that combine on-chain transac- 

tion information with off-chain information to link blockchain 

addresses to real identities. This involves using collected 

data from a variety of exchanges, web intelligence sources, and 

network analysis, which would form a multi-dimensional 

identity mapping with blockchain transactions. 

1. Exchange Data Correlation Withdrawal Pattern Analysis 

This approach monitors outgoing and incoming flow from 

known cryptocurrency exchanges through transaction tracking. 

Analysis of frequent withdrawal patterns, such as constant 

small or one-time large withdrawals, helps infer user inter- 

action possibilities, such as users having gone through the KYC 

process as part of regulatory requirements. Patterns with 

regular transaction interaction with the exchange accounts 

are flagged since they would help reveal other user activity 

streams and maybe provide identity data. KYC Data Matching: 

Most regulated exchanges have adopted the policy of Know 

Your Customer, collecting the identity data in order to com- ply 

with regulatory standards. Researchers who partner with such 

exchanges can use KYC-related addresses that associate 

blockchain addresses with identified personal identities. For 

instance, using hashed data from the exchanges, it can be 

matched with the addresses of the transactions and, conse- 

quently, identify direct or indirect links between blockchain 

activity and the verified persons. 

2. Web Intelligence Social media analysis will be possible 

through public social media profiles containing information 

related to cryptocurrency wallets available through voluntary 

actions by users when they share addresses for donations, 

payments, or reputation. Researchers can find addresses dis- 

closed by users through mining social media data and link these 

addresses to their online identities. Forum and Post Correlation: 

one finds BitcoinTalk or other communities that focus on 

cryptocurrencies, where wallet addresses are used for 

payments, discussion of transactions or advertisements of ser- 

vices. Thus, correlation of such posts would add another layer 

of identity mapping through user-generated content to user 

accounts on forums. Public Declarations: There are individuals 

and groups that publicly declare their cryptocurrency addresses 

at their websites, blogs, or pages within communities, for 

soliciting donations or publishing transparent transactions. A 

researcher could crawl or mine the data and associate declared 

addresses to certain entities while growing the graph of 

addressable identities . 

3. Network Analysis Co-spending patterns: Co-spending 

analysis entails examining addresses that are also spent to- 

gether in transactions. It reflects the common ownership or 

control whereby several addresses appear as inputs in the same 

transaction; this is normally controlled by a single entity. It is 

effectively useful in addressing clustering and 

helps group addresses under one user by spending patterns. 

Temporal correlation: This methodology analyzes the timing of 

transactions that take place between addresses. It looks to find 

temporal patterns that might indicate identity, such as 

consistent and regular time differences between interaction or 

equivalent delays of identical transactions. User behavior is 

usually indicated by periodicity or consistency in delays of 

transaction typically means automatic behavior by one user. 

Subprofiles concerning user activity assist in profile creation, 

usually indicating whether the transactions belong to a larger 

financial activity pattern-for instance, payroll or investment 

withdrawals. Graph-Based Clustering: Graph-based clustering 

uses graph theory to form clusters between the addresses based 

on strong transaction ties. Researchers can visualize the 

relationship between addresses as a graph and then identify 

groups of addresses that are likely controlled by the same user. 

Algorithms, such as Louvain or modularity-based methods, 

reveal a community within the transaction network that is 

indicative of coordinated transaction behavior and might be 

associated with a single identity or entity. 

 

 

Fig. 2: Block diagram of the proposed work 
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