“fé:JSREMﬁ%‘Q

e-Journal

International Journal of Scientific Research in Engineering and Management (IJSREM)
RecLead~ Volume: 08 Issue: 11 | Nov - 2024 SJIF Rating: 8.448 ISSN: 2582-3930

DEEP FAKE DETECTION

Ms. Santhoshi P
Anupama R, Harish J, Krish Joyeaal AB

BACHELOR OF TECHNOLOGY - 3" YEAR

DEPARTMENT OF ARITIFICIALINTELLIGENCE AND DATA SCIENCE
SRI SHAKTHI OF ENGINEERING AND TECHNOLOGY(AUTONOMOUS)
COIMBATORE-641062

ABSTRACT

Acrtificial intelligence has led to many improvements, but it is coupled with its own issues,
such as deepfakes. Videos, images, and audio can be synthesized using advanced deep learning
methods, such as GANSs, leading to the rise of deepfakes that creates fake but realistic looking images,
videos, dressed voices, etc. even to the extent of realness where one cannot tell whether a media is real
or fake. It is a helpful technology made to inspire creativity and to entertain people, but it has been
abused for the last decade, especially for malicious purposes like propaganda, impersonation, bullying,
to the extent of threatening people's privacy, safety, and belief in the sanity of digital content. Here
within, review of deepfake detection approaches is presented, focusing on the very latest techniques
and how they might address the challenges presented by these technologies.

Keywords: Deepfakes, GANs, privacy, detection, CNNs, RNNs, artifacts, facial movements,

synthetic media, ethical risks.

INTRODUCTION

The development of Artificial Intelligence
(Al) techniques reshaped the technology of
the modern age as it enables machines to
perform functions that have hitherto required
human intelligence, such as recognition of
images, processing of natural languages,
decision making and many others. Thanks to
better algorithms and computing capabilities,
Al has birthed inventions that were previously
unimaginable especially in sectors like
healthcare, education, and even entertainment.
However, even though Al has the benefits it
comes with, there are problems as well that cut
across that appeal and they deserve attention.

The rise of deepfakes is one of the most
troubling effects of the evolution of Al
technology. With deepfakes, advanced
machine learning technology, notably
Generative Adversarial Networks (GANS) is
used to fabricate life-like images, videos, and
audio recordings. It allows for the artist to
easily change the person’s face in the picture
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or video, alter voices or even create a whole
new fake identity. The issue of deepfakes was
first raised with regard to nonviolent purposes
but it is safe to say that it has outgrown that
purpose rather quickly.

Deepfakes are a serious risk to privacy,
security, and those who consume digital
content. They have been turned into well-
known hazards that can facilitate an array of
activities including misinformation,
impersonation as other individuals, or
harassing others online. Such synthetic
inventions make it almost impossible for a
person or an entity to separate the real from the
fake, thus creating a growing distrust in such
platforms. The sociocultural and moral crisis
posed by deepfakes needs to be addressed
personally and urgently.

This article addresses the increasing demand
for effective strategies for detecting
deepfakes. By utilizing state-of-the-art deep
learning networks like CNN, RNN, and
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Transformer, we attempt to reveal fine details
and oddities in altered content. Moreover, we
investigate the use of the integrated approach,
which combines the use of deepfake detection
software and traditional forensic techniques in
order to counter the threat of deepfakes.

LITERATURE REVIEW

"A Comprehensive Review of Deep Fake
Detection Using Advanced Machine Learning
and Fusion Methods™ - This paper surveys and
examines the latest deepfake detection
techniques, emphasizing machine learning
and media-modality fusion approaches, in
particular. It also contains information on
available benchmark datasets and suggestions
for future efforts in deepfake detection.

"Deepfake Detection with Deep Learning:
Convolutional Neural Networks versus
Transformers" - This paper compares
Convolutional Neural Networks (CNNs) and
Transformer architectures for deepfake
detection. It evaluates the performance of
various models on datasets such as FF++
2020, Google DFD, and DFDC, providing
insights into their strengths for different
detection scenarios.

"Deepfake Detection: Current Challenges and
Future Directions" -
This review discusses the major challenges in
detecting deepfakes, including the rapid
advancement of generative models. It
highlights the importance of developing
robust detection techniques to keep pace with
these advances.

"Multi-Scale Convolutional Neural Networks
for Deep Fake Detection" -
This research proposes a novel deepfake
detection framework using multi-scale CNNs.
It demonstrates how combining features at
different scales can improve detection
accuracy, especially in the presence of high-
quality deepfakes.
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METHODOLOGY

The recommended technique follows five
main  stages: Data  Collection and
Preprocessing  stage, which  involves
collection and preparation of datasets; Feature
Extraction stage, where Convolutional Neural
Networks (CNNs) are used to identify spatio-
temporal anomalies; Temporal Analysis stage,
which employs Transformers to analyses
video and audio inconsistencies; Model
Training and Validation, in which the model is
trained and validated for performance
measures; and lastly, Hybrid Model
Integration, incorporating  Convolutional
Neural Network and Transformer for effective
detection.

1.Data Collection and Preprocessing

The Deepfake Detection Challenge (DFDC)
dataset was released as part of a global
challenge to advance the field of deepfake
detection. Sponsored by companies like
Facebook and Microsoft, this dataset is one of
the largest publicly available datasets, aimed
at promoting the development of state-of-the-
art detection techniques.

Preprocessing is crucial to prepare the data for
model training. It involves several tasks such
as:

e Face Extraction: Detecting and
cropping faces from images or video
frames using algorithms like MTCNN
(Multi-task Cascaded Convolutional
Networks).

o Data Augmentation: Augmentation
refers to adding new images to the
existing data-samples only for
enhancing the performance of the
model (for example/change the look
of all the images by flipping/cropping/
rotating etc).

e Normalization: Standardizing pixel
values to a consistent range to
enhance model performance.
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e Frame Sampling: For video data,
selecting a subset of frames to reduce
computational load while maintaining
relevant information.

2.Feature Extraction

Feature Extraction is an essential stage of
image and video processing that fallen under
the domain of Convolutional Neural
Networks. Deepfake technology produces
certain visual imperfections such as altered
faces, mismatched lighting, and textures. Such
imperfections are easy to  detect.
Convolutional Neural Networks run the input
through a series of layers that analyse various
features such as edges and textures, that
indicate potential tampering. Multi-scale
Convolutional Neural Networks enhance
detection by looking at the discrepancy in the
two images at the different scales of the
structure, thus strengthening the model. CNNs
also highlight high-frequency components,
usually artifacts of the deepfake generation
process which help in differentiating the
original content from the altered one.

3.Model Development

Various deep learning models are employed to
learn and classify real versus manipulated
media. Common architectures include:

e Convolutional Neural Networks
(CNNSs): CNNs are widely used due
to their ability to capture spatial
features and patterns in images.
Popular models like Xception Net and
VGGNet have been fine-tuned for
deepfake detection tasks, identifying
unique pixel-level artifacts indicative
of manipulation.

e Recurrent Neural Networks
(RNNs) and Long Short-Term
Memory (LSTM) Networks: These
models are particularly effective for
analyzing sequential data, making
them suitable for identifying temporal
inconsistencies in video frames.
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e Transformer-based Models: Recent
advancements have seen the use of
Vision Transformers (ViTs), which
can capture global dependencies in
images and have shown promising
results in deepfake detection.

e Multimodal Models: These models
integrate both audio and visual
features to enhance detection
accuracy. By analyzing
synchronization between audio (e.g.,
speech patterns) and video (e.g., lip
movements), multimodal approaches
can identify  deepfakes  more
effectively.

4.Evaluation Metrics

To assess the effectiveness of deepfake
detection models, several evaluation metrics
are employed:

e Accuracy: The proportion of
correctly classified instances out of
the total instances.

e Precision, Recall, and F1-Score;:
Metrics that help evaluate the model’s
performance in identifying fake
media correctly while minimizing
false positives and false negatives.

e Area Under the ROC Curve (AUC-
ROC): A measure of the model's
ability to distinguish between real and
fake samples across different
thresholds.

e Confusion Matrix: A summary of
prediction results that provides
insights into model performance,
highlighting the number of true
positives, false  positives, true
negatives, and false negatives.

5.Generalization and Robustness Testing

A significant challenge in deepfake detection
is ensuring the model's ability to generalize
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across different datasets and manipulation
techniques. To address this, the methodology
often includes:

e Cross-Dataset Evaluation: Testing
the model on datasets that were not
used during training to evaluate its
robustness against different types of
deepfakes.

e Adversarial Testing: Assessing the
model's performance against
adversarial attacks that attempt to fool
the detection system by introducing
subtle modifications designed to
bypass detection.

6.Real-Time Website Integration

The final stage involves integrating the trained
model into a real-time web application,
allowing users to upload media for deepfake
detection. The website interface includes a
user-friendly design for processing and
displaying results, with the model deployed on
the backend to analyze and return detection
outcomes.

Fig 1: Proposed Methodology
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SYSTEM DESIGN

This one deepfake detection project includes a
machine learning model and a web
application. The first step of the project is the
video data collection where face detection
algorithm is used in order to extract relevant
facial features for further analysis. Afterward,
a classification task is performed, where a
convolutional neural network (CNN) model is
trained to tell the difference between real and
fake videos. A web app lets the user upload
videos, the model processes the video and
outputs a classification result within a span of
time. Performance is enhanced through
parallel and object processing by the OpenCV
library to improve the efficiency with which
the system operates. The system is also
designed with expandable capabilities and
considers security restrictions to protect user
information. This framework provides a
simple to use web interface ensuring effective
and efficient deepfake detection. This
architecture ensures efficient and reliable
deepfake detection through an intuitive web
interface.
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Fig 2: System design
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IMPLEMENTATION

Step 1: Collect datasets comprising real and
deepfake videos with a wide range of faces
and manipulation techniques. Utilize a
software like OpenCV to dissect the videos
into individual frames for per frame
examination. Prepare the retrieved frames
with specific aim resizing and normalizing the
frames together with augmentations data, that
involves example rotation and flipping of the
frames for the sturdiness of the model.

Step 2: Use a face detection technique (for
instance, OpenCV's Haar Cascades or dlib) to
identify faces in every frame of the data. Also,
using facial landmarks for different shapes of
faces, extract the position of eye, nose and
mouth.

Step 3: Select and justify relevant deep
learning architecture for the project,
Convolutional Neural Networks (CNNs) or
pre-trained models like ResNet or VGG which
are used for image classification. Train the
model on real/fake labelled datasets using
transfer learning or from scratch depending on
the size and complexity of the dataset.
Enhance the performance of the model, by
hyperparameter tuning such as learning rate,
batch size and number of epochs.

Step 4: Build a web application that includes
a user-friendly interface for uploading videos.
Create endpoints to handle file uploads,
process the video, and serve the results to the
user. Implement a progress bar or loading
animation for the user while videos are being
processed.

Step 5: Once a video is uploaded, extract
frames and apply face detection to each frame.
Run each frame through the trained model for
classification (real or fake). Aggregate results
from all frames to determine the overall
classification of the video (e.g., majority
voting from frame predictions).
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Step 6: Display the result (real or fake) to the
user on the web interface, along with the
confidence score or probability. Optionally,
allow the user to download the classified video
or view additional details (e.g., suspect areas
in the video).

Step 7: Conduct rigorous testing with various
types of videos (different resolutions, lighting
conditions, and manipulations) to ensure the
model's robustness. Validate the system
performance in real-world scenarios, ensuring
accuracy, speed, and reliability under varying
loads.

Step 8: Deploy the web app to a cloud
platform (e.g., AWS, Heroku) or local server.
Set up monitoring tools to track system
performance, video processing times, and
error logs.

OUTPUT

Once the deepfake detection process is
complete, the result is displayed to the user
along with a confidence score.

The predicted class of the video is FAKE

» 0:00/0:10

Fig 3: Output-1
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The predicted class of the video is REAL

» 0:00/0:10

Fig 4: Output- 2
DeepFake Detection webpage!

wi DeepFake!

Why detecting Deepfak

Fig 5: Webpage 1

Get In Touch With Us!

Fig 6: Webpage 2

FUTURE ENHANCEMENT

1. Real-Time Detection: Add the ability to
analyse live video feeds, allowing for
deepfake detection in real time and the
identification of fake content even during live
shows or video calls.

2. Cross-Platform Support: Widen the scope
of the app and include supporting different
mobile operating systems i.e. iPhone and
android for effective deepfake detection, and
mobile apps.
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3. Enhanced Detection Algorithms: Focus
on achieving better detection by embedding
state-of-the-art deep learning models or their
combination using facial analysis and voice
analysis at the same time.

4. User Feedback Integration: Allow users
to provide feedback on alerts, that is if a
particular fake was not detected or a falsely
found one was identified, in order to improve
the performance of the fake detection system
over time.

5. Multi-Language Support: Broaden the
utilization of the tool by adding support for
different languages for ease of use and better
user relations in different parts of the world.

BENEFITS

1.Enhanced Digital Security
By identifying deepfakes, the project helps
mitigate potential misuse in cybercrimes,
identity theft, and financial fraud, thereby
ensuring greater online security.

2.Protection Against Misinformation
Detecting manipulated content can prevent
the spread of fake news and misleading
information, fostering trust in media
platforms.

5Safeguarding Personal Privacy
The project protects individuals from the
misuse of their images or videos, preserving
personal privacy and combating
unauthorized digital manipulation.
4.Support for Legal and Ethical
Investigations

Deepfake detection tools assist law
enforcement and forensic teams in
distinguishing  real  evidence  from
fabricated content during investigations.

5.Promoting
Accountability
This project encourages ethical use of Al
technologies and holds creators of

Technological

Page 6


http://www.ijsrem.com/

2/ N3y
iz IISREM

e-Journal

International Journal of Scientific Research in Engineering and Management (IJSREM)

w Volume: 08 Issue: 11 | Nov - 2024 SJIF Rating: 8.448 ISSN: 2582-3930
deepfakes accountable for misuse, fostering Li, Y., & Lyu, S. (2018). Exposing DeepFake
a more responsible digital ecosystem. Videos By Detecting Face Warping Artifacts.

arXiv preprint arXiv:1806.02877.

Chollet, F. (2017). Xception: Deep Learning
CONCLUSION with Depthwise Separable Convolutions.
Proceedings of the IEEE Conference on
Computer Vision and Pattern Recognition
(CVPR), 2017.

To provide justification for the present
research project, the deepfake detection
system developed during the course of this
project is an effective resource in solving the
problem of media manipulation by diabolical
graphics, as data. Systems which are capable
of providing usable outcomes when a user
requires reality prevention through the
computer graphics picture manipulation. The
platform is designed with a simple web
interface thus making it easy to use the system
in detecting deepfake videos and increasing
awareness of the challenge of synthetic media.
The present solution is quite effective, but
there are plenty of perspectives for its
development: detection in motion, full
application support, advanced and enhanced
techniques for detection, etc. This system can
be invaluable in restoring and maintaining the
credibility of digital content of any form as
long as this technology keeps on developing.
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