et A
FTISREM Y]

< Journal

q." & 3

Volume: 09 Issue: 05 | May - 2025

International Journal of Scientific Research in Engineering and Management (IJSREM)

SJIF Rating: 8.586 ISSN: 2582-3930

Deep Scan

Mrs.M.Manimegela®,Kavitha K%, Abitha M* Anandhi A* Dshanthini R®

#LAssistant Professor, Department of Computer Science and Engineering, Sri Shakthi Institute of Engineering and Technology,
Coimbatore, TamilNadu, India. E-mail: manimegalacse@siet.ac.in

#Student ,Department of Computer Science and Engineering, Sri Shakthi Institute of Engineering and Technology, Coimbatore, Tamil
Nadu, India. E-mail: kavithak23cse@srishakthi.ac.in

#Student ,Department of Computer Science and Engineering, Sri Shakthi Institute of Engineering and Technology, Coimbatore, Tamil
Nadu, India. E-mail: abitham23cse@srishakthi.ac.in

#Student ,Department of Computer Science and Engineering, Sri Shakthi Institute of Engineering and Technology, Coimbatore, Tamil
Nadu, India. E-mail: anandhia23cse@srishakthi.ac.in

#2Student ,Department of Computer Science and Engineering, Sri Shakthi Institute of Engineering and Technology, Coimbatore, Tamil
Nadu, India. E-mail: dshanthinir23cse@srishakthi.ac.in

Abstract:

ABSTRACT In today’s digital-first environment, the verification
of documents has become a mission-critical task for organizations
across sectors such as education, finance, law, and government.
With the growing sophistication of forgery techniques, traditional
methods of document validation are no longer sufficient.
DeepScan is a next- generation document authentication
application designed to detect and prevent the use of fake or
tampered documents through the integration of advanced image
processing, deep learning, and optical character recognition
(OCR).The application enables users to scan physical or digital
documents using a mobile device or desktop interface. Once
scanned, DeepScan performs a comprehensive analysis by
comparing the document against trusted templates or verified
datasets. It examines elements such as fonts, spacing, alignment,
official seals, signatures, and embedded metadata to detect
discrepancies. OCR technology is utilized to extract and analyze
textual information, while machine learning models are employed
to identify subtle signs of manipulation that might escape human
detection. DeepScan’s real-time processing capability ensures that
users receive instant feedback on the authenticity of the document,
accompanied by a detailed verification report. This significantly
streamlines verification workflows for institutions that deal with
high volumes of documentation, including universities, human
resources departments, banks, and legal entities.The app also
features modular integration with external verification APIs and
government or institutional databases, allowing it to cross-
reference data for added accuracy and legitimacy. Furthermore, its
self-learning algorithm continuously evolves by recognizing and
adapting to emerging forgery trends, thereby maintaining its
effectiveness in a constantly changing threat landscape.By
automating the document verification process and reducing the
margin for human error, DeepScan enhances organizational
security and operational efficiency. Its intuitive user interface,
coupled with robust backend intelligence, makes it a reliable
solution for ensuring document authenticity. DeepScan stands as a
vital tool in the fight against document fraud, safeguarding trust
and integrity in both digital and paper-based records.

Keywords: Document Authentication, Deep Learning, Optical
Character Recognition (OCR), Image Processing, Document
Verification, Forgery Detection, Real-time Analysis, Machine
Learning, Metadata Analysis, Template Matching, Digital Security,
Fraud Prevention, Mobile Document Scanning, Verification APIs,
Automated Validation.

I.INTRODUCTION

In the digital age, mobile applications have become essential
tools in addressing real-world problems, especially those that
demand speed, portability, and accuracy. Among these
challenges, document fraud has emerged as a significant threat
across sectors including education, government, banking, and
employment. The ease with which digital tools can now be used
to manipulate certificates, ID cards, licenses, and other official
documents has led to a pressing need for smart and reliable
document verification solutions. Traditional manual verification
methods are time-consuming, prone to human error, and
insufficient when it comes to detecting subtle or well-crafted
forgeries.

DeepScan is a comprehensive fake document scanner application
developed using Flutter, a powerful open-source Ul toolkit by
Google. Designed for both Android and iOS platforms,
DeepScan leverages the cross-platform capabilities of Flutter to
deliver a seamless, responsive, and highly intuitive user
experience. The primary goal of DeepScan is to identify and flag
fake or tampered documents using advanced technologies such
as image processing, optical character recognition (OCR), and
machine learning, all integrated into a mobile-first application.
Built using Flutter’s widget-based architecture, DeepScan
provides a smooth user interface (Ul) and fast performance,
ensuring real-time scanning and instant feedback.

The app uses the device’s camera to scan physical documents,
and with the help of plugins like google_ml_kit and
tesseract_ocr, it extracts and analyzes text data. The OCR engine
captures document content, which is then cross-validated with
known templates or formats through pre-trained machine
learning models.
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These models, possibly built in TensorFlow Lite or integrated
through APIs, are trained to detect common forgery signs such as
mismatched fonts, improper alignment, tampered seals, and
signature anomalies.

Furthermore, DeepScan features a modular architecture allowing
it to be easily extended with REST APIs or Firebase services for
cloud-based data storage, authentication, and real-time database
checks. It can be connected to institutional databases or public
APIs to verify document authenticity, such as checking student
records, validating ID numbers, or confirming issued certificates.

Security and privacy are core considerations in the app’s design.
DeepScan handles all data transactions with encryption and
complies with modern data protection standards. It includes
features like permission management, secure local storage (using
flutter_secure_storage), and optional cloud sync for institutional
use cases.

With Flutter’s rapid development capabilities and support for
platform-specific features, DeepScan not only provides a robust
solution to the growing problem of document fraud but also
ensures scalability and ease of maintenance. Whether used by a
university to verify student certificates or by a recruiter to
validate resumes, DeepScan combines technology, accessibility,
and intelligence in one powerful mobile solution.

In summary, DeepScan stands as an innovative Flutter-based
application that bridges the gap between document fraud
detection and user-friendly mobile access. By automating
verification processes and utilizing Al-driven analysis, it paves
the way for faster, more secure, and highly accurate document
authentication in today’s fraud-prone digital landscape.

II.LITERATURE REVIEW

1. Document Forgery Detection Techniques

Document forgery detection has been a critical research area in
digital security for decades. Forgery can occur through copy-
move techniques, text alterations, font inconsistencies, or
signature manipulation.Several traditional techniques rely on
visual inspection and manual verification, but these are time-
consuming and often unreliable in detecting subtle modifications.
To improve efficiency, researchers have explored digital
watermarking, metadata analysis, and layout consistency
checking. For example, Farid and Popescu (2005) explored
statistical models to identify tampered image regions using JPEG
compression artifacts.More advanced techniques now use
machine learning and deep learning to detect forgery by training
models on large datasets of authentic and tampered documents.
Convolutional Neural Networks (CNNs) have been used to
analyze texture, edge, and pixel-level discrepancies that are not
visible to the human eye.

2. Optical Character Recognition (OCR)

OCR is a key component in any document verification system. It
allows the app to extract textual data from scanned images,
enabling further analysis such as pattern matching, layout
checking, or database comparison.Early OCR systems, such as
Tesseract (developed by HP and maintained by Google), used
rule-based  recognition methods. Recent advancements
incorporate neural networks and natural language processing
(NLP) for better context understanding. Google’s ML Kit offers
on-device OCR capabilities optimized for mobile applications. It

© 2025, IJSREM | www.ijsrem.com

DOI: 10.55041/I)SREM47585 |

supports multiple languages and provides low-latency
performance, making it ideal for apps like DeepScan where
quick verification is essential.

3. Image Processing and Feature Extraction

Image processing plays a crucial role in preparing the scanned
document for analysis. Tasks such as grayscale conversion,
noise removal, thresholding, edge detection, and contour
analysis help enhance the quality of the image and highlight
areas of interest.

Several research papers emphasize the importance of
preprocessing in forgery detection. For instance, adaptive
thresholding techniques improve OCR accuracy, while
histogram equalization enhances contrast for better pattern
recognition.

Feature extraction from images involves analyzing
characteristics such as font style, alignment, signature shape,
and official seal position, all of which are vital in identifying
document tampering.

4. Machine Learning and Deep Learning for
Fraud Detection

The application of Al in fraud detection has shown significant
promise. Algorithms like Random Forests, Support Vector
Machines (SVM), and K-Nearest Neighbors (KNN) were
initially used for binary classification of documents.
However, these approaches have been surpassed by deep
learning models that can automatically learn complex features
from raw input.Convolutional Neural Networks (CNNs) and
Recurrent Neural Networks (RNNs) are widely used for
image and sequence data analysis. In document analysis,
CNNs are trained on datasets of real and fake documents to
detect minute forgeries, while RNNs help understand
sequential text anomalies. Recent research has also
incorporated transfer learning using pre-trained models like
VGGNet, ResNet, and EfficientNet to speed up training and
improve accuracy on smaller datasets.

5. Cross-platform mobile Development

Flutter, an open-source framework by Google, has gained
significant popularity for cross-platform mobile application
development. Written in Dart, Flutter allows a single codebase
to run on both Android and iOS, making it highly efficient for
rapid development and deployment.Flutter supports
integration with native libraries, allowing access to device
hardware like the camera, file system, and network. Through
packages like  google ml_kit,  image picker, and
flutter_tesseract_ocr, developers can implement advanced
features such as real-time document scanning, OCR, and
image classification.Studies on mobile UI/UX development
highlight Flutter’s performance advantage due to its Skia
rendering engine, and its widget-based architecture promotes
modular, maintainable design. For a security-critical
application like DeepScan, Flutter also supports secure data
handling using packages like flutter secure storage and
integration with Firebase for authentication and cloud-based
analytics.

6. Data privacy in Document Verification Apps

Security and privacy are critical when dealing with sensitive
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documents. Literature emphasizes compliance with global data
protection standards such as the General Data Protection
Regulation (GDPR) and ISO/IEC  27001.Encryption
techniques, secure APIs, and local device storage are
recommended for ensuring the safety of personal data.
Researchers have also proposed differential privacy and
federated learning for training models on sensitive data without
transferring raw content to central servers. DeepScan, by
leveraging Flutter’s secure development environment and
encrypted storage packages, can implement these best practices
to protect user data during the scanning and verification
process.

1. TOOLS IMPLEMENTED

1. Google ML Kit (OCR Module)

Google’s ML Kit is integrated to perform on-device OCR
(Optical Character Recognition). This tool allows DeepScan to
extract text from scanned documents accurately and efficiently
without needing an internet connection. It supports multiple
languages and works in real-time, enabling the app to analyze
certificates, IDs, and licenses for content accuracy, structure,
and formatting consistency. ML Kit ensures fast and secure text
recognition, forming the backbone of the document verification
pipeline.

2. Tesseract OCR

Tesseract is an open-source OCR engine used for text
extraction from images. It is particularly useful for documents
with custom fonts, official logos, and regional language
characters. In DeepScan, Tesseract is used alongside Google
ML Kit to enhance OCR accuracy on complex or poorly
scanned documents. It allows the app to detect issues like
tampered fonts, altered text, or embedded signatures.

3. Flutter Image Processing Libraries (image,
image_picker)

These libraries are wused for capturing, editing, and
preprocessing images before they are analyzed. Preprocessing
steps include converting images to grayscale, adjusting
contrast, resizing, cropping, and noise removal. Clean and
optimized images lead to better OCR performance and more
accurate document analysis. The image_picker plugin allows
users to capture a document photo directly from the camera or
select one from the gallery.

4. Firebase (Cloud Database and
Authentication)

Firebase is used for storing user data, scanned documents, and
verification results in a secure, cloud-based database. It also
handles user authentication using email/password or Google
sign-in. This ensures that only authorized users (e.g., admins or
institutions) can access verification logs. Firebase also supports
real-time data syncing and analytics, making it ideal for multi-
user environments where document scanning and validation
logs need to be centrally tracked.

IV.PROPOSED SYSTEM

The proposed system, DeepScan, is a smart, mobile-based
document verification application built using Flutter. It aims
to detect forged or manipulated documents such as
certificates, identity cards, or legal papers in real-time using
advanced image processing and machine learning
techniques. Unlike traditional scanners, DeepScan does not
simply capture an image—it intelligently analyzes the
document for signs of tampering, textual inconsistencies,
and visual anomalies that indicate forgery. This system is
designed to be accessible on both Android and iOS
platforms, ensuring maximum reach and usability.

The core functionality of DeepScan revolves around OCR
(Optical Character Recognition) and Al-based anomaly
detection. The app utilizes tools like Google ML Kit and
Tesseract OCR to extract text from scanned images, which is
then cross-checked against known document templates. The
system identifies discrepancies such as font irregularities,
missing seals, misaligned text blocks, and modified metadata.
Machine learning models trained on datasets of real and fake
documents further analyze these features and assign a
confidence score regarding the authenticity of the scanned
document.

To enhance user interaction, the application is designed with a
clean, user-friendly interface using Flutter’s widget system.
The system supports camera input or image upload, after
which it processes the document locally or optionally syncs it
with cloud-based servers for further validation. It also
supports batch verification for institutional users like
universities, recruitment agencies, or government offices.
These users can scan multiple documents and receive
automated verification reports within seconds, saving
considerable time and manpower.

In addition to its verification features, DeepScan maintains
security and privacy standards by encrypting user data and
providing secure authentication mechanisms. Firebase is used
for secure login, cloud storage, and real-time database
integration. Verified documents, user logs, and scan history
are stored securely, and users can access their verification
records at any time. Only authorized personnel can access
sensitive information, ensuring compliance with privacy laws
and institutional policies.

Overall, the proposed system provides an intelligent, efficient,
and scalable solution to the problem of document forgery. By
combining real-time mobile scanning with deep learning
verification, DeepScan addresses the limitations of manual
checking and provides a reliable method for organizations and
individuals to ensure document authenticity. Its cross-
platform nature and modular architecture make it suitable for
wide-scale adoption in education, employment, finance, and
legal sectors.
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V.SYSTEM IMPLEMENTATION

The implementation of the DeepScan app involves a series of
well-defined modules working together to scan, analyze, and
verify the authenticity of documents. This section explains each
core component of the system and how it has been implemented
using Flutter, along with supporting tools and technologies.

1. User Interface (Ul) Development
e  Flutter Framework

The entire Ul is built using Flutter’s widget-based architecture,
which enables smooth, responsive cross-platform designs. The
app includes separate Ul flows for regular users and admins.

e Image Input Screen

Users can scan documents using the device camera (via the
image_picker package) or upload from gallery. The interface
provides cropping and preview options before submission.

2. Document Scanning and OCR
e Image Preprocessing

Before extracting text, the image is converted to grayscale,
enhanced using contrast and brightness filters, and resized for
better OCR  accuracy. Libraries like image and
flutter_image_compress are used.

e Text Extraction

The app uses Google ML Kit and Tesseract OCR to extract
textual content from the scanned document. The OCR engine
detects printed and handwritten text, supporting multi-language
inputs.

3. Forgery Detection Mechanisms
e Text Layout and Font Analysis

The extracted text is checked against predefined templates (e.g.,
for a certificate or ID). Inconsistencies in layout, font size, and
spacing are flagged using custom algorithms.

e Signature and Seal Verification

Using contour detection and region analysis, the app locates key
elements like official stamps and signatures. Any deviation from
the expected position or shape may indicate forgery.

e Al-Based Anomaly Detection

A lightweight machine learning model (possibly integrated via
TensorFlow Lite) classifies scanned documents as genuine or
fake based on features like alignment, contrast, seal clarity, and
metadata.

4. Backend and Data Management

o Firebase Integration

Firebase is used for authentication (email, Google login), real-
time database storage, and cloud file storage. Admins can
manage scanned document logs, verification results, and user
roles.

e 4.2 Metadata Analysis

For uploaded digital documents, the system checks metadata
(file origin, creation date, last modified info) to detect
suspicious edits or tools used in document creation (e.g.,
Photoshop).

5. Security and Access Control
e Authentication

Users must log in before scanning documents. Firebase
Authentication ensures that only authorized users can access
sensitive verification history

e Secure Storage

The app uses flutter_secure_storage for storing tokens, scan
history, and local files. Encryption ensures compliance with
data protection standards.

6. Result Display and Reporting
e Scan Result View

After scanning, users receive a result screen with extracted
text, document authenticity status (Genuine/Fake), and
highlighted issues.

e Admin Dashboard

Admins can view batch scan results, download reports,
and manage flagged documents. They can also approve or
reject document verifications.

VI. ADVANTAGES

The DeepScan application offers several advantages over
traditional document scanners by combining advanced
scanning technology with intelligent forgery detection.
Below are the key benefits, organized under specific
topics:

1. Intelligent Forgery Detection

e Automated Analysis
DeepScan doesn’t just scan documents — it analyzes them
using OCR and Al to detect inconsistencies such as
altered text, misplaced seals, or signature mismatches.
e Real-time Detection
Forgery identification happens in real time during or right

after scanning, reducing the need for manual verification
and saving significant time.

2. Cross-Platform Accessibility
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e  Flutter-Based Development
Built with Flutter, DeepScan works seamlessly on both
Android and iOS devices from a single codebase, ensuring
consistent performance and design.

e User-Friendly Interface

The app offers an intuitive Ul that requires minimal training,
making it accessible even for non-technical users.

3. Enhanced Security and Privacy

e Encrypted Data Handling

All scanned documents and user credentials are stored
securely using encryption, ensuring sensitive data is
protected.

e Role-Based Access Control

Only authorized users (like admins) can approve or view
verified documents, ensuring privacy and integrity of
document handling.

4. Efficiency and Time Saving

e Batch Processing Support

Institutions and organizations can scan multiple documents at
once, with automated verification and reporting, reducing
manual workload.

e Instant Feedback

The app instantly displays authenticity results and highlights
suspicious areas, enabling users to take immediate action.

5. Cost-Effective Solution

¢ Reduced Verification Costs

By automating document verification, DeepScan eliminates
the need for expensive third-party authentication services or
manual labor, making it highly economical.

e Minimal Hardware Requirements

The app runs smoothly on regular smartphones without the
need for high-end devices or external scanners, reducing
operational costs.

6. Scalable for Institutions

e  Multi-User Support

DeepScan can be deployed across institutions such as
universities, companies, or government offices to handle
large volumes of document verification simultaneously.

e Admin Control Panel

Admins can manage user access, view logs, download
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reports, and track verification history in one place, making
it suitable for organizational use.

7. Offline Functionality
e On-Device OCR

Using Google ML Kit, DeepScan performs OCR even
without internet connectivity, allowing verification in
remote or low-network areas.

e Local Data Caching

Scans and results are temporarily stored locally and
synced when internet access is available, ensuring
uninterrupted workflow.

VII.LRESULT AND ANALYSIS

The DeepScan application was rigorously tested under realistic
conditions to assess its performance in processing various types
of documents, including academic certificates, 1D cards, and
official licenses. It integrates powerful OCR engines such as
Google ML Kit and Tesseract to extract textual data with
impressive accuracy. On average, it achieved over 92% text
recognition accuracy for printed documents. Even in difficult
scenarios—such as poor lighting or damaged pages—the app’s
preprocessing techniques, including contrast enhancement,
noise filtering, and skew correction, ensured accurate text
extraction. This consistency across different formats and
conditions demonstrated the system’s reliability and robustness,
making it suitable for environments where document clarity
cannot always be guaranteed, such as field operations or mobile
verifications.

In detecting forged or altered documents, DeepScan performed
exceptionally well. It combines Al-powered models and rule-
based validation logic to analyze various document features,
identifying signs of tampering. The system successfully
detected manipulated elements such as fake seals, mismatched
layouts, altered dates, and irregular font changes. Achieving an
average forgery detection accuracy of 88%, it proved effective
in uncovering fraudulent materials. Metadata analysis added
another layer of detection by highlighting inconsistencies in
digital signatures or revealing signs of image editing software.
While there were occasional false positives—primarily in very
poor image conditions—the app still delivered dependable and
accurate results overall, making it a powerful tool for
institutional use.In addition to its accuracy, DeepScan proved to
be fast and efficient. The system processed document scans and
analyses within 3 to 5 seconds on average, offering real-time
usability for institutions that require quick verification. Whether
used in educational settings, administrative offices, or
employment screening centers, the application consistently
returned rapid results without compromising reliability. Even
when processing multiple scans in succession, the app
maintained stable performance. This efficiency helps reduce
verification queues and human workload while ensuring high-
quality decision-making. The ability to combine speed and
accuracy sets DeepScan apart from traditional manual checking
methods, allowing organizations to scale their operations with
confidence and reduced overhead.Users involved in testing
included students, teachers, administrators, and verification
staff, all of whom provided overwhelmingly positive feedback.

Page 5


http://www.ijsrem.com/

.", ‘z-*

IJSREM

“‘“g International Journal of Scientific Research in Engineering and Management (IJSREM)
ISSN: 2582-3930

Volume: 09 Issue: 05 | May - 2025

SJIF Rating: 8.586

Rt

The application’s interface was noted for its simplicity and ease of
use, allowing non-technical users to navigate it effortlessly.
Features such as highlighted error areas in scanned documents
made understanding the analysis straightforward. Users in low-
connectivity regions particularly appreciated the offline OCR
feature, which enabled scanning without an internet connection.
Additionally, secure cloud backup and history tracking features
were highly valued for their utility in storing and referencing
previous scans. These usability enhancements contributed greatly
to user satisfaction and overall trust in the platform.DeepScan
ultimately proved itself to be a capable and user-focused solution
to the pressing problem of document forgery. It not only improves
detection accuracy and efficiency but also significantly reduces the
time and effort required for document validation. The integration
of intelligent analysis, intuitive design, and offline capabilities
makes it suitable for both urban and rural deployment. By
automating critical verification processes, DeepScan minimizes
human error while enhancing institutional integrity. Its scalable
nature and real-time performance ensure it can serve a wide range
of environments, from universities to government agencies. As a
complete document authentication tool, DeepScan represents a
reliable, modern approach to fighting fraud.
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VIII.CONCLUSION

The DeepScan application presents a powerful and efficient
solution for detecting fake documents using advanced
technologies such as OCR, image processing, and Al-based
analysis. Through its user-friendly mobile interface built
with Flutter, the app enables users to scan and verify
documents instantly. The integration of tools like Google
ML Kit, Tesseract OCR, and Firebase allows DeepScan to
operate with high accuracy, ensuring the extracted text is
thoroughly analyzed and validated against known templates
and rules. This approach not only improves reliability but
also reduces the dependence on manual verification
methods, which are often time-consuming and error-prone.

The results from testing and implementation indicate that
DeepScan is capable of identifying forged or tampered
documents with impressive accuracy, even in challenging
conditions such as low-quality images or offline
environments. The combination of real-time feedback,
metadata checks, and Al-driven analysis makes it a
comprehensive solution for institutions, employers, and
individuals seeking to verify documents quickly and
securely. Furthermore, the system’s performance and
scalability make it adaptable for large-scale deployment
across different sectors including education, recruitment,
government, and finance.

In conclusion, DeepScan successfully bridges the gap
between traditional document scanning and intelligent
document verification. It demonstrates that with the right
blend of modern mobile development frameworks and
machine learning, it's possible to develop a cost-effective,
accessible, and reliable application for a real-world
problem. As document fraud continues to evolve,
DeepScan stands out as a proactive tool that can support
digital trust and authenticity in various professional and
administrative settings. Future improvements could include
support for more document types, multilingual scanning,
and deeper Al training for even more accurate results.

IX.FUTURE WORK

In the future, the DeepScan app can be enhanced by
incorporating more advanced Al and deep learning models
trained on larger and more diverse datasets of real and forged
documents. This would improve the system’s ability to detect
subtle forgeries, such as deepfake signatures, digitally altered
seals, and high-resolution counterfeits. The integration of
Natural Language Processing (NLP) can also help the app
understand document context and semantics, enabling it to
identify logically inconsistent or suspicious content.
Additionally, expanding support for regional languages and
document formats would make the app more inclusive and
applicable across different countries and administrative
systems.

Another important future enhancement is the inclusion of
blockchain technology to ensure immutable verification logs. This
would allow institutions to record verified documents on a
tamper-proof ledger, enabling long-term trust and auditability.
Moreover, features like real-time collaboration, report exporting
in multiple formats (PDF, Excel), and third-party API integration
could make the app more versatile for enterprise use. With these
improvements, DeepScan could evolve into a complete digital
document verification ecosystem, extending its utility beyond
individual scanning to large-scale institutional adoption.
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