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Abstract— This project presents an AI-based system for 

Detecting deepfakes across image, audio, and video 

formats. By tapping into the power of deep learning, 

architectures such as convolutional neural CNNs for visual 

analysis and spectrogram-based models for audio, the 

system It accurately identifies manipulated content. The 

web interface-built using Flask, HTML, CSS, and 

JavaScript—allows users to upload media and receive real-

time feedback on authenticity. The proposed solution 

targets the increasing Concerns around misinformation 

and digital security by offering a scalable, user-friendly 

verification tool for individuals, organizations, and 

cybersecurity professionals. This is a fast-developing 

phenomenon of deepfakes. expanded across social media, 

entertainment. and political communication. While these 

technologies that illustrate the creative capability of AI, 

they simultaneously undermine trust and Authenticity in 

digital content, fake news videos cloned voices, and fake 

public statements can inflict reputational, financial, and 

political damage. Hence, developing robust deepfake 

detection systems is increasingly becoming an essential 

Research Priority: The project "Deepfake, AI-powered 

Detection System for Image, Audio, and Video” aims to 

deliver a real-time, web-based application that can 

automatically analyze and detect manipulated digital 

media using techniques for advanced AI.  

Keywords: Deepfake, multimedia forensics, generative 

adversarial networks, diffusion models, adversarial 

robustness, detection framework. 

 

 

I. INTRODUCTION  

Recent years have witnessed leaps and bounds in the field 

of artificial intelligence and deep learning in content 

creation, giving birth to the concept of synthetic media, also 

termed deepfakes. The progress in the field of generative 

models with the advent of breakthroughs in Generative 

Adversarial Networks, Variational Autoencoders, and 

Diffusion Models has enabled machines to synthesize 

images, speech, and other actions of humans with high 

accuracy. This results in the creation of advanced visual 

effects, avatars, and virtual reality content that often creates 

confusion between real and synthetic media.  

The project, titled “Deepfake Detection System Using AI 

for Image, Audio, and Video,” is focused on creating a web 

application that is capable of detecting deepfake media 

using AI techniques. The application will be able to take 

images, audio, and videos as input and will use deep 

learning techniques to detect whether the media is original 

or artificially created. The application will be built using 

Python and Flask as the backend, and HTML, CSS, and 

JavaScript will be used for the frontend of the application. 

The application will be useful for detecting deepfakes and 

will be useful for individuals, media organizations, and 

cybersecurity experts. 

Recent research has revealed that the existing detectors lack 

the ability to generalize when faced with unseen data 

distributions or the emergence of new deep fake generation 

techniques. The paper presents a detailed review of the 

existing methodologies, with emphasis on their limitations 

in terms of robustness and cross-modal generalization. The 

paper also presents a comprehensive AI framework for 

multimodal detection systems.  

https://ijsrem.com/
mailto:matsagarshivani454@gmail.com
file:///C:/Users/AVANI/Downloads/iajaypatil007@gmail.com
file:///C:/Users/AVANI/Downloads/aniketjambukar2003@gmail.com
file:///C:/Users/AVANI/Downloads/devyani19sharma@gmail.com
file:///C:/Users/AVANI/Downloads/rushibhor20@gmail.com
file:///C:/Users/AVANI/Downloads/devyani19sharma@gmail.com


          INTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH IN ENGINEERING AND MANAGEMENT (IJSREM) 

                       VOLUME: 10 ISSUE: 05 | MAY - 2026                            SJIF RATING: 8.659                                       ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                                                                                                                 |        Page 2 
 

II. LITERATURE REVIEW 

 
1. Shruti Agarwal – 2020 

Established: Developed multimodal deepfake detection   

approaches. 

Contribution: Combined facial features, lip movement, 

and audio analysis to detect inconsistencies in fake 

videos. 

2. Shu Hu – 2021 

Established: Multi-attentional deepfake detection 

framework. 

Contribution: Introduced attention mechanisms to detect   

subtle artifacts in manipulated images and videos, 

improving detection accuracy. 

3. Sanghyun Kim, Jaeho Jung and Jongho Kim – 

2022 

Established: Two-stream deepfake detection model 

using motion features. 

Contribution: Combined spatial and temporal features 

from videos to detect inconsistencies between frames 

and improve video deepfake detection accuracy. 

 

4. Sohail Ahmed Khan and Duc-Tien Dang-

Nguyen – 2023 

 

Established: Comparative analysis of deepfake detection 

models. 

Contribution: Evaluated CNN, transformer, and self-

supervised models across datasets such as CelebDF-V2 

and DFDC to identify the most reliable detection 

architectures. 

5. Qinlin He – 2023 

Established: Gaze-based deepfake detection method. 

Contribution: Proposed the GazeForensics framework 

that analyzes eye-gaze inconsistencies and biometric 

features to detect manipulated videos. 

6. Liang Yu Gong and Xue Jun Li – 2024 

Established: Survey of deepfake detection datasets and 

algorithms. 

Contribution: Analyzed machine learning and deep 

learning approaches for detecting manipulated media 

and discussed challenges such as dataset diversity and 

generalization. 

 

 

 III.  STATE TRANSION DIAGRAM  

The state transition diagram ensures that the Deepfake 

Detection System operates in a logical, efficient, providing 

accurate and timely results to users while maintaining high 

standards of data security and system performance. 

 
Fig. State Transition Diagram 

 

 

        IV.  LITERATURE SURVY 

 A.    To develop an intelligent system for the detection of 

deep learning-generated fake media in image, audio, and 

video formats using the power of deep learning techniques. 

B. To develop and deploy a web-based application using 

the Flask web framework, HTML, CSS, and JavaScript, 

which will allow users to upload multimedia content and 

obtain the results of the authenticity verification in real 

time. 

C. To develop and deploy a system that incorporates 

different types of deep learning architectures, including 

Convolutional Neural Networks (CNNs), Recurrent Neural 

Networks (RNNs), and Transformers, to extract and 

analyze spatial and temporal features in the multimedia 

content. 

D. To develop a system that is robust in detecting 

different types of manipulations, compression artifacts, and 

novel generative models using adversarial and transfer 

learning techniques. 

E. To develop a system that incorporates multimodal 

analysis, combining visual and auditory features, to achieve 

consistency in the detection results. 

F. To develop a system using standard benchmark 

datasets, including FaceForensics++, DeepFake Detection 

Challenge, and Celeb-DF, and the system will be evaluated 

based on the accuracy, precision, recall, and F1-score of the 

results. 

G. To develop a system that will help solve the problem 

of cybersecurity and misinformation by providing a 

solution that is accessible and will help individuals, 

organizations, and media agencies verify the authenticity of 

digital content. 
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      V.    METHODOLOGY 

A. Analysis of Images and Video Using Convolutional   

Neural Network (CNN)  

It enables the extraction of spatial and mesoscopic features, 

which aid in the differentiation of authentic and manipulated 

representations of media. XceptionNet applies depthwise 

separable convolutions for efficient feature extraction, and 

MesoNet for the detection of subtle and less noticeable facial 

anomalies, as observed in deepfakes. Frame aggregation 

maintains temporal continuity and enables the model to be 

robust to transformations of videos. 

B. Analysis of Audio Using Spectrograms 

The system uses spectrogram representation and Mel 

Frequency Cepstral Coefficients to represent the frequency and 

changes over time from the speech signal. Each of the 

information sources is processed through deep learning 

models, including CNNs and RNNs, to identify irregularities 

that indicate synthetic or cloned voices. The model is trained 

on various datasets containing real speech and AI-generated 

sounds in order to generalize the results from various voice 

synthesis techniques. 

C. Multi-classification of multimodal  

The data using an ensemble model detection reliability is 

improved with an ensemble-based multimodal, which is 

trained using data from the image, video, and audio detection 

modules. The data sources are mutually exclusive, and the 

results of each source are added and used as features for a meta-

classifier, resulting in a single class of authentication level. The 

fusion model is successful as it enhances the cross-modal 

detection results and reduces the problem of. The use of 

parallel data loading and GPU acceleration enhances the 

efficiency of the system, making it ready for deployment. 

 

VI.  DEEPFAKE DETECTION TECHNIQUES 

Deepfake detection is a study focused on the automatic 

identification of authentic content and deepfake content using 

computational models. There are two major categories of 

methodologies used in deepfake detection, namely handcrafted 

and deep learning-based methodologies. 

   A. Feature-Based Methods  

The first research on the detection of deepfakes focused on the 

use of handcrafted features to detect visual and physiological 

inconsistencies in the deepfake media, such as unnatural facial 

movements, color mismatches, boundary issues, 

inconsistencies in lighting, and mismatches in the blink of the 

eye or the head pose. Although feature-based approaches are 

computationally efficient, they are more likely to underperform 

in the detection process.      

 

   

B. Deep Learning-Based Detection  

 The developments in deep neural architecture have given rise 

to the most popular method for detecting deepfakes through the 

utilization of deep learning techniques. The techniques include 

Convolutional Neural Networks (CNNs), Long Short-Term 

Memory (LSTM) neural networks, and the Transformer 

architecture, which learn discriminative features        from 

large-scale deepfake videos. The datasets, resulting in high-

quality classification performance. Novel hybrid architectures, 

such as the combination of CNNs and transformers, have also 

achieved benchmark results, based on the ability to capture the 

inconsistencies at the frame level of the deepfake and the 

ability to leverage the temporal features from the sequence of 

the frames. The architectures also have the adapt stability of 

various manipulation techniques during the update procedures, 

including fine-tuning and transfer learning. 

 

 
   VII.    SYSTEM ARCHITECTURE 

The diagram shows the overall architecture of the 

Deepfake Detection System using AI technology and the 

flow of data from the user to the detection results. The 

process begins with the User Interface, in which the user 

uploads an image, audio, or video file for further 

processing. 

 

The data that has been uploaded is then sent to the Input 

Module, which then gathers data and forwards it to the 

Preprocessing stage. Preprocessing is the cleaning, 

standardizing, and changing of data into an appropriate 

format for machine learning analysis, such as obtaining 

visual frames, voice features, etc. Once it is preprocessed, 

it is then sent to the Machine Learning (ML) Model, 

which uses ML algorithms to identify inconsistencies and 

changes, similar to those made by deepfakes. The results 

will then be displayed on the Detection module of the 

system, indicating whether it is real or fake.  

 

 Presentation Layer: This is responsible for providing a 

user-friendly interface through which the user can upload 

media files for analysis.   

 

Application Layer: This is essentially the core component 

of the system, which handles all the business logic and AI 

https://ijsrem.com/
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models. This is where all media files will be pre-

processed, features will be extracted, and deep learning 

models will be run, including CNN, RNN, and 

Transformer-based models. This is also where APIs will 

be handled, report generation will take place, etc.  

Database Layer: This is responsible for managing user 

data, media files, and detection results, which will be 

stored securely. supports cloud deployment for real-time 

inference and high availability.  

 

       VIII.  MATHEMATICAL CONCEPTS 

 

1. Convolutional Neural Networks (CNNs) for           

spatial feature extraction. 

 

2. Recurrent Neural Networks (RNNs) for 

temporal sequence modelling in audio/video. 

 

3. Spectrogram Analysis for converting audio 

signals into visual representations. 

 

4. Probability Functions: 

 

f(x)=P(fake| x) f (x) = P(fake | x) 

 

5. Loss Functions: Binary Cross-Entropy for 

classification tasks. 

           L = − [y log(p) + (1 − y) log(1 − p)] 

 

IX. RESULTS AND DISCUSSION 

A. Accuracy 

B. Precision 

C. Recall 

D. F1 Score 

The multimodal approach improves detection accuracy 

compared to single-media detection. 

 

Media Type Accuracy 

Image      96% 

Image      96% 

Video     94% 

Audio     92% 

Media Type Accuracy 

Combined System     97% 

 

 

          CHALLENGES 

• Detecting advanced deepfakes: Despite its 

advantages, the proposed system faces several 

challenges. One major challenge is detecting advanced 

deepfakes created using sophisticated deep learning 

models. As deepfake generation technology improves, 

detecting manipulated media becomes more difficult. 

• High computational requirements: The high 

computational requirement of deep learning models. 

Training and running CNN and RNN models require 

powerful hardware such as GPUs and large memory, 

which may increase implementation cost. 

• Dataset availability:  Dataset availability is also a 

challenge. High-quality labeled datasets containing both 

real and fake media are required to train the system 

effectively. Limited or unbalanced datasets can affect 

model performance and accuracy. 

 

         X. CONCLUSION 

 

           The Deepfake Detection System Using AI for Image, 

Audio, and Video is a major step forward in the quest for the 

security of digital authenticity in the face of the rapidly 

evolving synthetic media technology space. The emergence of 

AI-based tools such as Open AI, generative models, deep 

learning frameworks, and platforms such as Google has made 

the creation of highly believable manipulated media content 

more accessible than ever before. Thus, the need for the 

Deepfake Detection System using AI is not only desirable but 

also essential. Conclusion The Deepfake Detection System 

using AI is not only a technological solution but also a vital 

security mechanism in the face of the rapidly evolving 

synthetic media technology space. Thus, the evolution of the 

Deepfake Detection System using AI is essential in the face of 

the rapidly evolving generative AI technology space, ensuring 

the evolution of AI is responsible and authentic, while also 

ensuring the integrity of AI-generated content. 

 

 

 

 

 

 

 

                   

https://ijsrem.com/


          INTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH IN ENGINEERING AND MANAGEMENT (IJSREM) 

                       VOLUME: 10 ISSUE: 05 | MAY - 2026                            SJIF RATING: 8.659                                       ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                                                                                                                 |        Page 5 
 

  XI.  REFERENCES  

[1]  Hanqing Zhao, Wenbo Zhou, Dongdong Chen, 
Tianyi Wei, Weiming Zhang, and Nenghai Yu, 
“Multi-Attentional Deepfake Detection,” in Proceedings of 
the IEEE/CVF Conference on Computer Vision and Pattern 
Recognition (CVPR), 2021. 

[2] Hao Lin, Weiqi Luo, Kangkang Wei, and Minglin 
Liu, 
“Improved Xception with Dual Attention Mechanism and 
Feature Fusion for Face Forgery Detection,” 2021.J. Ho et 
al., "Denoising Diffusion Probabilistic Models," NeurIPS, 
2020. 

[3] Sohail Ahmed Khan and Duc-Tien Dang-Nguyen, 
“Deepfake Detection: A Comparative Analysis,” arXiv 
preprint, 2023 Video deepfake detection using a hybrid 
CNN-LSTMTransformer model for identity verification 
(2025) – Though more focused on video (visual) and 
temporal modeling (CNN + LSTM + Transformer), it deals 
with video + identity verification, which is relevant for 
multimedia deepfake detection.  

[4] Qinlin He, Chunlei Peng, Decheng Liu, Nannan 

Wang, and Xinbo Gao, “GazeForensics: Deepfake 

Detection via Gaze-Guided Spatial Inconsistency 

Learning,” Neural Networks Journal, 2024. 

 
[5] Ahmed Hatem Soudy, Omnia Sayed, and Salwa O. 
Slim, 

“Deepfake Detection Using Convolutional Vision 
Transformers and Convolutional Neural Networks,” 
Neural Computing and Applications, 2024.Multimodal 
Deepfake Detection (Sneha G et al., 2024) – A recent 
journal article proposing a system combining visual + 
auditory cues for deepfake detection of multimedia content. 
ijraset.com+1 

[6]  Ashima Gajendra Singh and Pooja Sharma, 

“A Hybrid Deep Learning Framework for Robust Deepfake 

Detection Using CNN, LSTM, and Vision Transformers,” 

Journal of Electrical Systems, 2024. 

 

[7]  Shereen Ahmed Hussien and Seif N. Mohamed, 

“DeepFake Video Detection Using Vision Transformer,” 

International Journal of Intelligent Computing and 

Information Sciences, 2024. 

 

[8] Yaning Zhang, Qiufu Li, Zitong Yu, and Linlin Shen, 

“Distilled Transformers with Locally Enhanced Global 

Representations for Face Forgery Detection,” 2024. 

     

 

 

 

 

 

   

            

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

https://ijsrem.com/

